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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3089
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
106. 120. 173. 159 Chi na 147.237.77. 233 atal .idf.il |ClL03: HITP. User Agent Sogou+web+spi der B ock 1
188. 165. 225. 121 France 147.237.77. 216 dover.idf.il [0543: HITP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218.246.0. 97 147. 237. 76. 200 Chi na eitan.aka.idf.il |ET SCAN NVAP -sS w ndow 1024 1
159. 122. 111. 166 147.237.77. 176 Net her | ands mat pash. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
119. 81. 188. 158 147. 237. 76. 200 Hong Kong eitan.akaidf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

141. 8. 132. 112 gs::;”i on 147.237.72. 166 |aka. i df . FS; ?j:srrllgi] SESr:g(;:e: TP Invalid 'Pg‘éakjeitd dsreggggg_ retransmssion. g o 108
54.244.22.103 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 68
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19.86.242  |israel 147, 237.76. 200 [ei tan aka i o i1 |! S NG Engine: TP Invalid invalid segnent retransmssion. | 18
Ret r ansmi ssi on Packet dr opped.
54.244.22.103 |Whited Sates 147.237.77.233 |ata .idf.il dr op First packet isn't SYN drop 8
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |noni t or 6
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
66.249.78.160 |[Uited Qates  [147.237.72. 166 [aka.idf . Streaning Engine: TP Invalid  imvalid segrent retramsmission. | o 4
Ret r ansmi ssi on Packet dr opped.
87.106.179. 116 [Ger many 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence mdge\:,rsaé;rit wth different monitor (3
141.8.184.5 gs::;”i on 147. 237. 72. 166 |aka i of . i | FS; ?j:srrllgi] SESr:g(;:e: TeP tnvalid 'Pg‘éakjeitd dsreggggg_ retransmssion. o o 3
81.169. 237. 146 |Ger many 147.237.76.38 [e.e.meitav.idf.il |drop SAMrul e drop
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect
52. 33. 66. 29 Lhited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop
41.176.202. 104 |Egypt 147. 237. 77. 216 |dover. i df . Bad TCP sequence mﬁsg rea”S”“ wthdifferent | o ivor |2
68. 180. 229. 239 [Lnited Sates  |147. 237.72. 166 [aka i i1 Streamng Engine: TCP Invalid - invalid segnent retransmssion. |y 2
Ret r ansni ssi on Packet dr opped.
37.46.39. 130 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor 2
207.46.13.50  |Uited Sates  |147.237.76. 200 [eitan aka icr i1 | S NG Engine: TCP Invalid invalid segnent retransission drop 2
Ret ransni ssi on Packet dr opped.
73.252.212.19 |Whited Sates  |147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46.19. 85. 174 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 2
185. 3. 147. 167 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
208.115.111. 73 |lhited Sates  |147.237.72.166 |aka.idf.il drop SAMrule drop 2
41.176.202. 104 |Egypt 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
5.22.130.71 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47. 40 Lhited Sates 147.237.77.19 [lawforumidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 74 |Lhited Sates  |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
172.56.31. 12 Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lhited Sates |147.237.77.74 |lawidf.il drop SAMrule drop 1
46.19. 86. 242 | srael 147.237.76. 200 [eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 211|Wited Sates  |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 119|Lhited Sates |147.237.0.35 |akavs.idf.il drop drop 1
54.210.208.202 [Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HITP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
46.19. 85. 174 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval id ACK nunber alert 1
173.161.52.213 |UWited Sates  |147.237.77.74 [lawidf.il Header Rej ection Ps:ﬂz;trej ection pattern found in oo 1
119. 81. 188. 158 [Hong Kong 147.237.0.35 |akavs.idf.il drop drop 1
208.115.111. 73 |Uhited Sates  |147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
46.117.196. 2 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 228|nited Sates  |147.237.77. 243 |nobile.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
157.55.39. 1 Lhited Sates 147.237.77.233 |atal .idf.il drop First packet isn't SN drop 1
81.169. 237. 146 |Ger many 147.237.76. 176 [test.ncore.idf.il |drop SAMrul e drop 1
207.46.13.136 |Lhited Sates  |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
173.161.52.213 |Wited Sates  |147.237.77.176 |natpash.icf.il  [Header Rejection rggﬂitmj ection pattern found in oo |1
119. 81. 188. 158 |Hong Kong 147.237.76. 200 eitan. aka.idf.il |drop First packet isn't SYN drop 1
74.82.47.27 Lhited Sates |147.237.76.44 |erefush.idf.il  |Geo-1 ocation enf or cenent f;?olrggi'nfn I nbound drop 1
208. 115.113. 84 |lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 1
46.117.196. 2 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
166.137.139.76 |Wited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
81.169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf.il drop SAMrul e drop 1
46.19. 86. 242 I srael 147.237.76. 200 eitan. aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105.139. 92 |lhited Sates 147.237. 76. 148 |gqcent er. aka. i df . i ||dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.176.3. 20 | srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 5
80.179.91.214 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 4
188. 165. 225. 121 |France 147.237.77.216|dover . i df . i Ml ti pl e Unhaut hori zed URL Access from 188. 165. 225. 121 B ock 3
173.161.52.213 |Wited Sates |147.237.77.176 |nat pash. i df . i | Enail collector robots 14 B ock 1
87.106.179. 116 |Ger many 147.237.72. 156 |aman. i df . i | gf;;?ﬁ;ed 31 Dta Retrieval with Inplicit  (nversion None 1
66.249. 78.254 |Israel 147. 237. 72. 166 |aka. i df . i | thknoun Paraneter anp; docid in None 1
wan aka. i df . i |/ nai n/ gi yus/ general . aspx
37.142.68.107 |Israel 147.237.77. 176 [nat pash. i df . i | PHP Attenpt B ock 1
194. 153. 113. 13 |Ger many 147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.il/anan B ock
109. 160. 253. 22 |Israel 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock
m ny- kosher - kr avi . i j i
79.176.16.152 | srael 147.237.0. 17 my llegal Paraneter Encoding rnd in . None 1
af.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
66. 249. 64. 243 [Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewtext.asp |B ock 1
: . ] Unaut hori zed URL Access to
207. 46. 13. 50 Uited Sates |[147.237.72.166|aka.idf.il v aka, i o i 1/ mai 1V gi yus/ ki oski gener al . asp Bl ock 1
173.161.52. 213 [thited Sates |147.237.77.176 (nat pash. i df . i | eMi | Hoarding B ock
87.106. 179. 116 |Ger nany 147.237.72. 156 |aman. i df . i | Mil tiple signatures froma87.106.179. 116 B ock
. . Uhknown Paraneter hc_l ocation in
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | voww aka. i o . i |/ nai v gj yus/ general . aspx None 1
37.142.68.107 [Israel 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xnirpc. php B ock 1
. - Unknown Paraneter anp;rnd in
194. 153. 113. 35 |Ger many 147.237.72. 166 [aka. i df . i | vow aka. i df i |/ rai v i yus/ capt cha. ash None 1
157. 55. 39. 13 Uited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wanidf.il/daily statistics/english B ock 1
m ny- kosher - kr avi . i _ _
79.176. 16. 152 | srael 147.237.0. 17 df il Mitiple Illegal Parangeter Encodi ng from79. 176. 16. 152 None 1
66.249.78.144 |[israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/hone/defaul t.aspx  |B ock 1
’ . . D stributed Whaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Uhaut hori zed URL Access on
77.40.129. 123  |Nor way 147.237.77. 216 |dover.i df.i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
40.77.167.102 |thited Sates |147.237.72.166|aka. i df.il Unaut hori zed URL Access to aka.idf.il/main/giyus/ undefi ned/ B ock 1
' m ny- kosher - kr avi . i
195. 62. 53. 168 RussI an 147.237.0. 17 ny Uhaut hori zed URL Access to /login B ock 1
Federati on df.il
173.161.52. 213 |lWited Sates [147.237.77.74 |lawidf.il Enail collector robots 14 B ock 1
66.249.78. 159 |lsrael 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to waw idf.il/error.htm B ock 1
188. 165. 225. 121 |France 147.237.77.216|dover.i df . i Unaut hori zed URL Access to ww i df.il/cgi-bin/php B ock 1
] . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . DO stributed Uhaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
42.2.57.3 Hong Kong 147.237.77.216|dover.idf .l Unaut hori zed URL Access to /english B ock 1
} . . D stributed Uhaut hori zed URL Access on
204.13.201.137 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
173.161.52.213 |Uited Sates [147.237.77.74 |lawidf.il eMai | Hoar di ng B ock 1
85.64.16.240  |israel 147.237.72. 166 |aka. i df . i | le;('jf)' e Untraceabl e SS. Sessions from85.64.16.240 (sigal gs DS |0 1
. . . Unaut hori zed URL Access to
66.249.78.230 |[lIsrael 147.237.77.243|nobi l e.i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1770 Bl ock 1
194. 153. 113. 13 |Ger many 147.237.77. 216 |dover.i df . i Ml tipl e Unaut horized URL Access from 194. 153. 113. 13 B ock 1
5 22 130,74 lsrael 147. 237, 72. 166 |aka. i df .i | mknom Pa_r am_at er _ct | 00$ct | 00$cph|\/h| n$cphSachar $cb10982241 None 1
in ww aka.idf.il/nain/sachar/ payslips. aspx
109. 160. 253. 22 |l srael 147.237.77.74 |lawidf .il PHP At t enpt B ock 1
_ ny- kosher-kravi . i df . i _
54. 183. 153. 27 Lhited Sates 147.237.0. 16 | Unhaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
204.13.201.138 |Wited Sates |147.237.77.216|dover. i df.il Distributed Uhauthorized LR Access on B ock 1

Wy i df . i | /1133- 22638- he/ dover . aspx.
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