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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3029
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il |block-sp-trafl drop 1
23.95.54. 18 Lhited Sates 147.237.76. 201 eatal.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Slgna1 ure Devi ce Action ‘Count
198. 50. 134. 71 Canada 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
76. 29. 80. 211 Lhited Sates 147.237.77. 216 dover.idf.il ClO6: HITP. naj estic bot B ock 1




01-23-2016-05:04:09 to 01-23-2016-06:04:09

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
66.249.78.172 |147.237.72.166|lLhited Sates akaidf.il . . - 1
deni al of service attenpt
162. 222. 185. 165(147. 237. 76. 202 [Lhited Sates e halag.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237. 76. 177 [Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 44 |Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
146.185.250.2 |147.237.0.34 gj;:lnim tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114.112.90.54 |147.237.0.33 [China idf.il ET SCAN NVAP -sS w ndow 1024 1
212.179. 227. 181|147. 237. 76. 30 |l srael hi nush. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
_ . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
105. 228. 102. 141|147.237.0.16 |South Africa ny-kosher-kravi .idf.il . 1
Potential Scan or Brute Force
199. 191. 56. 188 [147.237.77. 216 |lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
88.204.187.90 |147. 237. 76. 147 |Kazakst an chi nuch. aka. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
199. 191. 56. 188 |147.237.77. 216 |Lhited Sates dover.idf.il ET SCAN NVAP -f -sS 1
88.204.187.90 |147.237. 76. 147 |Kazakst an chi nuch. aka. i df . i | ET SCAN NVAP -f -sS 1
184.173.48.221 |147.237.77.19 |Uited Sates | awe forumidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.151.53.217 [147.237.8.27 |Wkraine e nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
162. 222. 185. 165|147. 237. 76. 201 |Lhited Sates e atal.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 176 |Lhited Sates test.ncore.idf.il ET SCAN Potential SSH Scan 1
146.185.250.2  |147.237.0.35 ?;Z:;:I”ion akavs. i df il ET SCAN NVAP -sS wi ndow 1024 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
125.27.180. 146 |147.237.76.30 |Thail and hi nush. i df .i | . 1
Potential Scan or Brute Force
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
113.53.190. 64 [147.237.76.30 |Thailand hi nush. i df .i | . 1
Potential Scan or Brute Force
212.179. 227. 181|147. 237. 76. 30 |l srael hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 114 |147.237.0.34 |kraine tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 188 |147.237.77. 216 |Lhited Sates dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
88.204.187.90 |147. 237. 76. 147 |Kazakst an chi nuch. aka. i df . i | ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature ?(;\t”i ((:;
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i drop SAMrule drop 36
Russi an S St reaming Engi ne: TCP Invalid segnent retransnission.
141. 8.132. 112 : 147.237.72. 166 |aka.i df .i | ) o dro 12
Federati on Inval i d Retransnm ssi on Packet dr opped. P
S reaning Engi ne: TCP i i ssi
157.565.39. 168 |Wiited Sates 147.237.77. 243 |robi | e. i of . i1 mng gl ne. 1 Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dropped.
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data|monitor |5
91.200.12. 106 |lkrai ne 147.237.77. 170 |n@arachot . i df . i | drop SAMrul e drop 4
91.200.12.136 |Wkraine 147. 237.77. 170 |n@mar achot . i of . i | drop SAMrule drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data|nonitor |4
91.200. 12. 7 Lkr ai ne 147.237.77. 170 |n@arachot . i df . i | drop SAMrul e drop 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
S reanming Engi ne: TCP ' i ssi
66.249.78.230 |lnited Qates  |147.237.77. 243 |nobile.idf il mng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval id Retransm ssion Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
S reaning Engi ne: TCP i i ssi
79.183.210.29 |israel 147. 237.72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | . 3
Inval id Retransnm ssion Packet dropped.
75.126.221.55 |Lhited Sates 147.237.77.74 |lawidf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data|nonitor |2
188.138.1.218 |Ger many 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
75.126.221.55 |Uhited Sates 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data|nonitor |2
81. 169. 237. 146 |Cer many 147.237.77. 179 |e.nazi .idf .il dr op SAMrul e drop 2
14.137.192.71 |Australia 147.237. 72. 166 |aka.i df .i | Bad TCP sequence nonitor |2
S reanming Engi ne: TCP ' i ssi
207.46.13.136 |lnited Qates  |147.237.76. 200 |eitan aka idf. il mng Engine: 1 Invalid segnent retransmssion. |, . 2
Inval id Retransm ssion Packet dropped.
14.137.192.71 |Austraia 147.237.72. 166 |aka. i df .| dr op Frst packet isn't SN drop 2
5.234. 68. 117 :éxbl :2'37"" 147. 237. 77. 216 |dover. i of .| Bad TCP sequence Invalid ACK nunber aert 1
184.105. 139. 92 |[nited Sates 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.48 Lited Sates 147. 237, 77. 121 |e. navy. i of . i Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
14.137.192.71 |Australia 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 1
202.91.65.186 |[India 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber nonitor |1
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrule drop 1
45.79. 168. 168 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data|nonitor |1
216. 218. 206. 100|Whi ted Sates 147.237.76. 202 |e.hal ag.i f . Geo- | ocati on enf or cenent Sﬁ?olr;ﬁ?;no” t nbound drop 1
Iran, Islamc . . . .
5.234. 68. 117 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184.105. 139. 96 |United Sates 147.237.77. 226 :“’“WCha"atz'aka' taf-Tlsyn At ack SYN -> SYN-ACK -> RST rej ect 1
14.137.192.71 |Australia 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |1
202.91.65.186 |India 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> Tineout [reject 1
159. 8. 109. 19 Net her | ands 147.237.76.34 |yohal an.idf.il drop drop 1
81. 169. 237. 146 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
216. 218. 206. 104|Wnited Sates 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cement gﬁ?&ggi;:’” i nbound drop 1
Anonynous S . .
8.37.228.81 Pr oxy 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpli ant Response out of state nonitor |1
115. 230. 124. 164 |Chi na 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
14.137.192.71 |Austraia 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 1
) . . SYNtACXK retransmt wth .
202.91.65.186 |India 147.237.77. 216 |dover.i df .i Bad TCP sequence different vi ndow scal e nonitor |1
68.112.255.58 |Lhited Sates 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data|nonitor |1
119. 81.188. 158 |Hong Kong 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocation enforcement |0 !ocation inbound drop 1
enf or cenent
Iran, Islamc R L,
5.234.68. 117 Republ i ¢ of 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
169.50.77.72  |Switzerland 147.237.8.28 |e.nobile-ks.idf.il Geo- 1 ocation enforcement |0 !ocation inbound drop 1
enf or cenent
74.82. 47. 20 Lhited Sates 147.237.0.17 ][“I”Iy kosher-kravi. 1d |oyn At t ack SYN -> SYN-ACK -> RST rej ect 1
202. 91. 65. 186 India 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

Devi ce

At acker .

‘Country ‘Target Address |Site Sgnature Acti on ‘Count
66. 249. 78. 102 |l srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to 147.237.77.216/ B ock 1
207.46.13.137 |lnited Sates |[147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77. 233/ B ock 1
107.178.194. 79 Wi ted Sates |147. 237. 77. 216 |dover i df .i | Distributed Uhaut hori zed LR Access on Bock |1

waw i df . i | /1133-22638- he/ dover . aspx.

: . . Unaut hori zed URL Access to
68.180. 228. 102 |United Sates |147.237.77. 234 |hal ag. 1 df.il v | ogi stics.atal.idf.il/tenpl ates/shared usercontrol s/ header upper/ B ock !

. . Unaut hori zed URL Access to
66.249.64.13 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gi yus/ gener al . aspx Bl ock 1

Lhaut hori zed URL Access to ww i df.il/1116- he/ AEAACA-AE?ALAES

157.55.39.136 |Lhited Sates |[147.237.77.216|dover.idf.il ACA! AEAACA A€ 2AEACACAESA-ACA? B ock 1
79.182.96.48 |[Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmnirpc. php B ock 1
. . S3. Lhtraceabl e nnection - Protocol violation
66. 249.78.172 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
. . . D stributed Whaut hori zed URL Access on
208.184. 112. 74 |Lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
107.178.194. 83 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il/1133-22638- he/ dover . aspx. B ock 1
68. 180. 230. 29 [nited Sates [147.237.77.176 |nat pash. i df . i | Paraneter Type Vol ati on Pagehum i n Bock |1

waw cogat . i df . i1/1930- he/ cogat . aspx
66.249. 64.18 |l srael 147.237.72. 166 |aka. i df . i | D stributed Unauthori zed URL Access on 147.237. 72. 166/ B ock 1
Unknown Par anet er anp; docld in

167.114.0.27 |Canada 147.237.72. 166 |aka. i df . i | ww aka i o i1/ br ot hers/ ski raf def aul t . asp None 1
85.64.16.240 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None
66. 249. 78. 234 |Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock
) . . D stributed Whaut hori zed URL Access on
208.184.112. 74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
! . . D stributed Uhaut hori zed URL Access on
107.178.194. 87 |Lhited States |[147.237.77.216|dover. i df il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68. 180. 230. 244 |Lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
66. 249. 65. 112 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
! . . D stributed Uhaut hori zed URL Access on
204.13.201. 137 [Whited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
wawv. chamat z. aka. i )
85. 64. 61. 129 | srael 147.237.77. 226 df il Ostributed PHP At enpt Bl ock 1
66. 249. 78. 240 |Israel 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
40.77.167.102 |Whited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/main/giyus/ v navy.idf.il B ock 1
107.178.194. 87 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1133-22461- he/ dover. aspx.  |B ock 1
78. 24. 220. 196 RF;Z::I“I o 147. 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . i |/ mazi B ock 1

. . Unaut hori zed URL Access to
66.249.78.97 |[lsrael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ t znor et/ gal | ery/ showpi ct ur e. asp Bl ock 1

' : . D stributed UWaut hori zed URL Access on
204.13.201. 138 [Lhited Sates |147.237.77.216|dover.idf.il i df i1/ 1133- 22461- he/ dover . aspx. Bl ock 1

wwv. chamat z. aka. i

85. 64. 61. 129 | srael 147.237.77. 226 df il Unaut hori zed URL Access to www chanat z. aka. i df .il/xmrpc. php Bl ock 1
66. 249. 78. 246 |l srael 147.237.72. 166 [aka.i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ Bl ock 1
65.132.59.34 |United Sates [147.237.77.176 |nat pash. i df . i thaut hori zed LRL Access to Bock |1

WA cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper /
Unaut hori zed URL Access to www i df.il/1116- he/ AEARN €™

157.55.39.13 |Uited Sates [147.237.77.216|dover.idf.il AEACACAESA-ACA,~A?AE EACA,-Aj AEAESACA! AEAEA! AE™AEACACAE  |B ock 1
$A-Aca,-A?AL EACACAEACACE, -A; ACA-ALAESACA?
79.182.96.48  |lsrael 147.237.76.86 |navy.idf.il Distributed PP Attenpt Bl ock 1
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