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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3112
182.143.79.1 Chi na 147.237.76. 197 e hinush.idf.il Bl ock_Udp All _Nets drop 1
182.143.79.1 Chi na 147.237.76. 201 e atal.idf.il ock Wdp Al Nets drop 1
142.54.160. 211 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
182.143.79.1 Chi na 147.237.76. 198 e.yohalan.idf.il |Bock Udp Al Nets drop 1

185. 40. 4. 27 147.237.76. 200 eitan.aka.idf.il |JLMPurple Gon Linit_Tcp drop 1
182.143.79.1 Chi na 147.237.76. 199 e. nakchal .idf.il ock Udp Al _Nets drop 1
182.143.79.1 Chi na 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
182.143.79.1 Chi na 147. 237. 76. 200 eitan. aka.idf.il ock Wdp Al Nets drop 1




01-23-2016-04:04:05 to 01-23-2016-05:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
51. 255, 162. 163 Lnited Ki ngdom 147.237.77. 216 dover.idf.il Cl06: HITP. majestic bot B ock 1
188. 165. 225. 121 France 147.237.76. 86 navy.idf.il 0543: HTTP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66. 249. 66. 39 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
163.172.13. 173 [147.237.72. 166 E?i;;gom aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
159. 122. 111. 166|147. 237. 76. 176 |Net her | ands test.ncore.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
41. 140. 253. 9 147.237.0.34 |Morocco tikshuv.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
198. 20. 69. 74 147.237.76.34 |lhited Sates |yohalan.idf.il |ET DROP Dshield B ock Listed Source 1
194. 187.249. 70 |147.237.76.30 |Europe hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
184, 173. 48. 221 |147.237.8.46 |Wited Sates |e.chinuch.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
169. 50. 77. 72 147.237.77.19 |Switzerland lawforumidf.il [ET SCAN NVAP -sS wi ndow 1024 1
159. 122. 111. 166|147. 237. 77. 212 |Net her | ands e.dover.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
159. 8. 109. 19 147.237.0.34 [Netherl ands tikshuv.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
41. 140. 253. 9 147.237.0.34 |Morocco tikshuv.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
218. 246. 0. 97 147. 237.76. 176 |Chi na test.ncore.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
185. 40. 4. 27 147 237 0. 19 vadi matal idhi ET SCAN Behavi praJ Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
172. 98. 200. 237 |147.237.77.234 hal ag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrule drop 36
Russi an D Streaming Engi ne: TCP Inval i dfinvalid segnent retransnission.

141.8.132. 112 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni Ssi on Packet dr opped. drop 21
Sreaning Engine: TCP Invalid i i ssi
66.249.78.130 |Wnited Sates |147.237.76.86 [navy.idf.il 9 =g Invalid segnent retransmssion. g, 10
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.168 |Wited Sates |147.237.77. 243 |nubil e.idf il 9 =g Invalid segnent retransmssion. |y, 9
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
41.33.232.66 Egypt 147.237.77. 216 [dover i df .i Bl ock HTTP Non Gonpl i ant Failed to handl e connection data [nmonitor |5
Sreamng Engine: TCP Invalid i i ssi
46.120.92. 244 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, ., 4
Ret r ansm ssi on Packet dr opped.
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Gonpl i ant Failed to handl e connection data |monitor |4
Russi an D Streamng Engi ne: TCP Inval i dfinvalid segnent retransnission.
178. 154. 189. 201 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni Ssi on Packet dr opped. drop 3
14.137.192.71 |Austraia 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 3
62.210. 209. 237 |France 147. 237. 76. 199 |e. nakchal . i of .1 Geo-l ocation enforcement |0 !ocation inbound drop 2
enf or cenent
Sreanming Engine: TGP Invalid i i ssi
66.249. 64.195 |lhited Sates |147.237.72. 166 |aka i df.il 9 =9 Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
46.120.92.244 |israel 147.237.76. 200 |ei tan. aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
14.137.192.71 |Australia 147.237.72.166 |aka i df .i | Bad TCP sequence noni t or
208.115.111. 73 |Whited Sates [147.237.72. 166 [aka.idf .i | drop SAMrul e drop
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |Uited Sates |147.237.72. 166 |aka i df i 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.78.160 |lnited Sates |147.237.72. 166 |aka i f.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransnm ssi on Packet dropped.
80.108.208.83 |Austria 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber moni tor |1
216.218. 206. 114|lhited Sates [147.237.77. 170 |naarachot . i of . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Wited Sates [147.237.76.34 [yohalan.idf.il drop drop 1
14.137.192.71 |Australia 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
104.130.78.65 |Lhited Sates [147.237.77.216|dover.idf.il drop SAMrul e drop 1
71. 6. 165. 200 Uhited Sates [147.237.76.42 [refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
208.115.111. 73 |Whited Sates [147. 237.77. 216 |dover. i df .i | drop SAMrule drop 1
184. 105. 247. 244|Wited Sates [147.237.0.33 [idf.il drop drop 1
5.22.135. 202 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
217.148. 45. 113 LKTI;;gom 147.237. 77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Failed to handl e comnection data |monitor |1
201.202.11.82 |Qosta Rca 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
14.137.192.71 |Australia 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
180. 252. 88.58 |l ndonesi a 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber alert 1
109. 10. 175. 222 |France 147. 237. 72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.15 Lhited Sates [147.237.8.27 |emadimatal.idf.il |Geo-location enfor cenent Geo-I ocat i on i nbound drop 1
enf or cenent
208.115.113.84 |Wited Sates |[147.237.77.74 [lawidf.il drop SAMrul e drop
189.79.229.18 |Prazil 147.237.77. 216 |dover.idf i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
85. 25. 43. 94 Ger many 147.237. 77. 170 |naar achot . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
23.101.61.176  |irel and 147. 237. 72. 166 |aka.i df . | Instant Messengers I nstant nessenger pattern found g tor |1
appl i cati on: Skype
180.252. 88.58 |l ndonesia 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |1
119. 81. 188. 158 |Hong Kong 147.237.0.33  |idf.il drop drop 1
74.82.47. 20 Lhited Sates [147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
192.185. 4. 15 Lited Sates |[147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |1
150.8.109.19  |Netherlands  |147.237.77.226 "f"l”“ha”atz' aka Tdf 1oyN At t ack SYN -> SYN-ACK -> Timeout  |reject 1
85. 25. 43. 94 Ger many 147.237. 77. 170 |n@ar achot . i df . i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 1
208. 115.111. 73 |lhited Sates |147.237.76.31 [nakchal.idf.il drop SAMrul e drop 1
31.168.164.86 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184.105.139.74 |Whited Sates [147.237.72. 166 |aka idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
119.81.188. 158 |Hong Kong  [147.237.76.44 e refuan.idf.il Geo- | ocati on enf or cenent Sﬁ?;rzgﬁ:nfn I nbound drop 1
75.126.221.55 |lhited Sates  [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Gonpl i ant Failed to handl e connection data |monitor |1
216.218. 206. 104|Uited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent i?;)'rsgi'nfn I nbound drop 1
46.120.92.244  |Israel 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber moni tor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
188. 165. 225. 121 |France 147.237.76.86 |navy.idf.il Mil ti pl e Unhaut hori zed URL Access from 188. 165. 225. 121 Bl ock 3
31.13.113.83 Irel and 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
173.252.89.56 |lhited Sates  [147.237.72.166|aka. i df .il Untraceabl e SI. Sessi ons: sigal gs DoS Attack None 2
31.13.113.88 Irel and 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
84.228.116. 161 |[Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed LRL Access from 84.228. 116. 161 Bl ock 1
66.249.79.209 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
157.55.39. 1 Lhited Sates  [147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to atal.idf.il/tenpl ates/ contact us/ B ock 1
66.249. 64.190 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/miluinit B ock 1
109. 67. 52. 48 I srael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt Bl ock 1
] . . D stributed Lhauthorized URL Access on
104.192.0.18  [lhited Sates  [147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
79.182. 96. 48 I srael 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to waw navy. idf.il/xmrpc. php B ock 1
] . . D stributed Lhauthorized URL Access on
204.13.201.137 |lWiited Sates  |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- he/ dover . aspx. B ock 1
109. 67. 52. 48 I srael 147.237.77.234|hal ag. i df . il PHP At t enpt Bl ock 1
66.249.78.173 |[Israel 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewtext.asp [B ock 1
2.52.149. 137 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
109. 67. 52. 48 I srael 147.237.76.31 |nakchal .idf.il Dstributed PH> A tenpt B ock 1
84.228.116. 161 |[lIsrael 147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 1
ny- kosher - kravi . i df , o
66. 249. 79. 239 | srael 147.237.0. 16 O Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ Bl ock 1
172.245.120.66 |hited Sates  |147.237.77. 216 [dover.idf il Parameter Type Mol ation ctl 008Qnt ent A acetbl der 1S Bmil in gy o) 1
wwy i df . i 1/1038- en/ dover. aspx
66.249.64.195 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp; catld in v aka.idf.il /| onginpniot/ None 1
109. 67. 52. 48 I srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . i df.il/xnrpc. php Bl ock 1
: . ] D stributed Uhauthorized URL Access on
107.178.194.87 |[lhited Sates  [147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
] . . Dstributed Lhauthori zed URL Access on
204.13.201.138 [Wited Sates  |147.237.77.216|dover.idf.il v i dff . i | / 1133- 22638- he/ dover . aspx. B ock 1
84.228.116. 161 |[lIsrael 147.237.76.30 |hi nush.idf.il Dstributed PHP Attenpt B ock 1
119. 95. 128. 204 |Phili ppi nes 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 1
. . . Uhaut hori zed URL Access to
66.249. 78.223 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1876 B ock 1
109. 67. 52. 48 I srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 109. 67. 52. 48 B ock 1
84.228.116. 161 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
} . . Uhaut hori zed URL Access to
68.180.228. 175 [Wited Sates  [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9169- he/ r ef uah. aspx Bl ock 1
109. 67. 52. 48 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
66.249. 78. 2 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Unaut horized URL Access from 66.249. 78. 2 Bl ock 1
: . ] D stributed Uhauthorized URL Access on
107.178.194.87 |[lhited Sates  [147.237.77.216 [dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
Russi an . - Paraneter Type Molation f in
217.118.64.54 Federati on 147.237.77. 216 [dover . i df . i | wan i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
84.228.116. 161 |[lIsrael 147.237.76.30 |hi nush.idf.il Lhaut hori zed URL Access to ww chinush. atal .idf.il/xnirpc.php |[B ock 1
119. 95. 128. 204 |Phili ppi nes 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
66.249.78.254 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 66. 249. 78. 254 Bl ock 1
109. 67. 52. 48 I srael 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 109. 67.52. 48 B ock 1
84.228.116. 161 |[Israel 147.237.77. 170 [maar achot . i df . i | Distributed PHP Attenpt B ock 1
109. 67. 52. 48 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to atal .idf.il/xnhrpc. php Bl ock 1
. . Unaut hori zed URL Access to
66.249.78. 2 I srael 147.237.72. 166 |aka. i df . i | v aka i df i 1/ robi | &/ nai v i yus/ gener al . aspx B ock 1
109. 67. 52. 48 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
Russi an . . Paraneter Type Molation | in
217.118.64.54 Federation 147.237.77. 216 [dover . i df . i | vy i df . i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
84.228.116. 161 |[Israel 147.237.76.31 |nakchal .idf.il Distributed PHP Attenpt B ock 1
149. 88. 110. 47 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wa i df.il/894-en B ock
. . Unaut hori zed URL Access to
66.249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | v aka i df i 1/ robi | &/ nai v i yus/ gener al . aspx B ock 1
66.220.156. 103 [lnited Sates  |147.237.72.166|aka. i df.i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
109. 67. 52. 48 | srael 147.237.76.86 |navy.idf.il PHP At enpt Bl ock 1
84.228.116.161 |[Israel 147.237.77. 170 |n@ar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/xnrpc. php B ock 1
79. 182. 96. 48 I srael 147.237.76.86 [navy.idf.il Distributed PHP Attenpt Bl ock 1

01-23-2016-04:04:05 to 01-23-2016-05:04:05




