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|Top Attackers | n DDoS- Def ence |

Attacker Address

Site

Signature

Device Action

Count

|Attacker Country

|Target Address

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3043
74.91. 28. 61 Lhited Sates 147.237.77. 226 v chanat z. aka. i df . i | bl ock-sp-traf 1 dr op 1
204. 42. 253. 132 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il Bl ock Udp All Nets drop 1
204. 42, 253. 132 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count
14.104. 187. 41 Chi na 147.237.77. 19 lawforumidf.il C107: DDCS- Spoof ed HTTP Packets Bl ock 1
219. 156. 101. 159 Chi na 147.237.76. 30 hi nush. i df.il C107: DDCS- Spoof ed HTTP Packet s Bl ock 1
112. 66. 44. 117 Chi na 147.237.77. 233 atal .idf.il C107: DDCS- Spoof ed HTTP Packets B ock 1
180. 110. 203. 139 Chi na 147. 237.76. 30 hi nush.idf.il C107: DDCS- Spoof ed HTTP Packets Bl ock 1
51. 254. 143. 240 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il Cl06: HITP. naj estic bot Bl ock 1
112.111. 1. 130 Chi na 147. 237. 76. 200 eitan.aka.idf.il C107: DDCS- Spoof ed HTTP Packets B ock 1
198. 50. 134. 71 Canada 147.237.77. 216 dover.idf.il Q008: HITP. Xenu User Agent B ock 1
106. 7. 248. 43 Chi na 147.237.77. 19 lawforumidf.il Cl155: HTTP:. CPTI ONS net hods Per it 1
116. 113. 74. 159 Chi na 147. 237. 76. 147 chi nuch. aka.idf.il C107: DDCS- Spoof ed HTTP Packets B ock 1
218.10. 51. 147 Chi na 147. 237. 76. 200 eitan. aka.idf.il C107: DDCS- Spoof ed HTTP Packets B ock 1
106. 7. 249. 234 Chi na 147.237.77. 216 dover.idf.il Cl155: HTTP:. CPTI ONS net hods Per it 1
119. 108. 155. 135 Chi na 147. 237. 76. 39 mobi le.neitav.idf.il C107: DDCS- Spoof ed HTTP Packets B ock 1
218. 10. 62. 192 Chi na 147. 237. 76. 147 chinuch. aka.idf.il C155: HTTP: CPTIONS net hods Pernit 1
112. 66. 35. 31 Chi na 147.237. 76. 86 navy.idf.il C155: HTTP: CPTI ONS net hods Pernit 1
172. 245. 218. 130 Lhited Sates 147. 237.76. 42 refuah.idf.il 0543: HITP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8te |Signature |Count\

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2

112.123.27.63 |147.237.77.19 |China lawforumidf.il ET SCAN N’rap. Scripting Engine User-Agent Detected (Nhap 1
Scri pting Engi ne)

112.94.190. 179 |147.237.0.17 [China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1

222.75.35.43 147. 237. 76. 200 |Chi na eitan aka.idf.il EI'. : I\hap.Scn pting Engine User-/Agent Detected (Nvap 1
Scri pting Engi ne)

111. 162. 159. 226|147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1

59.174.44.231 |147.237.76.39 [China nobi | e. nei tav. i df.il BT ,5 :_ Nmp.Scrl pting Engine User-/Agent Detected (Nvap 1
Scripting Engi ne)

190. 249. 184. 162(147. 237. 76. 197 |Col onbi a e. hinush. i df .i | ET SCAN NMAP -sS wi ndow 3072 1

58.249.26.241 [147.237.0.34 |China tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1

146.185.250.2  |147.237.77.233 gZSia”. atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1

eration

125. 65. 165. 215 |147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 1

122.139. 83. 222 |147.237.76.86 |China navy. i df.il EI" : Nmp.Scn pting Engine User-/Agent Detected (Nvap 1
Scripting Engi ne)

112.123.27. 85 147. 237. 76. 147 |Chi na chi nuch. aka.idf.il ET .. Nmp_ Scripting Engine User-/Agent Detect ed (Nmp 1
Scripting Engi ne)

112.111.1.130 |147.237. 77. 233 |Chi na ata.idf.il EI" : Nmp.Scn pting Engine User-/Agent Detected (Nvap 1
Scripting Engi ne)

222.94.97.91  |147.237.77. 205 |Chi na prisha. i df il ET SCAN Nvap Scripting Engine User-/Agent Detect ed (Nwap 1
Scripting Engi ne)

112. 66. 35. 31 147. 237.77. 233 |Chi na atal.idf.il EI" : Nmp.Scn pting Engine User-/Agent Detected (Nvap 1
Scripting Engi ne)

195. 216. 176. 244(147. 237.8.14 |Latvia e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1

61.155. 203.54  [147.237.0.200 [China . i df il ET SCAN Potential SSH Scan 1

190. 249. 184. 162|147. 237. 76. 197 |Col onbi a e. hinush. i df .il ET SCAN NMAP -sS wi ndow 4096 1

59.174.44.116 |147.237.77.205|Chi na prishaidf.il ET _E: : I\hap_Scn pting Engine User-/gent Detected (Nvap 1
Scripting Engi ne)

183. 160. 231. 174|147. 237. 76. 86 |Chi na navy. i df.il BT SOAN Nmp.Scn pting Engine User-/Agent Detected (Nvap 1
Scripting Engi ne)

58.20.99.149  |147.237.76.30 |china hi mush. i df . i | ET SON Nnap Scripting Engine User-Agent Detected (Nwap |,
Scripting Engi ne)

125. 211. 38. 205 |147.237.76.31 |China nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1

123.139. 16. 244 [147.237.76.30 |China hi mush. i df . | ET SCAN Nvap Scripting Engine Uber-/Agent Detected (Nwap |,
Scripting Engi ne)

119. 81. 188. 158 |147.237. 77. 121 |[Hong Kong e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |[Target Address [Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54.244.22.103 |lhited Sates 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 32
107.167.99. 174 |Uited Sates 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
reamn ine: TCP Invali i i ssi
141.8.132.112 |Russian Federation |147. 237. 72. 166 |aka.idf i1 Streamng Engi ne: TCP alid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.85.240  |Israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
54.244.22.103 |lhited Sates 147.237.77. 233 |ata .idf.il drop Frst packet isn't SYN drop 9
Sreaning Engine: TGP Invalid i i ssi
157.55.39.169 |Lhited Sates 147. 237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
157.55.39.114 |Wited Sates 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.149.174 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df . i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 6
Sreaming Engine: TCP Invalid i i ssi
157.55.39. 168 |Wnited Sates 147.237. 77. 243 |robi | e. i df . | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Iran, Islanic . . .
46. 225.59. 72 Republ i ¢ of 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber alert 5
Iran, Islamc s . :
46.225.59.72 Repuil i ¢ of 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.46.39. 89 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TGP Invalid i i ssi
207.46.13.152 |United Sates 147. 237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
130.193.37.16 |Russian Federation [147.237.0.34  [tikshuv.idf.il g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
79.180.241. 71 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreaning Engine: TGP Invalid i i ssi
199.30.25.42  |wited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. | 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
97.93.201.229 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
5.29.72.172 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |2
Sreaning Engine: TCP Invalid i i ssi
157.55.39.253 |United Sates 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
46. 19. 85. 240 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |2
Sreaning Engine: TCP Invalid i i ssi
40.77.167.102 |Wited Sates 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.
90. 174. 2. 57 Sai n 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |lnited Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
207.46.13.136 |Uited Sates 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
5.102. 254. 147 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |2
Sreaning Engine: TCP Invalid i i ssi
157.55.39. 254 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249. 78. 153  |Lhited Sates 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
195.34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |2
81. 169. 237. 146 |Ger many 147.237.76. 177 |ncore.i df . il drop SAMrul e drop 2
221. 204. 146. 130|Chi na 147.237.77. 205 |prisha.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
5.29.72.172 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 1
116. 113. 73. 198 |China 147.237.77.19 [lawforumidf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
58. 20. 99. 14 Ghi na 147.237.76.200 |eitan. aka.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
111. 162. 156. 170|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.8.132. 78 Russi an Federation |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
212.199. 182. 150]l srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 240 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 1
109. 253. 198. 146l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
122.96.23.0 Ghi na 147.237.77. 205 [prisha i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 203|Uhited Sates 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.46. 39. 89 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1
85.10.210.199 |Ger many 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
116. 252. 189. 23 |Chi na 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
171.25.193.25 |Sweden 147.237.77. 216 |dover. i df . i | Drectory Traversal directory traversa overflow monitor |1
222.94.96.113 |[China 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
62.102. 148. 67 |Sweden 147.237.77. 216 |dover.idf il Directory Traversal directory traversal overflow noni t or 1
113.135.99.80 |China 147.237.76.86 [navy.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
172.245.218. 130|United Sates |147.237.76.42 |refuah.idf.il Mil tiple Unaut hori zed URL Access from 172. 245. 218. 130 Bl ock 3
116. 252. 189. 18 [China 147. 237.76. 147 |chi nuch. aka. i df . i | [Dstributed I1legal Byte Gode Character in Mthod B ock 3
116. 252. 189. 18 |Chi na 147.237.76. 147 |chi nuch. aka. i df . i | [Dstributed NLL Character in Method B ock 3
171.107. 26. 204 |Chi na 147.237.77.19 |lawforumidf.il Dstributed I11egal Byte Gode Character in Mt hod Bl ock 2
111. 162. 153. 129|Chi na 147.237.77.19 |lawforumidf.il Dstributed I11egal Byte Qode Character in Mt hod B ock 2
118. 81. 5. 37 Chi na 147.237.77.19 [lawforumidf.il Dstributed NILL Character in Mt hod B ock 2
117.36.21.253 |China 147.237.76. 147|chi nuch. aka. i df .i| [Dstributed I11egal Byte Gode Character in Mthod Bl ock 2
112.66.35.31  [china 147.237.76.86 |[navy.idf.il Distributed NLLL Character in Mt hod B ock 2
111. 162. 153. 129|Chi na 147.237.77.19 [lawforumidf.il Dstributed NILL Character in Mt hod B ock 2
117.36.21.253 |China 147.237.76. 147 |chi nuch. aka. i df .i| [Dstributed NALL Character in Mthod Bl ock 2
118. 81. 5. 37 Chi na 147.237.77.19 |lawforumidf.il Dstributed I11egal Byte Qode Character in Mt hod B ock 2
124. 126. 222. 196|Chi na 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to www i df.il/navy/ B ock 2
112. 66. 35. 31 Chi na 147.237.76.86 |navy.idf.il DOstributed I11egal Byte Gode Character in Mt hod B ock 2
185. 32. 179. 204 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
59.174.46.101 [China 147.237.76.30 |[hi nush.idf.il I11egal HITP \ersion RIS 1.0 B ock 1
111.85.179.212 |China 147.237.77.216|dover . i df .i | Oistributed NLLL Character in Mthod Bl ock 1
112.111.1.130 |China 147.237.76. 147 |chi nuch. aka. i df . i | |Ostributed NLL Character in Mt hod Bl ock 1
116. 113. 73. 246 [China 147.237.76.86 [navy.idf.il Distributed NLL Character in Method B ock 1
123.139. 24. 149 |China 147.237.77.19 |lawforumidf.il Distributed Unknown HTTP Request Met hod B ock 1
218.10.51. 147 |China 147. 237.76. 39 :mb' le.mei tav. idf.i Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
66.249.78.166 |[Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
112. 66. 36. 79 Chi na 147.237.77.233|atal .idf.il Il1legal Byte Qde Character in Header Nane B ock 1
113. 240. 194. 190|Chi na 147.237.77.19 [lawforumidf.il Dstributed Aonormal |y Long Request B ock 1
118.81.5. 37 Chi na 147.237.77.19 |lawforumidf.il Ostributed NILL Character in Header Nane Bl ock 1
157.55.39. 114 |Uited Sates |147.237.72. 166 |aka. i df. il m“;:;rii ;fe.di Iﬁ]fcaf;i; :vopr scechr e, asp B ock 1
219. 156. 101. 159|Chi na 147.237.77.19 [lawforumidf.il D stributed Unknown HTTP Request Met hod B ock 1
112.123.27.85 |China 147.237.76.86 |navy.idf.il DOstributed I11egal Byte Gode Character in Mt hod B ock 1
116. 252.190. 91 |Chi na 147.237.76. 147 |chi nuch. aka. i df . i | |Unauthorized URL Access to 147.237.76. 147/ stat us Bl ock 1
125.211. 38. 117 [China 147.237.76.86 [navy.idf.il Distributed NLL Character in Method B ock 1
219. 156. 101. 159|Chi na 147.237.76.86 |navy.idf.il D stributed Abnornal |y Long Request B ock 1
58. 20. 99. 149 Chi na 147. 237. 76. 147 |chi nuch. aka. i df .i| [Dstributed Whknown HTTP Request Met hod B ock 1
107.178.194.83 |Uhited Sates |147.237. 77. 216 [dover . i df . i | Dstri buted H‘;;t;;gggeﬂeﬁvﬁcf:pf” Bl ock 1
112. 66. 45. 175  |Chi na 147.237.76. 147 |chi nuch. aka. i df . i | [Dstributed NLLL Character in Header Nane Bl ock 1
115. 204.92. 71 |China 147.237.76.30 |[hi nush.idf.il Ostributed NILL Character in Mt hod B ock 1
123.139. 22. 167 [China 147.237.77. 216 |dover .i df . i | Dstributed I11egal Byte Gode Character in Mt hod Bl ock 1
180. 109. 231. 108|Chi na 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to / B ock 1
222.75.35.251 [China 147.237.76.86 |navy.idf.il D stributed Unknown HTTP Request Met hod B ock 1
61.52. 62. 177 Chi na 147.237.76. 147 |chi nuch. aka. i df . i | [Dstributed Abnornal Iy Long Request B ock 1
112. 66. 35. 31 Chi na 147.237.77.216|dover. i df .i | Dstributed I11egal Byte Gode Character in Mt hod B ock 1
222.75.35.114 [China 147.237.76. 147 |chi nuch. aka. i df . i| [Dstributed I11egal HITP \ersion B ock 1
60. 216. 138. 149 [China 147.237.77. 216 |dover . i df . i | Dstributed I11egal Byte Gode Character in Mt hod Bl ock 1
111. 162. 153. 129|Chi na 147.237.77.233|atal .idf.il NULL Character in Method Bl ock 1
112.123.27.85 |China 147. 237. 76. 39 :’Tﬂ)bl le.neitav.idf.i Ostributed I11egal Byte Gode Character in Mthod B ock 1
116. 252. 189. 18 |Chi na 147.237.76.200|ei tan. aka. i df . i | Ostributed I11egal HITP \ersi on B ock 1
125.118.7.155 |China 147.237.76. 147 |chi nuch. aka. i df . i | [Distributed M formed LR Bl ock 1
218.10.51. 147 |[China 147.237.77.233|atal .idf.il Distributed Wauthorized URL Access on / B ock 1
58. 20. 99. 115 Chi na 147.237.76. 147|chi nuch. aka.i df . i| |Il1egal Bjte Qde Character in Mthod B ock 1
106.7.248.96  [china 147.237.76.86 |[navy.idf.il Distributed NLLL Character in Mt hod B ock 1
112. 66. 41. 10 Chi na 147. 237. 76. 147 |chi nuch. aka. i df .i| [Dstributed Unknown HTTP Request Met hod B ock 1
114.97.92.152  |Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | [Unaut horized URL Access to / Bl ock 1
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