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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 4348
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3093
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3

46.19. 85. 174 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3

168. 235. 196. 234 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 2

149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

74.91. 28. 60 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf1 forward 1
123.98. 254. 111 Japan 147.237. 76. 147 chinuch. aka.idf.il |Bl ock_Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Oount
144.76.12. 75 Ger many 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 1
172. 245. 218. 130 Lhited Sates 147.237.77. 176 nat pash. i df.il 0543: HITP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. .. |ET SCAN Behavi oral Uhusual |y fast inbound Tel net (onnecti ons,
177.134.23.90 [147.237.76.31 |Prazil nakchal .i df.il . 1
Potential Scan or Brute Force
159. 122. 111. 166|147. 237. 77. 243 |Net her | ands nobi | e.idf il ET SCAN NVAP -sS w ndow 1024 1
46. 45. 137. 67 147.237.76. 44 [Turkey erefuah.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
169. 50. 77. 72 147.237.76. 34 |[Sntzerland yohalan.idf.il [ET SCAN NVAP -sS w ndow 1024 1
137.117. 168. 203|147.237.0.19 [thited Sates |nadimatal.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
168. 235. 196. 234 |Uhited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 97
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
141. 8.132. 112 gs::;”ion 147.237.72. 166 |aka. i f . ;; ?Zr:sr;? si?gcl)r?e: TeP Invalid Lg‘éi’;td dsreggggé_ retransmssi on. drop 15
46.19. 85. 174 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
216.185.58.122 [lhited Sates  [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
141.8.184.5 :3:::30” 147.237.72. 166 |aka i df . i | ;{ ?2:;;? Sz?gc'):e: T Invalid ::g\éileitd dsreggggé_ retransmssi on. drop 9
84.228.37.158 | srael 147.237.72. 166 |aka.i df . i Streaning Engi ne: TCP Invalid |invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
37.142.68.55  |israel 147. 237 72. 167 |t shuri maka i o || €AM NG ENgine: TCP Invalid invalid segrent retransmssion. |, o 8
Ret ransni ssi on Packet dropped.
46.19. 85. 174 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
5.29.117. 154 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence I'nval i d ACK nunber alert 6
162.208.92.66 |Wited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
5.29.117. 154 I 'srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 5
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
31.210. 187. 139 |[lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
54,244.22.103 |Wited Sates  |147.237.77.176 |natpash.idf.il  |drop First packet isn't SN drop 3
109. 253. 219. 105i sr ael 147.237.77. 243 |mti e i1 || S NG Engine: TP Invalid Jinvalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.
37.26.149.174 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jimvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
130. 193. 50. 34 2;2::3 o 147.237.76.86 |navy.idf.il ;; ?2?3':2 SES?g('):e: T Invalid 'Pg‘éijétd ;eggggél retransmssion. g o, 3
37.46.39. 123 I srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 3
79.181.69.47  |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
109. 160. 190. 134/l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
79.183.206.80 |l srael 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid - finvalid segnent retransnission. |, o 3
Ret ransni ssi on Packet dropped.
109. 160. 190. 134l sr ael 147. 237. 72. 166 |aka. i f . Bad TCP sequence mﬁsg reansm wthditterent | onitor |3
66.249.64.190 |United Qates  |147.237.72. 166 |aka i df il Streamng Engine: TCP Invalid - finvalid segnent retransnission. |, o 2
Ret ransni ssi on Packet dropped.
195. 154. 200. 30 |Rrance 147.237.76. 34 |yohal an.idf.il dr op drop
208.115.111. 73 |Lhited Sates  [147.237.72.166 |aka.idf.il drop SAMrule drop
81.169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf .il dr op SAMrul e drop
157.55.12.80  |uited Sates  [147.237. 76,200 |eitan aka ich.i1 || 2™ NG Engine: TGP | nvalid Jinvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
81. 169. 237. 146 |Ger many 147.237.77. 179 |e.nazi .idf .il drop SAMrul e drop 2
158. 222. 150. 220|Wited Sates  [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
81. 169. 237. 146 |Cer many 147.237.8.46 |e.chinuch.idf.il [drop SAMrul e drop 2
159. 8. 109. 19 Net her | ands 147.237.77. 121 |e.navy. i df . i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
5.22.134. 236 I 'srael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 1
81. 169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il|dr op SAMrule drop 1
208.115.111. 73 |lhited Sates  |147.237.77.216 |dover.idf.il drop SAMrul e drop 1
46.19. 85. 174 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
169. 50. 77. 72 S tzerl and 147.237.76.34 |yohalan.idf.il |drop drop 1
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
87.69.251. 3 I 'srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 1
159. 8. 109. 19 Net her | ands 147.237.77. 178 |e.matpash.i df .il |Geo-| ocat i on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 1
46. 19. 85. 174 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
81.169. 237. 146 |Ger many 147.237.76. 176 |test. ncore.idf il [dr op SAMrul e drop 1
208.115.113.84 |lLhited Sates  [147.237.77.74 |lawidf.il drop SAMrule drop 1
46.117.76.113  |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 1
184.173.48.221 |thited Sates |147.237.76.34 [yohalan.idf.il |drop drop 1
149. 210. 150. 83 |Net her | ands 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [noni tor 1
109.73.127.69 |United Kingdom|147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [ronitor 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
132. 66.223. 215 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
79.178. 34. 20 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for wwwy aka. i df.il/ B ock 6
79.178.34. 20 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka. idf.il/sip storagel/files/ 2/ B ock 3
94.230.86.136 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.54.27.112 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
77.125.125.138 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
172. 245. 218. 130|thited Sates |147. 237. 77. 176 |mat pash. i df . i | Mil ti pl e Unhaut hori zed URL Access from 172. 245. 218. 130 Bl ock 2
- - . Unhaut hori zed URL Access to
66.249. 66. 182 |l srael 147.237.0.34 |tikshuv.idf.il ww ti kshuv. i o i 1/t enpl at es/ sear chresul tsi df / sear chr esul i of . aspx B ock 1
172. 245. 218. 130|thited Sates |147.237.77. 176 |mat pash. i df .i|  [Wauthorized URL Access to wmn cogat . i df.il/cgi-bin/ php5 Bl ock 1
; ; O stributed Uhaut hori zed URL Access on
37.49.226.236 |Netherlands [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
. . . O stributed Whaut hori zed URL Access on
193.171. 202. 150|Austria 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
; ; O stributed Uhaut hori zed URL Access on
150.70.173.41  |Japan 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 78. 109 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ 1133- 20313- he/ dover . aspx |Bl ock 1
176.13.5. 50 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.142.242.174 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
] . . O stributed Whaut hori zed URL Access on
204.13.201. 138 [Wited Sates |147.237.77. 216 [dover.idf . il v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
; ; O stributed Uhaut hori zed URL Access on
150.70.173.41  |Japan 147.237.77. 216 |dover . i df . i | v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
72.107.232.179 |Lhited Sates [147.237.77. 176 |mat pash. i df . i| [Paraneter Type Mol ati on SearchText in wan cogat.idf.il/938-en/cogat.aspx |B ock 1
176.13.12. 44 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] . . DO stributed Whaut hori zed URL Access on
107.178.194. 79 |lhited Sates [147. 237. 77. 216 |dover. i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
46.19. 86. 185 I srael 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to waw i df.il/1133-19149- he/ dover B ock 1
; . . O stributed Whaut horized URL Access on
208.184.112.74 |lhited Sates [147.237.77. 216 |dover . i df . il v i dff . i | / 1133- 22638- hel dover . aspx. Bl ock 1
Unaut hori zed URL Access to www idf.il/1116- he/ AEAA 4E™AEACACAES
157. 55. 39. 12 Lhited Sates |147. 237. 77. 216 |dover . i df . i | A-Aca,~A?AEEACA,-A] ALaesAcAl AL A ae™ALACACAESA-Aca, B ock 1
-A?Af EACACALACAca,-Aj ACA-ALAESACA?
5.29.117. 154 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None
182. 186. 212. 236|Paki stan 147.237.77.216|dover . i df . i Ostributed PHP Attenpt B ock
] . . DO stributed Whaut hori zed URL Access on
107.178.194. 83 |lhited Sates [147. 237. 77. 216 |dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
66.249. 64.240 |[Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
37.46.39.123 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
182. 186. 212. 236|Paki stan 147.237.77. 216 |dover.idf .l D stributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
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