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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3038
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
119. 123. 168. 84 Chi na 147.237.76. 198 e. yohal an.idf.il Bl ock Udp All Nets drop 1
119. 123. 168. 84 Chi na 147. 237. 76. 202 e halag.idf.il Block Wdp All Nets drop 1
149. 78. 48. 74 | srael 147.237.72. 167 ishurimaka.idf.il Invalid TP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count

165. 215. 209. 15 Lhited Sates 147.237.77. 216 dover.idf.il |14511: HITP. Wn32/Qiga Fake User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

149.78. 48. 74 147.237.72. 167 [I srael ishurimaka.idf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 24
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78. 79 147.237.77.233|Wited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
80. 82. 79. 104 147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMVAP -sS w ndow 1024 1
218. 246. 0. 97 147. 237.77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
_ . |ET SCAN Behavioral Lhusual |y fast inbound Tel net Gonnecti ons,
187. 160. 158. 5 147.237.77.19 |Mexi co lawforumidf.il . 1
Potential Scan or Brute Force
_ i . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
177.139. 133. 222(147.237.8.27 |Brazil e.nadimatal .idf.il . 1
Potential Scan or Brute Force
159. 8. 109. 19 147.237.76.86 |Net her| ands navy.idf.il ET SCAN NMAP -sS w ndow 1024 1
119. 81.188. 158 |147.237.77. 243|Hong Kong nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.77. 216 |Net her| ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.218.15.202 |147.237.0.15 |kraine kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
210.23.18.244 |147.237.76. 176 |S ngapore test.ncore.idf.il |ET SCAN NVAP -sS w ndow 4096 1
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
187. 160. 158. 5 147.237.77.74 |Mexi co lawidf.il . 1
Potential Scan or Brute Force
182.72.109. 162 |147.237.77.176|Indi a nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
. - ET SCAN Behavi oral Lhusual |y fast inbound Tel net CGonnecti ons,
173.167.243.19 |147.237.0.33 |Uhited Sates |idf.il . 1
Potential Scan or Brute Force
104. 167. 118. 67 |147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.218.15.202 |147.237.0.35 |kraine akavs. i df . i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
5.108.145.176 |Saudi Arabia 147.237.77. 176 |natpash.idf .il |dr op Frst packet isn't SN drop 105
Sreamng Engine: TCP Invalid i i ssi
66.249.66.188 |Lhited Sates  |147. 237. 76. 200 [ei tan. aka i df . i 9 =g nval i d segnent retransmssi on. drop 48
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.69. 122 |Wnited Sates  |147.237.77.234 |halag.idf.il 9 =g nvalid segnent retransmssi on. drop 34
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
46.19. 85. 215 I srael 147.237.0.34 [tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 13
46. 19. 86. 88 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
Russi an R .
141. 8. 183. 16 erati on 147.237.77. 176 |nat pash.i df . i1 |dr op First packet isn't SN drop 10
79.183.21.118 |Israel 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 10
46.19. 85. 215 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval id AGK nunber noni t or 9
Sreaming Engine: TGP Invalid i i sSi
109. 67. 221. 159 i srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dropped.
130.103.51. 64 |SSian 147. 237.77. 176 |nat pash. i df .i1 |dr o First packet isn't SN dro 8
) T Federation ) U pash.1ar. P P P
5.29. 81. 189 | srael 147.237.76.42 |refuah.idf.il |drop First packet isn't SYN drop 7
109. 253.218. 15 |Israel 147.237.77.233 |atal .idf.il Bad TCP sequence I nval i d ACK nunber alert 6
46.19. 86. 91 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
109. 160. 164. 12 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 6
Russi an L Sreaning Engine: TCP Invalid Invalid segnent retransmssion.
178.154.189.201(° "~ " 147. 237.72. 166 |aka. i df .i | Ret r ansmi ssi on Packet  dr opped. drop 6
109. 253. 218. 15 |l srael 147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or
188. 120. 148. 159l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
109. 160. 164. 12 |l srael 147.237. 72. 166 |aka. i of .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi
77.126.86.37  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
109. 160. 164. 12 |Israel 147.237.72.166 |aka i of.il  |Bad TOP sequence SINWAK retransmt with different Jooniior |
w ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
188. 120. 148. 159l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 5
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
5.29.81. 189 | srael 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> Ti nmeout alert 4
Sreaming Engine: TGP Invalid i i sSi
66.249.69.16  |ited Sates  |147.237.77.234|hal ag.idf.il 9 =g Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
5.29. 81. 189 I srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
82.145.211. 109 |Europe 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect
195. 34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or
Russi an . . -
5. 255.253. 77 ration 147.237.77. 176 |nat pash.i df . il [dr op Frst packet isn't SYN drop 4
5.29.81.189 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
Russi an . . -
130. 193. 37. 23 ration 147.237.77. 176 |nat pash.i df . il [dr op First packet isn't SYN drop 4
79.176. 169. 108 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.22.130. 245 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or
46.19. 86. 224 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
Russi an L Sreamng Engine: TCP Invalid Invalid segnent retransnssion.
141.8.132.112  [C o 147.237. 72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
46.19.86.244  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.176.34.43  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
66.249.93. 148 |Whited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 253. 213. 151|I srael 147.237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
60.225.115.91 |Australia 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 2
Russi an . . -
5. 255. 253. 122 ration 147.237.77. 176 |nat pash.i df . il [dr op Frst packet isn't SN drop 2
130.193.51.80 |ssian 147. 237. 77. 176 |nat pash. i of . i 1 |dr op Frst packet isn't SIN drop 2
.193.51. Foderat i on . 237.77. i df .
Sreamng Engine: TCP Invalid i i ssi
65.55.210.129 |Uited Sates  |147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nval i d segnent retransmssi on. drop 2
Ret ransm ssi on Packet dropped.
80. 246. 136. 194 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
Russi an . . -
130. 193. 51. 98 ration 147.237.77. 176 |nat pash.i df . il [dr op First packet isn't SYN drop 2
Sreaming Engine: TGP Invalid i i sSi
207.46.13.136 |lWited Sates  |147.237.76. 200 |ei tan. aka. i of . i 9 =g nval i d segnent retransmssi on. drop 2
Ret r ansn ssi on Packet dr opped.
5.255,253.59  |Ssian 147. 237.77. 176 |nat pash. i df .i1 |dr o First packet isn't SN dro 2
) ) ) Federation ) U pash. 1cr. P P P
Sreaming Engine: TGP Invalid i i sSi
66.249.66.129 |Wited Sates  |147.237.76. 200 |ei tan. aka. i df . i 9 =g nval i d segnent retransmssi on. drop 2
Ret r ansn ssi on Packet dropped.
109. 253. 218. 15 |Israel 147.237.77.233|atdl .idf.il  |Bad TOP sequence SWretransmt with different monitor |2
w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 163 I srael 147.237.0.19 |nadi matal .idf.i||Suspicious Response Code B ock 3
109. 66. 173. 116 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
109. 253. 195. 113]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
109. 253. 218. 15 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 35 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
176. 199. 231. 214|Ger nany 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/sip_storagel/files/2/4912. png [B ock 1
66.249. 66. 129 |l srael 147.237.76.200|ei tan. aka. i df . i | |Uknown Paraneter searchText in eitan. aka.idf.il/916-en eitan. aspx None 1
94. 189. 150. 223 147.237.77.216|dover . i df . il Distributed Lhaut hori zed LRL Access on waw i df . il/xnrpc. php B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.201.137 [Wited Sates  |147.237.77.216|dover. i df.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
66.249. 66. 188 |l srael 147.237.76.200|ei tan. aka. i df . i | |Unknown Paraneter searchText in eitan. aka.idf.il/983-en/ eitan. aspx None
157.55.39. 114 |Uited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwy aka.idf.il/klali.aspx B ock 1
105. 197. 172. 237|Egypt 147.237.77.216|dover . i df . il Dstributed PHP A tenpt B ock 1
. . Unhaut hori zed URL Access to
66.249.81.221 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar e/ bul | et 1. gi f Bl ock 1
188. 120. 148. 159]l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66.249. 66. 188 |l srael 147.237.76.200|ei tan. aka. i df . i | |Unknown Paraneter &SortDir in eitan. aka.idf.il/938-en/ eitan. aspx None
] . - D stributed Lhaut hori zed URL Access on
104.192.0.18  |[lhited Sates  |147.237.77.216|dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
207.46. 13. 92 Lhited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwu i df.il/navy/ gadna B ock 1
66.249. 66.188 |lIsrael 147.237.76.200|ei tan. aka. i df . i| |Uhknown Paraneter tab in eitan. aka.idf.il/938-en eitan. aspx None 1
46.19. 85. 214 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Attack None 1
157.55.39. 137 |lhited Sates  |147.237.77.216|dover.idf.i | Lhaut hori zed URL Access to wawidf.il/english B ock 1
105. 197. 172. 237 |Egypt 147.237.77.216|dover. i df . il D stributed Whaut hori zed URL Access on www i df .il/xnrpc. php B ock 1
84.109. 113. 244 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
195.62.53. 168  |SSian 147.237.77.235|sviva.i df . il Uhaut hori zed URL Access to /1 ogin B ock 1
Federation
66. 249. 66. 188 |l srael 147.237.76.200|ei tan. aka. i df . i | |Uhknown Paraneter |ang in eitan. aka.idf.il/938-en/ eitan. aspx None
104. 194. 26. 204 |Uhited Sates 147.237. 76. 147 |chi nuch. aka. i df . i|PHP Attenpt B ock
66. 249. 69. 122  |Israel 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to www | ogi stics.atal.idf.il/894-he Bl ock
] . - D stributed Lhaut hori zed URL Access on
208.184.112.74 |[Wnited Sates  |147.237.77.216|dover.idf .il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
46.19. 85. 214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
; . . D stributed Lhaut hori zed URL Access on
162.247.72.7  |lhited Sates  |147.237.77.216|dover. i df .i | v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Wited Sates  [147.237.77.216|dover. i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
85.250.112.73 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
198. 20. 69. 74 Lhited Sates  [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
66. 249. 66. 188 |l srael 147.237.76.200|ei tan. aka. i df . i | [Uknown Paraneter searchText in eitan. aka.idf.il/1012-en/eitan. aspx |None 1
37.142.68. 43 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1274- he/ at al . aspx B ock 1
109. 253. 218. 15 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
104.194. 26. 204 |lnited Sates  |147.237.76. 147 chi nuch. aka. i df . i|uaut hori zed URL Access to waw chi nuch. aka. i df . i1/wp-1 ogin. php B ock 1
66.249. 78. 18 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1486- he/ at al . aspx B ock 1
66. 249. 66. 33 I sragl 147.237.77.74 |lawidf.il Lhaut horized LR. Access to ww lawidf.il/sip storage/files/ 8/ 638. pdf B ock 1
176.13.12. 44 | srael 147.237.72.166|aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates  |147.237.77.216|dover.idf.i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
94. 189. 150. 223 147.237.77.216|dover . i df . i Dstributed PHP A tenpt B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.19 |lawforumidf.il| |Wauthorized URL Access to 147.237.77.19/ B ock 1
66.249. 66. 188 [l srael 147.237.76.200(ei tan. aka. i df . i| |Unknown Paraneter searchText in eitan. aka.idf.il/1013-en/eitan. aspx [None 1
’ . . Unaut hori zed URL Access to
157.55.39.1 Wnited Sates 147.237.77.233|atal . i df il vy at al . i df . il /tenpl at es/ shared/ user cont rol s/ navnenu/ undef i ned Bl ock !
. . Unhaut hori zed URL Access to
104.236.8. 231 147.237.76.31 [nakchal .idf . il nakhal . i df . i |/894- he/ nakhal . aspxshar ed/ user cont r ol s/ header upper/ Bl ock !
. . Unaut hori zed URL Access to
66. 249.78. 204 I srael 147.237.77. 176 |nat paSh' idf.il W cogat . i df . i | /civiladmnistration/ gover nment / pages/ ti kshor et 1. aspx Bl ock !
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