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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site

|Signature

|Device Action [Count|

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG [dest - r eset 3303
92.53. 26. 4 Macedoni a, the Forner Yugosl av Republic of |[147.237.76.197 e hinush.idf.il B ock_Udp Al _Nets drop 1
115.230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
92.53. 26. 4 Macedoni a, the Forner Yugosl av Republic of [147.237.76. 38 e.eneitav.idf.il B ock_Udp Al Nets drop 1
92.53. 26. 4 Macedoni a, the Forner Yugosl av Republic of |[147.237.76.198 e.yohal an.idf.il B ock_Udp Al Nets drop 1
8.8.8.8 Lhited Sates 147.237. 76. 42 refuah.idf.il Bl ock_UWp Al _Nets drop 1
92. 53. 26. 4 Macedoni a, the Forner Yugoslav Republic of |147.237.76.39 nobi | e.neitav.idf.il|B ock Udp All _Nets drop 1
92.53. 26. 4 Macedoni a, the Forner Yugosl av Republic of |[147.237.76.199 e.nakchal .idf.il B ock_Udp Al _Nets drop 1
8.8.8.8 Lhited Sates 147. 237. 76. 200 eitan. aka.idf.il B ock Wp Al Nets drop 1
92.53. 26. 4 Macedoni a, the Forner Yugosl av Republic of |147.237.76.42 refuah.idf.il B ock Wp Al Nets drop 1
92.53. 26. 4 Macedoni a, the Forner Yugosl av Republic of [147.237.76.200 eitan aka.idf.il B ock_Udp Al Nets drop 1
74.91. 28. 58 Lhited Sates 147. 237. 76. 200 eitan. aka.idf.il bl ock-sp-traf1 drop 1




01-23-2016-00:04:01 to 01-23-2016-01:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
172. 245. 218. 130 Lhited Sates 147. 237.77. 216 dover.idf.il [0543: HITP. php.cgi Access B ock 1
66. 96. 128. 60 Lhited Sates 147.237.77. 233 atal.idf.il 5670. HTTP. SQ Injection (SELECT) B ock 1
93. 89. 16. 110 Tur key 147.237.72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
115. 163. 56. 112 Japan 147.237.77. 216 dover.idf.il |[C008: HITP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

Signature

66. 249. 66. 12 147.237.77.170 |United Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 96. 128. 60 147.237.77.233|lhited Sates |atal.idf.il SQ Injection - Select From 3
174.37.194. 144 |147.237.77.74 |Whited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
210.23.18.244 |147.237.8.27 |Sngapore e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
23.101. 3. 156 147.237.77. 179 [Hong Kong e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 249. 184. 162|147. 237.0. 17  |Col onbi a mny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 3072 1
174.37.194. 144 |147.237.76.148|nited Sates |gqcenter.aka idf.il ET SCAN NVAP -sA (2) 1
159. 8. 109. 19 147. 237. 72. 167 |[Net her | ands i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237.77. 179 |Net her | ands e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 89. 16. 110 147. 237. 72. 166 [Tur key aka.idf.il SQ Injection - Select From 1
210.23.18.244 |147.237.8.27 |S ngapore e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
23.101. 3. 156 147. 237.77. 234 |Hong Kong hal ag. i df.il ET SCAN NMAP -sS wi ndow 1024 1
190. 249. 184. 162|147. 237.0. 17  |Col onbi a mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
177. 240. 82. 146 [147.237.8.14 |Mexi co e.orchot.idf.il ET SGAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
174.37.194. 144 |147.237.76.197 |Lhited Sates |e himush.idf.il ET SCAN NVAP -sA (2) 1
174.37.194. 144 |147.237.76.44 |Lnited Sates |e.refuah.idf.il ET SCAN NVAP -sA (2) 1
118,37 4. 24 147 237 0,33 |Korea Repudlic| o ET SON\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
94.102.48.195 [147.237.77. 170 |Net her| ands maar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature
46.19. 86. 91 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |26
Sreaning BEngine: TCP Invalid i i ssi
2.52.141.172  |israel 147. 237. 76. 200 |ei tan. aka i of . i1 9 =9 Invalid segnent retransmssion. g 24
Ret r ansmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
46.19. 86. 91 I srael 147.237. 72. 166 [aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
109. 66. 55. 56 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
185.6.57. 111 ga;lcisgi'gc'ja” Termitory 47, 237. 77. 176 |nat pash.icf. il |drop First packet isnt SIN drop 6
Sreaning BEngine: TCP Invalid i i ssi
37.26.148.199 |l srael 147.237.0.34  |tikshwv.idf.il 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |5
5.22.131.124 I srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 85. 158 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |4
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
37.46.38.7 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning BEngine: TCP Invalid i i ssi
84.109.105.82 |israel 147. 237.72. 167 |i shuri maka. i df . | g =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
2.54.40. 197 | srael 147.237. 72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i ssi
199.30.25.86  |Wited Sates 147. 237. 76. 200 |ei tan. aka i of . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.202  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
197.48.139.33  |Egypt 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject
37.26.147.166 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |3
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
201. 191. 255. 132|sta R ca 147.237. 72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.241  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183.31.84  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 67. 106. 74 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
197.48.139.33 |Egypt 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 3
174.37.194. 144 |Wited Sates 147.237.76.196 |e.svivaidf.il  |Geo-1 ocation enf or cenent gﬁ?;'rsgi'nfn I nbound drop 3
Sreaning BEngine: TCP Invalid i i ssi
79.183.137. 213 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 158 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 3
37.26.147.166 |lsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence I'nvalid ACK nunber alert 2
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
46. 19. 86. 162 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
201.187.80.43 |aiile 147. 237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
84.108. 92. 161 I srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
174.37.194. 144 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i I{dr op Frst packet isn't SYN drop 2
46.19. 86. 91 | srael 147.237. 72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 2
84.228.97.68 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
174.37.194. 144 |Wited Sates 147.237.76. 199 |e. nakchal . i df .i1 |Geo- | ocati on enf or cenent i?;lrsgilmon I nbound drop 2
46. 19. 86. 162 I srael 147.237. 72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 86. 91 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 2
174.37.194. 144 |Whited Sates 147.237.76. 200 |eitan. aka.idf.il [drop First packet isn't SYN drop 2
81.169. 237. 146 |Ger many 147.237.77. 179 |e.nazi .i df .i | drop SAMrul e drop 2
31.210.188.16 |Israel 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
149. 88.242. 124 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 2
208.115.111. 73 |Lhited Sates 147.237. 72. 166 |aka i df .i dr op SAMrule drop 2
37.187.129.166 |France 147.237.77. 216 |dover.i df .i | drop SAMrule drop 2
84.108.92.161 |[lIsrael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Invalid ACK nunber alert 2
174.37.194. 144 |Whited Sates 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 2
149. 88. 242. 124 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |2
84.228.97. 68 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 20 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 3
89.139.15.104 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
172. 245. 218. 130|Wnited Sates |147.237.77. 216 |dover.idf .i | Mil ti pl e Unaut hori zed URL Access from 172. 245, 218. 130 B ock 3
2.54.172.80 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 2
46. 19. 86. 223 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
204.13.201. 137 |United Sates |147. 237. 77. 216 |dover . i df . i | D stri uted f{';;t;gzgieﬂeﬁvﬁcispf” Bock |2
149. 88. 244.63 |l srael 147.237.72.166|aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
204.13.201.137 United Sates |147.237.77. 216|dover . i df . i | Dstri uted gg‘;_tgggggf’ﬂeﬁﬁc_?sspzn Bl ock 1
Uhaut hori zed URL Access to
66. 249. 64. 17 I srael 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i | /useful i nformation/i dkoni ni pages/ t uti npr ahi 96012 Bl ock 1
011. aspx
157.55.39.136 |Uited Sates |147.237. 7. 216|dover . i df . i | o 2o L e O ver asp Bl ock 1
103. 54. 42. 143 147.237.77.216|dover. i df .l Uhaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
68. 180. 230. 167 [United Sates [147.237.76.31 |nakchal .idf. il Poranster Type Moot ggkgg.ea'\lsjg(i : Bl ock 1
208.184.112. 74 [United Sates |147.237.77. 216|dover . i df . i | D stri uted gg‘;_tgggggf’ﬂeﬁﬁc_?sspzn Bl ock 1
178.255.215. 87 |France 147.237.77. 216 dover . i df . i | mtih;fr.l ; F?lﬁ_s-pfgsisg-th(;/ kkkkkkk=34d19df 9kkkkkkk 34d19df 9 |2 %K !
109. 66. 209. 136 || srael 147. 237.72. 166 |aka. i df . i | m”;gri' dzfé?lﬁ‘aj ?gie;js/tu‘; ot euser det i | 5. aspx B ock 1
85.95. 254, 184  |Turkey 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 1
204.45.207.58 |Lhited Sates |147.237.77.216|dover.idf . il Enail collector robots 14 B ock 1
66. 249. 66. 39 I srael 147.237.77.74 [lawidf.il Dstributed Il1egal Paraneter Encoding None 1
2.54.54. 40 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157.55.39. 248 |lhited Sates |147.237.72. 166 |aka. i df .i | Unknown Paraneter docid in aka.idf.il/main/haredi nigeneral . aspx None 1
107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1133-22461- he/ dover. aspx. |B ock 1
79.180.132. 9 I sr ael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wwwidf.il/hir Bl ock 1
213.8.245.50  [Israel 147.237.76.86 |navy.idf.il m“;;vc;ii fjfef’i e :_Csiifzg;/c’“ |l &/ 2748, Bl ock 1
46. 19. 85. 250 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
197.35. 61. 65 Egypt 147.237.76.31 |nakchal .idf.il Dstributed PHP At t enpt B ock 1
121.222.7.103 |Australia 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
204.45.207.58 |Lhited Sates |147.237.77.216|dover.idf . il eMi | Hoar di ng B ock 1
66.249.78.166 [Israel 147.237.77.216|dover.i df.i Unaut hori zed URL Access to www i df.il/1589- en/dover. aspx B ock 1
107.178.194. 83 |Uited Sates |147. 237.77. 216 |dover . i df . i | m:id?lfti?‘j gg‘;_tgggggf’ﬂeﬁﬁc_?sspzn Bl ock 1
83.134.123.55 |Bel gium 147.237.77.216|dover. i df .il Dstributed PHP At enpt B ock 1
197. 35. 61. 65 Egypt 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal . idf.il/xnrpc. php B ock 1
121.222.7.103 |Australia 147.237.77.74 [lawidf.il D stributed Unhaut horized URL Access on wwn nag. i df.il/xnirpc. php [B ock 1
94. 159. 196. 231 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df.il/mai n/sachar/undefined |B ock 1
207. 46.13. 31 Wited Sates [147.237.72.166|aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 79. 246 I srael 147.237.0. 16 nlyl- kosher-kravi .1 df Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ Bl ock 1
23.101.61.176 |Ireland 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.il/1133-23118-he/ dover. aspx/ |B ock 1
172. 245. 218. 130|Wnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . i/ cgi-bin/php B ock 1
107.178.194. 83 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwu i df.il/1133-22638- he/ dover. aspx. |B ock 1
83.134.123.55 |Bel gi um 147.237.77.216|dover. i df . il Distributed Unaut horized URL Access on wa i df .il/xmrpc. php Bl ock 1
66.220.156. 122 [lnited Sates |147.237.72.166|aka.idf.il Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
103. 54. 42. 143 147.237.77.216|dover . i df . i Distributed PH> A tenpt B ock 1
207. 46. 13. 92 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwy i df.il/1133-20786- he/ dover. aspx. |B ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Par aneter Type M ol ati on PageNumin waw i df . i|/1841- he/ dover. aspx |B ock 1
37.142.68.5 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
176. 13. 3. 248 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
107.178.194. 87 |Uited Sates |147. 237.77. 216 |dover . i df . i | m:id?lfti?‘j ;f;;_t;g;gfﬂeﬁﬁc_?sspzn Bl ock 1
84.108.81.227 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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