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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3045
212.34.11.56 Jor dan 147.237.77. 216 dover.idf.il DOB- HTTP-fi r ef | ood dest - r eset 1431
64.31.132. 129 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ock Wp Al Nets drop 2
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2
42.112. 10. 66 i et nam 147.237.72. 156 aman.idf.il Invalid TGP H ags drop 1
146. 185. 239. 100 Russi an Federation 147.237.0. 17 m ny- kosher -kravi .idf.il bl ock-sp-trafl drop 1
115. 239. 228. 10 Chi na 147.237.76. 197 e hinush.idf.il JLM Under _Attack Con_Htp drop 1
42.112.10. 87 \i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags dr op 1
74.91. 28. 58 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl drop 1
142. 54. 160. 212 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
42.112.10. 92 i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
190. 233. 72. 123 Peru 147.237. 76. 30 hi nush. i df.il Bl ock_Udp Al _Nets drop 1
74.91. 28. 61 Lhited Sates 147.237. 76. 30 hi nush. i df.il bl ock-sp-trafl drop 1
42.112.10. 65 \i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags dr op 1
142. 54. 160. 213 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl drop 1
42.112.10. 93 \i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
190. 233. 72. 123 Peru 147.237.76. 44 e.refuah.idf.il Bl ock_Up Al _Nets drop 1
104. 233. 70. 144 147.237.76. 34 yohal an.idf.il Bl ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count ‘
87.223.211. 30 Sain 147.237.77.176 |mat pash.idf.il Q008: HITP. Xenu User Agent B ock 4
198. 50. 134. 71 Canada 147.237.77.216 |dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
178.175.142.50 |Mbl dova, Republic of  [147.237.8.46 e.chinuch.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
188. 165. 15. 207  |France 147.237.77.226 |wawv chanat z. aka. i df . i | 28: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LW with fake user agent
66.249.66. 77  |147.237.76.30 |Wited Sates [himsh.idf.il|ET SCAN NVAP -sA (2)
66.249.78.254 |147.237.72.166 |Wited Sates [akaidf.il |ET SCAN NVAP -sA (2)
. . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
177. 240. 201. 201|147. 237. 77. 234 |Mexi co hal ag.idf.il .
Potential Scan or Brute Force
169. 50. 77. 72 147.237.8.45 [Satzerland ecetanidf.i|[ET SCAN NVAP -sS wi ndow 1024
_ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
189. 195. 212. 52 |147.237.76.34 |Mexico yohal an. i df . i )
Potential Scan or Brute Force
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
177. 240. 201. 201|147. 237.77. 74 |Mexi co lawidf.il .
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 34
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
195. 239. 16. 40 R‘SS::I”i o 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |monitor |26
195. 239. 16. 53 RJSIS;;ni o 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handle connection data  |monitor |26
212.34.11.56  |Jordan 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
54.244.22.103 |Whited Sates 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 15
Sreamng Engine: TP Invalid i i ssi
79.176.48.83  |Israel 147.237.0.34  |tikshwv.idf.il 9 =g Invalid segnent retransmssion. g, 15
Ret ransm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
2.54.155.199 [ srael 147. 237,77, 243 |mwi 1 e i i1 | €A 9 Ehgine @ Invalid  |invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
46. 19. 86. 31 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Russi an s Sreamng Engine: TGP Invalid Inval i d segnent retransnission.
141.8.132.112 |2 2 147.237.72. 166 [aka. i df .i | Ret 1 ansm Ssi on Packet dropped. drop 9
2.54.147.115 I sr ael 147.237.72. 166 [aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
212.34.11.56 Jordan 147.237.77. 216 |dover.idf.il SYN Attack rej ect 7
212.34.11.56 Jordan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Russi an S Streaming Engine: TCP Invalid Invalid segnent retransmssion.
178. 154. 189. 201 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 6
Sreanming Engine: TGP Invalid i i sSi
79.183.178. 253 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
37.26.146.227 |israel 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
62.90.182.107 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
85.64.87.220  |israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
66.249.78.223 |wited Sates  |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dropped.
Russi an S Streaming Engine: TCP Invalid Invalid segnent retransmssion.
141.8.184.5 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni Ssi on Packet dr opped. drop 6
91.200.12. 7 Lkr ai ne 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 6
196. 217. 184.36 |Morocco 147. 237. 77. 216 |dover. i df . i | drop drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
91.200.12.141  |lkrai ne 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  |nonitor |4
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [noni tor 4
46. 120. 131. 194 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
reamn ine: TCP Invali i i sSi
108.217.100.49 |Uited Sates  |147.237. 77. 216 |dover.idf. il Stream g Engine P Invalid invalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
89. 217. 250. 125 |Swtzerl and 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dr opped.
46. 19. 86. 31 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
37.163.86.182 |France 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaming Engine: TGP Invalid i i sSi
79.176.204.83 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.
37.163.86.182 |France 147.237.72. 166 [aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
79.178.162.83 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
37.163.86.182 |France 147.237. 72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreamng Engine: TP Invalid i i ssi
80.230.26.56 | srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
79.179.131.45 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 3
Ret ransm ssi on Packet dr opped.
46. 19. 85. 66 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
37.163.86.182 |France 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid sequence nunber noni t or 3
37.46.38. 80 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
79.182.110. 219 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 3
37.163.86.182 |France 147.237.72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i SSi
109. 67. 199. 184 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
2.54.8.83 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
79.183.98.128 | srael 147. 237.77. 243 |nobi l e i df . 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
84.229.29.222 |lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 2
Sreanming Engine: TCP Invalid i i Ssi
157.55.39.253 |Wnited Qates  |147.237.76. 200 [ei tan. aka i df i1 9 =g Invalid segnent retransmssion. g o, 2
Ret ransm ssi on Packet dr opped.
2.54. 15, 157 I sr ael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
188. 120. 148. 197|I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
173.48.107. 248 |Wited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  |nonitor 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.142.5 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 9
37.142.68. 93 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
212.34.11.56 Jordan 147.237.77. 216 |dover.idf .il D stributed Unknown HTTP Request Met hod B ock 4
212.34.11. 56 Jor dan 147.237.77.216|dover.idf .i | Distributed Mal forned LRL B ock 4
46. 19. 86. 89 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
212.34.11.56 Jordan 147.237.77. 216 |dover.idf .il Dstributed I11egal HITP \ersion B ock 3
46. 19. 85. 61 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
77.125.87.186 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
188. 143. 232. 13 :3::;’} on 147.237.77. 216 |dover. i df .i | Mil ti pl e Unhaut hori zed URL Access from 188. 143. 232. 13 Bl ock 2
68.180.230.29 |United Sates  |147.237.77.176 |mat pash. i df .i | mar:;tgjt pe M /Ozlc?;-or?efsgzztj.m:;sgx Bl ock 1
197. 160. 25. 27  |Egypt 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
46.19. 85. 174 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
157.55.39.254 |lhited Sates |147.237.72. 166 |aka. i df . i | ﬁi“ig%%;g&ﬁ?;%;gﬁé%; "ﬂ’ Ae?di M fund/ ALREACA-ERARE" gy oy 1
130. 193. 51. 51 g;z:;nl on 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80. 246. 136. 118 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
207.46.13.128 |lnited Sates [147.237.72.166|aka.idf .il Unknown Paraneter tmin ww aka. i df.il/nain/giyus/ None 1
Russi an ) . U1au_t hor.i zed URL Access to ‘ _
188. 143. 232. 13 Federat i on 147.237.77.216|dover.idf .i | wawv i df . i1/t enpl at es/ honepage/ honepage. aspx/ t enpl at es/ soci al /twitter. |B ock 1
aspx

66.220.158. 116 |Wnited Sates [147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
46. 19. 85. 66 I srael 147.237.77. 216 |dover. i df . il Mitiple I1legal HITP Version from46. 19. 85. 66 B ock
157.55.39.250 |Wiited Sates  |147.237.72. 166 |aka. i df . i | pstr buted itﬂa;‘;hn‘;rriizser‘itfspi“ess on Bl ock 1
92.139.158.61 |France 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed LRL Access on ww i df . il /xnirpc. php B ock 1
197. 160. 25. 27  |Egypt 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
167.88.118.169 |[hited Sates |147.237.77.176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 1
150. 199. 118. 125|lhited Sates |147.237.77.216|dover.idf .i | Unaut hori zed URL Access to ww i df . il/894-en/i df gdover . aspx B ock 1
46.19. 85. 66 I srael 147.237.77. 216 |dover.idf . il Abnormal |y Long Request net hod B ock 1
208.184.112.74 |United Sates  |147.237.77. 216 |dover. i df .i | b stri bt oc ff;su_t;gg;;_eﬁeﬁvﬁcfspsn Bl ock 1
82.166.242.20 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None

189. 202. 227. 196|Mexi co 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to ww i df.il/aman B ock
66.249.66.33  |Israel 147.237.77.74 |lawidf il me?iw?aéﬁnﬁtfrﬂgﬁgpg ;fggiﬂ in None 1
46.19. 85. 66 I srael 147.237.77. 216 |dover.idf . il Mil tiple Malformed URL from 46. 19. 85. 66 B ock
157.55.39.251 |Uhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Method GET for aka.idf.il/kanhar/contact/default.asp Bl ock
41.233.88. 92 Egypt 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
217.73.208.105 |[italy 147.237.77.176 |nat pash. i df . i | m“é:;;t'_zﬁﬂ _T]t'zcn;f};se; P har el user cont 1ol </ header upper/ B ock 1
107.178.194.79 |Uited Sates  |147.237. 77. 216 [dover.idf. il [0 o' Bted lfggfggzgfﬂeﬁvﬁffsp;” Bock |1
79.178.151.126 |[Israel 147.237.77.216|dover.idf . il Ostributed PHP At tenpt B ock 1
204.13.201.138 [Uhited Sates  |147.237.77. 216 |dover. i df .i | b stri bt oc ff;su_t;g;gi_eﬁeﬁvﬁcfspsn Bl ock 1
167.88.118.169 |Lhited Sates |147.237.77.176 (mat pash.idf.il |Dstributed Uhauthorized UR. Access on wun cogat.idf.il/xmrpc.php  |Bl ock 1
64. 19. 78. 242 Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
157.55.39.245 [lhited Sates |147.237.77.176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df.il/reports/waterreport34. pub |B ock 1
46. 19. 85. 66 I srael 147.237.77. 216 |dover.idf .i | I11egal HITP \ersion B ock 1
5.22.131. 27 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
212.34.11.56 Jor dan 147.237.77.216|dover. i df .i | D stributed Abnornal |y Long Request B ock 1
84.108. 69. 24 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
191.178.26.87 |Brazil 147.237.77. 176 |nat pash. i df .i|l |Ostributed P Attenpt Bl ock 1
66.249.78.159 |Israel 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
46. 19. 85. 66 I srael 147.237.77. 216 |dover.idf .i | Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 66 B ock 1
157.55.39.253 |Wnited Sates  |147.237.72. 166 |aka. i df . i | pstr buted Itﬁar;‘;:(l’;ezn‘z: alu.q;sxcess on Bl ock 1
107.178.194.79 |Uited Sates  |147.237.77. 216 [dover. idf. il [0 ol" Bted lLf??;fgggsisé?geﬁ)v:f?:pﬁn Bock |1
41.233.88.92 Egypt 147.237.77. 216 |dover.i df .il Distributed Whaut hori zed URL Access on waw i df . il /xmrpc. php Bl ock
79.178.151.126 |[lIsrael 147.237.77.216|dover. i df .i | D stributed Unaut hori zed UR. Access on waw i df.i|/xmrpc. php B ock
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