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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3097
134. 147. 203. 115 Ger many 147.237.76. 38 eeneitav.idf.il Bock Np All _Net dr op 2
142. 54. 169. 162 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
74.91. 28. 62 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 224 147.237. 76. 148 gacenter.aka. i df.i | B ock_Udp Al _Nets drop 1
142. 54. 160. 212 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker (}Juntry|Target Address |Site |Sgnature
31.193.130. 137 [Wnited Kingdom |147.237.72.166 |aka. i df .i| |Q025: HITP. access to adninistrator/index. php -> Quaranti ne B ock 2
172.245. 218. 130 |lhited Sates 147.237.77.216 |dover. i df . i|16798: HITP. Q\U Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 39 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
66.249.65.112 |147.237.76.42 |Wited Sates  |[refuah.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 12 147.237.77.170|Whited Sates  [maarachot.idf.il |ET SCAN NVAP -sA (2) 2
183. 60. 48. 25 147. 237. 76. 197 |Chi na e. hi nush. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
177 231 204. 54 |147. 237 76.34 |nexi co T ET SIDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
23.101. 3. 156 147.237.76. 199 [Hong Kong e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
146.185.250.2  |147.237. 76. 197 ?éjj;’}m ehimshid.il |ET SCAN NVAP -sS wi ndow 1024 1
131.109. 15. 15 |147.237.72. 156 [Lhited Sates aman.idf.il ET SCAN NVAP -sS wi ndow 3072 1
114.112.90.54  [147.237. 76. 201 |Chi na e.aa.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114.112.90.54  |147.237. 76. 148 |Chi na gacenter. aka i df .i [ET SCAN NVAP -sS wi ndow 1024 1
98.119. 105. 221 [147.237.72. 166 |lhited Sates akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 191. 56. 187 [147.237.77.19 |Wited Sates lawforumidf.il |ET SCAN NVAP -sS wi ndow 4096 1
82.117.208. 243 |147.237.72. 167 ishurimaka.idf.il |JET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 196 [Chi na e.svivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
66.249. 64. 133  |147.237.72. 166 |Lhited Sates akaidf.il SER\E APACI—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
163.172. 13. 173 |147.237.72. 166 [Uni ted Ki ngdom |aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
131.109.15.15 |147.237.72.156 |Lhited Sates aman.idf.il ET SCAN NVAP -sS wi ndow 4096 1
128.30. 52. 71 147.237.77. 216 |Lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
114.112.90.54 |147.237. 76. 197 |Chi na e. hi nush. i df il ET SCAN NMAP -sS wi ndow 1024 1
98.119. 105. 221 |[147.237.72. 166 |Lhited Sates akaidf.il ET SCAN NVAP -sS wi ndow 2048 1
202, 191 191. 106|147 237 0.35 |india akave. i df il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
98.119. 105. 221 [147.237.72. 166 |lhited Sates akaidf.il ET SCAN NVAP -f -sS 1
199. 191. 56. 187 [147.237.77.19 |Whited Sates lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i ssi

87.68.56.160 | srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dropped.

85. 114. 125. 98 g";'cis;i'géa” Territory.l147. 237. 77. 233atal .ick. il |drop First packet isn't SN drop 10

69. 121. 14. 66 Lited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
Sreaming Engine: TGP Invalid i i ssi

109. 64. 165.69  |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.

54.244.22.103 |Uhited Sates 147.237.77. 176 |natpash.idf.il |dr op First packet isn't SN drop

79.180. 133. 253 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert

reaming BEngine: TCP Invali i i ssi

109.66.41.38 [l srael 147.237.77. 243 |moti e i or 1 | €M NG Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.

46. 19. 85. 224 I srael 147.237.77.216|dover.idf.il  [Bad TCP sequence Inval i d AGK nunber aert

79.180. 133. 253 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming BEngine: TCP Invalid i i SSi

109. 226. 48. 220 |Israel 147.237.72. 166 |aka i df .| 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 224 I srael 147.237.77.216|dover.idf.il  |Bad TCP sequence I'nval i d AGK nunber nonitor (6

reaming BEngine: TCP Invali i i ssi

185.32.179.66 |l srael 147.237.77. 243 |moti e i or 1 | €M NG Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.

212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 6

77.125.98.42  [israel 147.237.72. 166 |akaidf.il  |Bad TCP sequence S retransmt wih different oo s

wi ndow scal e

41.33.232. 66 Egypt 147.237.77. 216 [dover.idf i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5

77.127.86. 46 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il (Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor |4

77.127. 86. 46 I srael 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

91.200.12.141 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreaning Engine: TCP Invalid i i Ssi

89.217.250. 125 |Snitzerland 147.237.76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. g 4
Ret ransmi ssi on Packet dropped.

77.127.86. 46 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop

5.102.254.122 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or

46.19. 85. 224 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

79.178.110. 241 | srael 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

93.172.182. 126 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.

46. 19. 85. 224 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi

185. 120. 126. 122 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.179. 201. 214 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 64. 101. 217 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

157.55.39.79  |Wited Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

79. 180. 108. 247 |l srael 147.237.77. 216 |dover.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

91.200.12.7 kr ai ne 147.237.77. 216 |dover.idf.il  |drop SAMrule drop 2

46.19. 85. 171 I srael 147.237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

84.229.29.222 [Israel 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2

198. 154. 60.27 |Uhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TCP Invalid i i ssi

157.55.39. 254 |nited Sates 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.

91.200.12.136  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
Sreaning Engine: TGP Invalid i i ssi

207.46.13.104 |UWnited Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

5.1.106. 178 Iraq 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 2

82.2.190. 179 Ui ted Ki ngdom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2

46.19. 86. 179 I srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2

208.115.111. 73 |Lhited Sates 147.237.72. 166 |aka.i df .i drop SAMrule drop 2

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 2
Sreaming Engine: TGP Invalid i i ssi

157.55.39.78  |ited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.

84.229.29.222 |Israel 147.237.76.31 |nakchal.idf.il |Bad TCP sequence I'nvalid AGK nunber aert

81.169. 237. 146 |Ger many 147.237.76.38 |e.e.meitav.idf.i|dr op SAMrul e drop

95.211. 205. 151 |Net her| ands 147. 237. 77. 216 [dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

216.243.31.2  |wited Sates 147.237.8.50 |e.tikshw.idf.il|Geo- | ocation enf or cenent gﬁ?;'rggi:nfn  nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 64. 165. 69 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 22
104. 187.110. 229|thited Sates  |147.237.77.176 [nat pash. i df . i | Mil tipl e Unauthorized URL Access from 104.187.110. 229 B ock
46.19. 86. 20 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock
79.183.206. 197 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS Atack None
- - Unaut hori zed URL Access to
149.88.108.29 |lIsrael 147.237.77. 216 |dover. i df .i | Wi cf i1/ resourcel userfol | on esour cel cr eat ef B ock 2
79.179. 30. 23 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
84.108.51.172 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.180. 133. 253 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 2
46. 19. 85. 18 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
. . S Lhtraceabl e Gonnection - Protocol violation
66.249. 64. 133 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
195. 62. 53. 168 RJF Sﬁ::ﬂ on 147.237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to /1l ogin Bl ock 1
109. 253. 220. 43 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs oS Attack None 1
84.110.39.172 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
207.46.13.162 |Lnited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
77.125.98. 42 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. / B ock 1
167.88.118. 169 |Uhited Sates 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
46.19. 85. 90 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: si gal gs oS Attack None 1
79.182.167.47 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs oS Attack None 1
66.249.78.159 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
197. 165. 226. 169 |Egypt 147.237.77. 170 |n@ar achot . i df . i | Distributed PH> A tenpt B ock 1
. m ny- kosher - kravi . i df .
142.54.160. 212 |Lhited Sates 147.237.0. 17 i Unaut hori zed URL Access to ww 366901. cond B ock 1
37.26.148.129 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
208.115.111. 71 |Wited Sates 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
77.127.161.100 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176.13.18. 113  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
109. 64. 165. 69 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 1
. . Unknown Paranet er anp;docid in
66.249. 78.254 |l srael 147.237.72.166 |aka. i df . i | v aka. i o i |/ rai v i yus/ general . aspx None 1
197. 165. 226. 169 |Egypt 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to naarachot . idf.il/xnrpc. php B ock
41.233.101. 163 |Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
] . . Unaut hori zed URL Access to
104.187.110. 229|thited Sates  |147.237.77.176 [mat pash. i df . i | Wi cogat i df i 1/si p storagel i1 es/ 9/ 4629 pg Bl ock 1
] . . D stributed Uhauthorized URL Access on
208.184.112.74 |lhited Sates  [147.237.77.216 [dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
46.19. 86. 104 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
185. 32.179. 174 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None
109. 66. 41. 38 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
] . - DO stributed Whaut horized URL Access on
204.13.201. 137 |lhited Sates  [147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.79.232 |lIsrael 147.237.0.16  |ny-kosher-kravi.idf.il |Whauthorized LR. Access to www ny-kosher-kravi.idf.il/ B ock 1
149. 88. 221. 162 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
41.233.101. 163 |Egypt 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/xmrpc. php B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover.idf .i| v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
46.19. 86. 249 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
185.32.179. 248 |l srael 147. 237.72. 166 |aka. i df . i | thaut hori zed LR Access to R Bl ock 1
wwy aka. i df.i |/ mai n/ gi yus/ ww navy. i df.il
109. 253. 134. 228|I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs oS Atack None 1
84.109. 51. 40 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
] . . Uhknown Paraneter catid in
207.46.13.128 |Lnited Sates 147.237.72. 166 |aka. i df . i | aka. i df .i |/ mai v snal i nd sl | m aspx None 1
- . |Whaut hori zed URL Access to
66.249.79.239 |Israel 147.237.0.16  |ny-kosher-kravi.idf.il |-~ ny- kosher -kravi .i f i /v obot s. txt Bl ock 1
167.88.118. 169 |[Uhited Sates 147.237.77.216 |dover . i df . i | Dstributed PHP At enpt Bl ock 1
] - - DO stributed Whaut horized URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover.idf . il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
79.180. 175. 230 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
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