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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - reset 3345

196. 200. 33. 79 Kenya 147.237.76. 42 refuah.idf.il |B ock Udp All Nets drop 1

74.91. 28. 58 Lhited Sates 147.237.76. 42 refuah.idf.il |block-sp-trafl dr op 1

104. 233. 70. 144 147. 237. 76. 202 e halag.idf.il |[Block UWdp All Nets drop 1

66.102. 9. 118 Lhited Sates 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - reset 1

66. 249. 93. 184 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue- O r - Tr ave- 2 dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
149. 200. 166. 51 Jor dan 147.237.77. 216 dover.idf.il |13444: HTTP. Wat\Wb User- Agent Header B ock 2
74.208. 133. 60 Lhited Sates 147.237.72. 166 aka.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 1

123.126. 113. 149 Chi na 147.237.77. 216 dover.idf.il |C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
74.208.133.60 |[147.237.72.166|Wited Sates |aka.idf.il SQ Injection - Select From 3
84.94. 40. 196 147.237.76.86 |Israel navy.idf.il ET SCAN NVAP -sA (2) 2
162. 222. 185. 165(147.237.0.34 |Lhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237.0.19 |Whited Sates [madimatal.idf.il |ET SCAN Potential SSH Scan 1
159. 8. 109. 19 147.237.8.50 [Netherl ands e.tikshuv.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
114.112. 90. 54  |147.237. 72. 217 [Chi na eidf.il ET SCAN NMAP -sS wi ndow 1024 1
108. 168. 185. 133|147. 237.76. 34 |Lhited Sates |yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 222. 185. 165|147. 237.76.39 |[Lhited Sates |nobile.neitav.idf.i|ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147.237.0.33 [Lited Sates |idf.il ET SCAN Potential SSH Scan 1
159. 122. 111. 166|147. 237. 72. 156 |Net her | ands aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
119. 81. 188. 158 |147.237.76.86 |[Hong Kong navy. i df .il ET SCAN NVAP -sS w ndow 1024 1
113. 53. 180. 213 [147.237.76.30 |Thailand hi nush. i df . il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
212.101. 249. 140|Lebanon 147. 237. 77. 216 |dover . i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 52
212.101. 249. 140|Lebanon 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 51
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
82.145.218.4  |Europe 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 24
46. 19. 86. 45 | sr ael 147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 189 I 'srael 147.237.0.34 |tikshwv.idf.il |[Bad TCP sequence Inval i d ACK nunber alert 10
46. 19. 85. 189 I srael 147.237.0.34 |tikshw.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 10
79.179.198.59 | srael 147.237.77. 243 |mbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
41. 46.120.229 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46. 19. 85. 136 I srael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
78.184. 205. 186 |Turkey 147.237.77. 216 |dover.idf.il drop SAMrul e drop 7
31.154. 135. 132 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
212.143.142.56 |Israel 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 7
31.154.135. 132 |Israel 147. 237. 77. 216 |dover. i df . Bad TCP sequence mﬁsg rea”S”“ wthdifferent | oitor |7
2.54. 56, 249 I sr ael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85.9 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
31.210.187.6 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
5.29. 228. 182 I srael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvalid ACK nunber noni t or 6
46.19.85.9 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.180.136.79 | srael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.9 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
77.126.94.125 |israel 147.237.77. 243 |mmbit i1 | S2MNG Engine: TP Invalid —invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
41.46.120.229  |Egypt 147.237.77. 216 |dover.i df .1 Bad TCP sequence mﬁ?fsﬁﬁ reansm wthdifferent | oitor |6
46.19.85.9 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.54.145. 168 I srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
5.102. 254. 226 |l srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber noni t or 5
41.46.120.229 |Egypt 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
140.147.249.7 |Wited Sates |147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or 5
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
46. 19. 86. 45 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 36 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
31.154.135.132 |lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 4
41.46.120.229 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
81.218.131. 214 [Israel 147.237.72. 167 |i shurimaka.i df .i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
31.154.135.132 |lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
5.102. 254. 58 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
81.218.131.214 [Israel 147.237.72.167|i shurimaka. i df .i|Bad TCP sequence VSUYEZﬁ?V(SrCZtI rea”sm't wehdifferent oonitor |
31.154.135. 132 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence mﬁsg rea”S”“ wehdifferent | onitor |
46. 19. 85. 136 I srael 147. 237. 72. 156 |anan. i of .i | Bad TCP sequence I'nvalid ACK nunber noni t or
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
31.154.135. 132 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert
79.179. 165. 145 |israel 147. 237.72. 166 |aka. i df . i1 Streamng Engine: TCP Invalid  imalid segrent retransmassi on. drop 3
Ret ransni ssi on Packet dr opped.
109. 66. 122. 239 | srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
31.210. 186. 153 [lIsrael 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or
79.179.170. 215 | srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dr opped.
185. 3. 147. 222 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 3
207.46.13.152  |Uited Sates |147.237.77. 243|mabiteior i1 | 2 NG Engine: TP Invalid fimalid segnent retransmissi on. drop 3
Ret ransni ssi on Packet dr opped.
46.19. 86. 58 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
46.19.85.149  |Israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
109. 67. 157. 148 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engine: TCP Invalid  finvalid segnent retransmssion drop 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
185. 27. 105. 151 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Same Response Code (404) B ock 28
46.19.85.136  |Israel 147. 237.72. 166 |aka. i df . i | Ig?l'\:%yslohéhe Sane Response (bde (404) in Session from Bl ock 19
109. 253. 208. 212l sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 7
46.116. 235. 222 |Israel 147.237.77.234|hal ag. i df . il Mil tipl e Unauthorized URL Access from 46. 116. 235. 222 Bl ock 6
84.109. 49. 29 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Mal formed URL from 84. 109. 49. 29 B ock 4
84.109. 49. 29 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Method from84. 109. 49. 29 B ock 4
84.109. 49. 29 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 84. 109. 49. 29 B ock 4
84.109. 49. 29 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Header Nane from84.109.49.29  |B ock 4
2.54.132. 133 I srael 147.237.76.42 |refuah.idf.il Ml tiple Unauthorized URL Access from2.54.132. 133 B ock 3
93.172.11.133 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.15. 167 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
85. 250. 148. 162 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
84.109. 49. 29 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Header Line from 84.109. 49. 29 B ock 3
212.179.241.10 [israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
84.109. 49. 29 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed HTTP Header Line from 84.109. 49. 29 B ock 3
84.108.124.45 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.109. 49. 29 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in Header Val ue from84.109.49.29  |B ock 2
176.13.19. 223 |lIsrael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 2
84.109. 49. 29 | srael 147.237.72. 166 |aka. i df . i | Mil tiple NILL Character in Header Nane from 84.109. 49. 29 B ock 2
2.52.51.178 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
84.108. 69. 24 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
84.109. 49. 29 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Aobnormal |y Long Request from 84.109. 49. 29 Bl ock 2
2.54.131. 144 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
46.120.229. 174 |Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code Bl ock 2
109. 253. 212. 1291 sr ael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgr&f??/ LcJaTeggrcyetseSnptIZtes/Iistchil ddoourent </ 1362 Bl ock 2
79.183.143.59 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
109. 67.219.15 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1235- he/ at al . aspx B ock 1
213. 8. 204. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
46.121.121.97 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
37.26.148.251 |[Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
149.88.108.29 [l srael 147.237.77. 216 |dover . i df . i | mult:forl | 7?25$C§CUCS‘§?O|I ot esour cel o et o Bl ock 1
84.109. 40. 104  |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/i mages/ shared/bul let1.gif |8 ock 1
68.180.230.29 [United Sates [147.237.77.176 [nat pash. i df . i | ma'gf;;z pe M /Oég‘;;f’ﬁefggggff‘aisgx Bl ock 1
107.178.194.79 |Wited Sates [147.237.77.216 |dover. i df .| D stri bt ec 1T§;f;§g;§?ﬁeﬁvﬁcfsspzn Bl ock 1
66.249. 64.193 | srael 147.237.77. 243 |nobi | e. i df . i | HLE;T:TC;TZ?? , tg‘eggrcﬁim;esll Stohi | ddocunent </ 1882 Bl ock 1
204.13.201.138 [United Sates [147.237.77.216 |dover. i df .| D stri bt ec 1T§;f;§£éi?ﬁeﬁvﬁc.?sspzn Bl ock 1
84.228. 115. 157 |Israel 147.237.77.216|dover . i df . i | Oistributed Lhaut hori zed URL Access on ww i df.il/https:/wanidf.il/ B ock

46.19. 85. 205 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
157.55.39, 250 |lhited Sates |147.237.72. 166 |aka. i df.i | m“;g_rii éfe.‘? |L/FcLoni%Ti75cotrZ/ doc. mr/ gener al . aspx Bl ock 1
80. 246. 136. 228 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
2.54.132.133  |israel 147.237.76.42 |refuah.idf.il mu::fol;;z;il L'J?afﬂcfftszn:)lo t sl hormepage! 6,53 B ock 1
109. 101. 2. 96 Rormani a 147.237.77. 216 |dover.idf . il Ostributed PHP A tenpt B ock 1
93.172.11.133 | srael 147.237.0.19 |nadimatal .idf.i ;?df’;e;e; 'Tiﬁe.i\l"/(r’:mz} 'I o) géi' 20:;%;”‘ ent A acetbl der 18t xt Gapt cha in Bl ock 1
66.249. 78. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1234-he/ at al . aspx B ock 1
213.57.226. 144 | srael 147.237.0.19 |nadimatal .idf.i E:;?x;f;ﬁ’%‘:_Yﬁ'g;;nhg;eoﬁ?zgiﬂ acerbl der 1$txtdty in Bl ock 1
62.210.190.10 |France 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
40.77.167.105 |Lhited Sates [147.237.72.156|anan.idf.i | Unaut hori zed URL Access to waw aman.idf.il/... Bl ock 1
149.88.108.29 |Israel 147.237.77.233|atal . i df .i | m”;r:r. 'i Efdl e o esaur cal creat ef Bl ock 1
84. 109. 49. 29 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 1

01-22-2016-20:04:06 to 01-22-2016-21:04:06




