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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3064
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
134.147. 203. 115 Ger nany 147.237.76. 198 e.yohal an.i df.il B ock Np All Net drop 2
142.54.169. 163 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Count ‘
185. 130. 5. 207 147.237.77.216 |dover.idf.il|20085. HITP. Mi ebl ackcat Security Scanner Initial Request ock 1
188. 165. 15. 202  |France 147.237.77.216 |dover.idf.il|c228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address

A tacker

Signature

Count ry
66.249. 78.190 |147.237.77.176|lhited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 120
124, 114. 151. 87 |147. 237. 72. 166 |Chi na aka.idf.il ET VB SERVER Possi bl e SQ I njection (varchar) 10
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.64.55 |147.237.72.166|lhited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
59.45.79.117 |147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76.86 |Netherlands navy. i df il ET SCAN NVAP -sS w ndow 1024 1
50. 240. 184. 154 [147.237. 77. 226 |Uhited Sates |wan chamatz. aka.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
88.204.187.90 |147.237.77. 216 |Kazakst an dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
50. 240. 184. 154 |147. 237. 77. 226 |Whited Sates |wwu chanatz.aka.idf.il |ET SCAN NVAP -f -sS 1
88.204. 187.90 |147.237.77. 216 |Kazakst an dover.idf.il ET SCAN NVAP -f -sS 1
41.140.253.9 |147.237. 76. 200 |Mor occo eitan aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
59.45.79.117  |147.237.77.234|Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
189. 198. 96. 102 |147. 237. 77. 234 |Mexi co hal ag.i df.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
59.45.79.117  |147.237.77. 212|Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 207 |147.237.77.216 dover.idf.il SERVER WEBAPP Set up. php access 1
59.45.79.117  |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
177 106. 47. 246 |147. 237 0. 19 |prami| oo matal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117  |147.237.72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
91.218.15.202 [147.237.0.35 |Wkraine akaws. i df . il ET SCAN Potential SSH Scan 1
50. 240. 184. 154 [147.237. 77. 226 |United Sates |wan chanatz. aka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
88.204.187.90 |147.237.77. 216 |Kazakst an dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
41.140.253.9 |147. 237.76. 200 [Mor occo eitan aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
59.45.79.117  |147.237.77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
189, 198. 96. 102 |147. 237 77 74 | co Lanid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 |147.237.77.19 |China lawforumidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 207 |147.237.77.216 dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
59.45.79.117 |147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
169.50.77.72 |147.237.8.14 |Swtzerland e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
109. 160. 174. 42 |Israel 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 46
. . SYNHAK retransnit with different .
109. 160. 174. 42 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence i dow scal nonitor |46
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaming Engine: TCP Invalid i i ssi
87.68.155.149 | srael 147. 237. 76. 200 |ei tan. aka.i of .| 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansmi ssi on Packet dr opped.
124.114.151.87 |china 147.237.72. 166 |aka. i df .| SQ_ Injection %&e.d' on detected in (R monitor  [10
. . SWNretransmit wth different .
109. 66. 27.189  |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 10
188. 120. 148. 249l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |7
85. 64. 89. 102 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 7
85. 64. 89. 102 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 7
46. 19. 85. 203 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d ACK nunber nonitor 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |noni t or 6
46. 19. 85. 206 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
79.181.117. 168 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 85. 203 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber aert 6
S SWNretransnmit wth different .
84.109. 9. 75 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
77.127.205.68 |lsrael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
109. 65. 210. 247 |l srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.161.55 I srael 147.237.72.167 |ishurimaka idf .il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 4
77.127.205.68 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SINAK retransmt with different | oovor s
W ndow scal e
84.229.72.182 |lsrael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
31.168.137.30 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different 1o, yior s
w ndow scal e
54.244.22.103 |Uhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SWN drop 4
Sreanming Engine: TCP Invalid i i ssi
199.30.24.72  |wited Sates  [147.237.76. 200 |ei tan. aka. i of .l 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
5.102. 254. 223 |l srael 147. 237. 77. 216 |dover.idf i1 Bad TCP sequence I'nval i d ACK nunber noni t or
31.210.188.68 |[Israel 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
82.166. 118. 201 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.177  |israel 147. 237.77. 243 |mbi l e, i f . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.179.32.88  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 64.96.112  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
2.52.50.211 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning BEngine: TQP Invalid i i SSi
84.229.72.182 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.163.168  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
37.26.149.213 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.180.123. 111 | srael 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
109. 64. 201. 141 |Israel 147.237.77. 243 |nobi L e. i of .| g =g Invalid segnent retransmssion. |y o 3
Ret ransm ssi on Packet dr opped.
31.168.137.30 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect
5.102. 254. 82 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 159. 242|1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109.67.113.74 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
185. 120. 126. 10 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Russi an Lo Sreamng Engine: TP Invalid [invalid segnent retransnssi on.
178.154.189. 201 1~ "o 147.237.72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 3
188. 120. 148. 158|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
2.54.8.58 I'srael 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i Ssi
109.67.201. 19 [ srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.177.133. 127 |israel 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Vb Server Enforcenent HTTP Deni
2.54.11. 177 I srael 147.237.76. 42 |refuah.idf.il _ Ve Servers S ow enial of oot 2
M ol ation Servi ce
31.210.188.68 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval id AGK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46.117.11.180 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 43
217.132. 133. 164/l srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 33
124.114. 151. 87 |China 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Paraneter Val ue from124.114.151.87 |B ock 9
80. 246.136.54 [Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode Bl ock 6
84. 109. 49. 29 I srael 147.237.72. 166 |aka. i df . i | Miltiple Illegal Byte Gode Character in Method from84. 109. 49. 29 B ock 5
84.109. 49. 29 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Malformed LRL from 84. 109. 49. 29 B ock 4
84. 109. 49. 29 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Aobnornmal |y Long Request from 84.109. 49. 29 B ock 4
84. 109. 49. 29 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 84. 109. 49. 29 Bock |4
84.109. 49. 29 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Header Nane from 84. 109. 49. 29 B ock 3
84.109.114. 106 |[lIsrael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Qode Bl ock 3
84.228.156. 189 |l srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 3
79.179.216. 157 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
79.180. 191. 123 |israel 147. 237.72. 166 |aka. i df . i | mu;g N di??l /Nr‘:;hn(;c;i %} gfhérzrl cati onservi ce. asm! get at huser Bock |3
2.54.180. 13 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
77.125.125.250 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.125. 125. 250 Bl ock 2
109. 253. 213. 133|I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 2
84.109. 49. 29 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
68. 180. 229. 173 g‘;tt:: 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
217.132.15.51 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
188. 120. 148. 249|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
85. 64. 89. 102 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None
Unknown HTTP Request Method A¢A A;MALA: AH7A
84.109. 49. 29 I srael 147.237.72. 166 [aka. i df . i | AS[[[#25]] Aj A-+NAS[ [ #23] ] >A | ATA kAA>A [ [ #20] ] AeA/AC] [ #19] ] AZAY  |BI ock 1
A AVAVA. Act AZ+VAZ; v{ 5SA—AA?( A° AYGA
217.113.50.61 |Hungary |147.237.77.176 |nat pash.idf.il Ostributed PHP At tenpt B ock 1
41.237.101.190 |Egypt 147.237.77. 170 [maar achot . i df . i |  |Waut hori zed URL Access to maarachot.idf.il/xnrpc. php B ock 1
185. 120. 125. 27 147.237.0.19 |nmadimatal .idf.il [Dstributed Suspicious Response Qode Bl ock 1
2.54.138. 194 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 2. 54. 138. 194 B ock 1
79.182. 96. 48 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to wwwv | ogi stics. atal.idf.il/xnrpc. php Bl ock 1
93.173.37.53  |israel 147. 237.72. 166 |aka. i df . i | 'c)Llrigez]/ i?na;escﬁdr?ngzgzzt/;t;;c% f/ i 1V kapat 2/ /res Bock |1
68. 180. 228. 112 g];::: 147.237.77. 216 |dover . i df .i | Paranet er Type M ol ati on PageNumin waw i df . il/1399-en/ dover. aspx Bl ock 1
204.13.201.138 |11 1147, 237.77. 216|dover . i f . i | D stri outec 1?;;fggg;§?ﬂe%v§‘f?§p£” Hock |1
84.109.49.29  |israel 147.237.72. 166 |aka. i df . i | ?‘g;i&%ﬁfgﬁﬁ'&?ﬁ%ﬂﬂi&%ﬁéﬁ 49.29 (Protocol violation None |1
84.109. 49. 29 I srael 147.237.72. 166 |aka. i df . i | Ml formed HTTP Header Line 1 B ock 1
40. 77. 167. 64 ;h;:ee: 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from40. 77. 167. 64 B ock 1
142. 54. 169. 163 g;g: 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to www 366901. cond B ock 1
2.52.139. 152 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
107.178.194.83 |11 |147. 237.77. 216|dover . i df . i | b stri bt oc 1?;;};;22;?&%&?22;" Bock |1
84.108.157.47 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
79.176.192.84 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i ||Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
217.113.50.61 |Hungary |147.237.77.176 mat pash. i df . il D stributed Unhaut hori zed URL Access on waw cogat . idf.il/xmrpc. php Bl ock 1
185. 130. 5. 207 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ scri pt s/ set up. php B ock 1
84.109. 49. 29 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in Header Val ue from84.109. 49. 29 B ock 1
2.54.138. 194 I srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw idf.il/idg B ock 1
115.133.89.97 |[Milaysia [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1

Illegal Byte Code Character in Header Nare [[#30]]edXgaul [#2]][[#15]] A A
yAAR2 A2NA As AcA¥t « A2 A»| AxQA-A[ [ #5] ] 4vA-! EJACA-

kfJc[ [#19] ] A- Mz[ [ #2] ] A- >] AYA°} KA, A [ [ #3] ] A?A¥[ A2 vvA AceAr Ac>AsAnAce
84.109. 49. 29 I srael 147.237.72. 166 |aka. i df . i | * FAMAAACA A [ [ #20]] JA, MACAS\ CAe Ag[ [ #14] ] AE- AL[ [ #8] ] A-0Af Bock |1
A AxAceAs? A'AT] [ #23] ] [ [ #2] ] AZ] [ #25] ] ABAYA AFA

A Ao\ ZA wAAYAuQARC[ [ #8] ] AL A AEGA»" A2 A- ASPA,

93.173.37.53 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from93.173.37.53 B ock 1
NULL Character in Mt hod

84.109. 49. 29 I srael 147.237.72. 166 |aka. i df . i | [[#31]] ENBYA] [#0] 1 A [#8] 1 A [[#1] 1 [ [#21 1 [[#27]1[[#24]1 & Bl ock 1
[[#29]] e+l 622 A-1A AA?AC&t P [ #14] 1 A>ATAS] [ #20] ]

212.199. 57. 204 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: pen Mbde None 1

84. 109. 49. 29 I srael 147.237.72. 166 |aka. i df . i | Mal formed URL *2xYAVhj [ [ #11] ] 2r ex€AYAE™At kj [ AD[ [ #4117 B ock 1

41.237.101.190 |Egypt 147.237.77.74 [lawidf.il PHP Att enpt B ock 1

157. 55. 39. 137 gﬁ;ttg: 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/tenpl ates/articl e/ vatch B ock 1
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