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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3040
50. 118. 162. 234 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- Pr oduct dest - r eset 87
50. 118. 162. 234 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- Ur | dest - r eset 8
50.118. 162. 234 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
199. 255. 210. 118 Anonynous Pr oxy 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- Pr oduct dest - r eset 3
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2
198. 20. 70. 114 Lhited Sates 147.237.76. 202 e halag.idf.il Bl ock_Udp Al _Nets drop 1
74.91. 28. 62 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |bl ock-sp-trafl drop 1
142. 54. 160. 214 Lhited Sates 147.237.77. 176 nat pash. i df . i | bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
172. 245. 218. 130 Lhited Sates 147. 237.72. 166 aka.idf.il 0543: HTTP. php.cgi Access B ock 1
172. 245. 218. 130 Lhited Sates 147. 237.77. 216 dover.idf.il 0543: HTTP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

54.205. 186. 101 |147.237.77.176|Wited Sates |[natpash.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 3
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66. 249. 66. 81 147.237.76.30 |Wnited Sates |hinush.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 65. 34 147.237.76.42 |thited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
. ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nill er2 DDos
109. 253. 207. 238(147. 237. 77. 233 |I srael atal.idf.il 1
attack
85. 93. 5. 65 147. 237. 77. 212 |Ger many e. dover.idf.il ET SCAN Potential SSH Scan 1
169. 50. 77. 72 147.237.76.38 [Sitzerland eemitav.id.il [ET SCAN NVAP -sS wi ndow 1024 1
162. 242. 245, 138|147.237.8.24 |Wited Sates |elifestyle.idf.il|[ET SCAN NVAP -sS w ndow 4096 1
119. 81. 188. 158 [147.237.8.27 |Hong Kong e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
108. 168. 185. 133(147. 237. 77. 178 |Whited Sates e matpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
N .. |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
82.81.12.132 147.237.72. 167 |l srael i shurimaka.idf.il . 1
Potential Scan or Brute Force
_ _ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
167.0.190. 135 |147.237.0.34 |Col onbi a tikshuv.idf.il ) 1
Potential Scan or Brute Force
159. 8. 109. 19 147. 237. 77. 233 |Net her | ands atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry

Target Address ‘ Ste

‘Signature

Devi ce

‘Count

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

2.54.59. 148 I srael 147. 237. 76. 200 |ei tan. aka. i df . i > dro 108

Ret r ansni ssi on Packet dr opped. P
o SYNretransmit wth different .

46.185.135.58  [Jordan 147.237.77. 216 |dover.idf.il |Bad TCP sequence vi ndow scal e noni t or 100

107.167. 112. 143|United Sates 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 35

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
Sreaning Engine: TGP Invalid i i sSi

79.181. 185. 103 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. | 24
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

87.68.253.253 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dr opped.

93.172.164.45 |lIsrael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 14

79.207.41.129  |Ger many 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber moni tor |10

176.13.11.171 |Israel 147.237.77.233|atal .idf.il |[Bad TCP sequence Invalid AGK nunber moni tor |7

176.13.11. 171 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 7

50.118. 162. 234 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

109. 253. 207. 238! srael 147.237.77.233|atal .idf.il |[Bad TCP sequence Invalid AGK nunber moni tor |6
Sreaning Engine: TGP Invalid i i sSi

178. 154. 189. 201|Russi an Federation  |147.237. 72. 166 |aka.idf il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

37.26.147.135 | srael 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

185.3.147.111 |israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

5.102.254.226 |l srael 147.237.72. 156 lanan.idf.il  |Bad TCP sequence Invalid AGK nunber monitor |6
Sreanming Engine: TGP Invalid i i sSi

198. 100. 144. 55 |canada 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.

109. 253. 207. 238|I srael 147.237.77.233|ata .idf.il  |Bad TCP sequence I'nval i d ACK nunber aert 6

84.228.8. 17 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5

31.210.186. 46 |lsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5

41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 5

93.169.137.10 |Romani a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 4

. . SYNWAXK retransmt with .
212.157. 35. 146 |France 147.237.77. 216 |dover.idf.il |Bad TCP sequence different vindow scal e nonitor |4
reaming BEngine: TCP Invali i i sSi

77.125.145. 166 |Israel 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid Jinvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.

2.52.50. 211 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect

79.180.112.65 |[lIsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
Sreaning BEngine: TGP Invalid i i ssi

84.229.245.25 | srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

185. 3. 146. 214  |Israel 147.237.76.42 [refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi

79.179. 101. 140 i srael 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

185. 89. 217. 229 147.237.77. 243 |nobil e. i df il 9 =9 Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 253. 223. 1621 sr ael 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

79.177. 126. 247 |israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.

195. 154. 146. 225|France 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 3
Sreaning Engine: TCP Invalid i i sSi

79.181.202.76 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.177.161. 171 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.

Pal estinian Territory, R

217. 66. 240. 199 Gecupi ed 147.237.77. 216 |dover.idf.il |drop drop 3
Sreaning Engine: TCP Invalid i i ssi

79. 180. 100. 167 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

66.249.78.230 |Whited Sates 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.178.138. 117 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.

41.176. 195. 140 |Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
Sreaning BEngine: TCP Invalid i i ssi

40.77.167.63  |Uited Sates 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dr opped.

185.3.147.161 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber moni tor |2

217.66. 240. 199 ga:lcisgi':éa” Territory. 1147, 237. 77. 216 |dover.idf. il |Bad TCP sequence Inval i d ACK nunber monitor |2

31.210. 187. 243 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber nonitor |2

79.180.112.65 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2

85.64.184.241 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 2

185.3.147.111 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid AGK nunber nonitor |2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
2.54.167.125 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 54
149. 78. 54. 92 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod Bl ock 14
81.218.57.230 [Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 11
5.28.171.203 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6

m ny- kosher - kravi . i , .
85. 64. 240. 137 |l srael 147.237.0. 17 df il Miltiple Il1egal Paraneter Encoding from 85. 64. 240. 137 None 5
172. 245. 218. 130|Uhited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 172. 245, 218. 130 B ock
199.30.25.101 |Uhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
46.253.90.5 z'cf;i'géa” Termitoryts 47, 237. 77. 176 |mat pash. i df . i | Unaut hori zed URL Access to i cogat . i df . il/894-ar B ock 2

201. 156. 142. 136 |Mexi co 147.237.77. 216 |dover . i df . i | Wnauthori zed URL Access to B ock 2
ww i df . i | /894- en/ i df gdover . aspx

Ml tipl e Whaut hori zed Method for Known URL from

79.179. 120. 254 |l srael 147.237.72. 166 |aka. i df . i | 79. 179, 120. 254 B ock 2
50. 118. 162. 234 |Wited Sates 147.237.77.216|dover. i df .i | Mil ti pl e Uaut horized URL Access from50. 118. 162. 234 B ock 2
37.26.146.221 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
46.19. 85. 65 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 2
120.29.66.5 Phi | i ppi nes 147.237.72. 166 [aka.i df . i | Uhaut hori zed Met hod HEAD for waww aka.idf.il/main/giyus/ |B ock 1
Unaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ sachar/ r esour ces/ i mages/ nenu- endi n B ock 1
g.gf
41.237.101.190 |Egypt 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal .idf.il/xnrpc. php [B ock 1
217. 66. 240. 199 glcis;ilgéan Territoryl, 47 237.77. 216 [dover. i df . i | D stributed Unaut horized URL Access on 147.237.77.216/  |B ock 1
84.111.191.49 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
31.13.113. 77 I'rel and 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to 147.237. 77. 216/ B ock
79.178.188. 111 |Israel 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None
. . . Unaut hori zed URL Access to
66.249.78.216 |[lIsrael 147.237.77.243|nobi | e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1890 B ock 1
185. 3. 146. 214 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock
109. 65. 6. 215 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None
79.181. 185. 103 |Israel 147.237.76.200 |ei tan. aka. i df . i | Unknown Parameter SearchText in None 1

vy ei tan. aka. i df.i1/938-he/ ei tan. aspx
40.77.167.63  |Wited Sates 147.237.72. 166 |aka. i df . i | Wnaut hori zed LRL Access to . B ock 1
wwn aka. i df .i | /registrationw zard/ regi ster. aspx

Unaut hori zed URL Access to

207.46.13.78  |lhited Sates 147.237.0.15  |kosher-kravi.idf. il | 0 i il /tenpl at es/ shar ed user cont rol s/ navnenu/ |2 2K 1
2.54.155. 224 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
197. 49. 65. 10 Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
68.180. 228. 112 [United Sates 147. 237.77. 216 |dover . i df . i | mﬂtgfo_riif/%‘lvﬁsff;eﬁ; rfp‘;ge_ asp Bl ock 1
66. 249. 65. 37 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
41.237.101. 190 |Egypt 147.237.77.216|dover.i df .i | Ostributed PHP At tenpt B ock
31.168.150.46 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None

Unaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ sachar / r esour ces/ i nages/ si debar/ bul | e [B ock 1

tpurpl e gif
185. 89. 217. 229 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
109. 67. 52. 48 I srael 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
79.181.188.44 |lsrael 147.237.77. 170 |n@ar achot . i df . i | Dstributed PHP At enpt B ock 1
41.176. 195. 140 |Egypt 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
213. 8. 204. 40 I srael 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
197. 49. 65. 10 Egypt 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . idf.il/xmrpc. php B ock 1
69. 30. 205. 251 [Lhited Sates 147.237.77. 74 |lawidf.il Suspi ci ous Response Code B ock 1
66.249.78.97  |Israel 147. 237.72. 166 |aka. i df . i | thaut hori zed LR Access to Bl ock 1

147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp
D stributed Lhaut horized URL Access on

41.237.101.190 |Egypt 147.237.77. 216 |dover.i df .i | Wi dff i 1/ xr pc. php Bl ock 1
85. 250. 198. 247 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
79.179. 120. 254 |israel 147.237.72. 166 |aka. i df . i | Wnaut hori zed Met hod HEAD for B ock 1

wwv aka. i df . i1/ mai n/ gi yus/| ogi n. aspx
D stributed Unhaut hori zed LRL Access on

204.13.201. 138 |thited Sates 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.240 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
190. 104. 220. 126 A genti na 147.237.77. 216 |dover . i df . i | D stri bt spadt hor ;ggv:ﬁaﬁgiess on Bock |1
109. 67. 52. 48 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
50.118.162. 234 [lhited Sates 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v i df . il/894-he/t ahuzbj 5 B ock 1
79.181.188.44 [israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/xmrpc. php B ock 1
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