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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3159
79.176. 164, 22 | srael 147.237.72. 156 anan.idf.il B ock_Udp All _Nets drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
142.54. 169. 162 Lhited Sates 147.237.0.19 nadi matal .idf.il |bl ock-sp-trafl forward 1
36. 38. 35. 85 Korea, Republic of 147.237.0. 34 tikshuv.idf.il JLM Purpl e Gon Linit_Tcp drop 1
142. 54. 160. 212 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf1 drop 1
223. 158. 153. 54 Chi na 147.237.77.170 naar achot . i df . il Frk_Under Attack Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |S gnature Devi ce Action |Oount |
95. 70. 232. 65 Tur key 147.237.77.176 |nat pash.idf.il| |25 HITP. access to adninistrator/index. php -> Quarantine B ock
95. 70. 232. 65 Tur key 147.237.77.216 |dover.idf.il Q025: HITP. access to adninistrator/index. php -> Quarantine B ock
115. 163. 56. 112 |Japan 147.237.77.216 |dover.idf.il Q008: HITP: Xenu User Agent B ock
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘Ste ‘Slgnature Action ‘Count
54,244.22.103 |Wited Sates [147.237.0.34 [tikshuv.idf.i[dr op First packet isn't SN drop 101
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il [dr op SAMrul e drop 36
79.183.153.85 |lsrael 147.237.72. 166 |aka.i df .i| Bad TCP sequence Invalid ACK nunber noni t or 15
109.253.223.3  |Israel 147.237.77.233|atal .idf.i1 |Bad TOP sequence ?nge”ansm't wth different wndow | oivor |15
79.183.153.85 |[lIsrael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber alert 15
46. 19. 86. 164 I srael 147.237.77.233[atal .idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 14
Sreamng Engine: TCP Invalid i i ssi
37.26.147.181 | srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Inval i d segnent retransmssi on. dr op 12
Ret ransm ssi on Packet dr opped.
54.244.22.103 |thited Sates |147.237.77.233|ata.idf.il |drop First packet isn't SN drop 11
41.44.177. 41 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 11
37.26.148.197 |[Israel 147.237.0.34 |tikshw.idf.i|Bad TCP sequence Invalid ACK nunber aert 10
46. 19. 86. 110 I srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 10
37.26.148.197 |Israel 147.237.0.34 |[tikshw.idf.i[Bad TCP sequence Inval i d AGK nunber noni t or 10
37.26.148.197 |lsrael 147.237.0.34 [tikshuv.idf.i|dr op First packet isn't SN drop 9
Sreaming Engine: TGP Invalid i i sSi
37.142.252.37 |israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. drop 8
Ret ransni ssi on Packet dr opped.
46.19. 85. 21 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 6
89. 138. 188. 223 |Israel 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
82.80.130.133 |[lIsrael 147.237.72. 166 |aka.idf.il |[Bad TCP sequence I nval i d ACK nunber noni t or 6
109. 65. 6. 215 I srael 147.237.72.166 [aka.idf.il [Bad TCP sequence Inval id AGK nunber noni t or 6
109. 253. 198. 175|I srael 147.237.77.233(atal .idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 96 | srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 6
79.181.229.91 |[Israel 147.237.72. 166 [aka.idf.il [Bad TCP sequence Invalid AGK nunber aert 6
79.181.229.91 |[lIsrael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
5.102. 254. 26 I srael 147.237.72. 166 |aka.idf.il |[Bad TCP sequence I nval i d ACK nunber noni t or 6
46.19. 85. 21 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber aert 6
82.80.130. 133 |l srael 147.237.72.166 |aka.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
79.178.188.171 |Israel 147.237.72. 166 |aka.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
41.44.245.213  |Egypt 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 5
5.28.150.136 | srael 147.237.72.166 |aka.iof il |Bad TCP sequence SINWAK retransmt with different Joogiior s
W ndow scal e
109. 253. 198. 175|l sr ael 147.237.77.233|atal .idf.il |Bad TCP sequence Invalid ACK nunber aert 5
5.102. 254. 70 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 4
37.46.38.214 I srael 147.237.77. 243 |mobil e.idf .i1|Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 228 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
41.44.245.213  |Egypt 147.237.72.166 [aka.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 4
Sreaming Engine: TGP Invalid i i sSi
79.179.56.104 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.125.144.17  |israel 147.237.72. 166 |aka i f .11 9 =g Invali d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.181. 206. 180 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.78.37.10  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109. 67.15.126  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
37.46.39.7 I srael 147.237.76.42 |refuah.idf.il|[Bad TCP sequence Invalid AGK nunber noni t or 3
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi
77.127.152. 142 |israel 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 67.248.90 |Israel 147.237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
37.26.149.195 | srael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.177. 126. 247 | srael 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
23.91.70. 94 Wited Sates |147.237.72.156 |aman.idf.il |Bad TCP sequence igge”a”sm't with different wndow | oivor |3
Sreamng Engine: TCP Invalid i i ssi
109. 64.50. 124 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
46.19.86.3 I srael 147.237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site dgnature Action ‘Count
84.110. 184. 194 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 360
185. 120. 126. 7 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 213
185. 120. 126. 7 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 183
2.52.169. 90 I srael 147.237.0.19 |madi matal .idf.i|/°0 MW of the Sane Response Cde (404) in Session from Bl ock 152
2.52.169. 90
46.19. 86. 216 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 133
2.52.169. 90 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 129
84.110. 184. 194 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
84.110.184.194 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 104
46.19. 86. 216 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Same Response Code (404) Bl ock 46
2.52.177.172 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 43
Pal estini an Territor Unhaut hori zed URL Access to
188. 161. 236. 121 Qeeupi ed N147. 237. 77. 176 |nat pash.idf.il |wwu cogat.idf.il/tenplates/ homepage/ wan yout ube. con v/ 3g5lei 5n [Bl ock 7
uhg
95. 70. 232. 65 Tur key 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut horized URL Access from 95. 70. 232. 65 B ock 6
. . . lUhaut hori zed URL Access to
84.94.23. 154 I srael 147.237.0.19 |nadimatal .idf.i neci matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 5
95. 70. 232. 65 Tur key 147.237.77. 176 |mat pash. i df .i]l  |Miltipl e Lhauthorized URL Access from 95. 70. 232. 65 B ock
95. 70. 232. 65 Tur key 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock
95. 70. 232. 65 Tur key 147.237.77.216|dover.i df .i | Mil tiple Adnin B ocking from 95. 70. 232. 65 B ock
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |UWited Sates 147.237.77.216|dover.i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 3
109. 253. 208. 212|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
95. 70. 232. 65 Tur key 147.237.77. 176 |mat pash. i df .i| [Dstributed PP Atenpt B ock 3
2.54.167. 125 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.147.181 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
2.52.177.172 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 2
. . Unhaut hori zed URL Access to
66.249.78.254 |l srael 147.237.72. 166 |aka. i df . i | v aka, i df i 1/ mobi | &/ mai 1V gi yus/ gener al . aspx B ock 2
- . . {Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$txt Aty in
213.57.226.144 |israel 147.237.0.19 |nadi matal . idf.i| - e 1 1088- hel neret 2. aspx Bl ock 2
46.19. 86. 181 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
2.54.55. 208 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
79.183.153.85 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
] - . D stributed Lhaut hori zed URL Access on
204.13.201.138 [Uited Sates 147.237.77. 216 [dover. i df . i | v i df i | / 1133- 22638- hel dover . aspx. B ock 2
; . ; D stributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 |dover. i df . il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 2
2.54. 160. 42 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
95. 70. 232. 65 Tur key 147.237.77. 176 |mat pash. i df .il [Miltiple Admin B ocking from 95. 70. 232. 65 B ock 2
46. 19. 86. 216 I srael 147.237.0.19 |nadi matal .idf.i|Too Many 403: Response Code per Session B ock 1
173.252. 114. 116|Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
169. 229. 3. 91 Lhited Sates 147.237.77. 170 |n@arachot . i df . i | [Mul ti pl e Uhknown HTTP Request Method from 169. 229. 3. 91 Bl ock 1
- . D stributed Lhaut hori zed URL Access on
94.242.246.24 |Luxenbour g 147.237.77.216|dover . i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
157.55.39.173 |lhited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter docid in aka.idf.il/chamatz/ miktzoa/ defaul t.asp |None 1
; . ; D stributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates 147.237.77. 216 |dover . i df . il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
109. 65. 6. 215 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
37.142.252.37 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf.il Abnormal |y Long Request met hod B ock 1
85. 65. 133. 87 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
23.91.70.94 Lhited Sates 147.237.72. 156 |anan. i df . i | Dstributed MSSQ. Data Retrieval with Inplicit  Qnversion Brors(+) |None 1
! . . [Unknown HTTP Request Method R8AI A- AtA¥A'pA A Aa7DQdAZ
169. 229. 3. 91 Lhited Sates 147.237.77.19 [l awforumidf.il Ae RASA A-ALAE\ AVACCA® A»GN AG<{ A¥"FOy" in URL B ock 1
149.78.53. 156 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df .i|/xmrpc. php Bl ock
79.181.137.59 |Israel 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
] - . D stributed Lhaut hori zed URL Access on
204.13.201. 137 |Uhited Sates 147.237.77. 216 |dover . i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.64.60 | srael 147.237.72. 166 |aka. i df . i | thauthori zed LRL Access to . B ock 1
v aka. i df . i |/ nobi | e/ nai n/ gi yus/ i nf or nat i on. aspx
176. 13. 10. 85 I srael 147.237.72.166|aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
37.46.38.197  |Israel 147. 237.72. 166 |aka. i df . i | thknown Pararet er __VI EVETATEENCRYPTED in None 1
wwy aka. i df . i | / mai n/ sachar/request paysl i pexpl anat i on. aspx
169. 229. 3. 91 Lited Sates 147.237.77.176 |mat pash. i df . il [Miltipl e Aonormal Iy Long Request from 169.229. 3. 91 B ock 1
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