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01-22-2016-15:04:07 to 01-22-2016-16:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3056
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

58. 42. 50. 149 Chi na 147.237.77.170 naar achot . i df.il Frk _Under Attack Con Tcp drop 1

146. 185. 239. 100 Russi an Federation 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1




01-22-2016-15:04:07 to 01-22-2016-16:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Oount
197. 242. 159. 42 South Arica 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
202.124. 109. 87 New Zeal and 147.237.76. 42 refuah.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 1




01-22-2016-15:04:07 to 01-22-2016-16:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry

Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
184.173. 48. 221 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
162. 242. 245. 138 147.237. 8. 27 Lhited Sates e.madimatal .idf.il ET SCAN NMAP -sS w ndow 4096 1
174. 48. 231. 20 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1




01-22-2016-15:04:07 to 01-22-2016-16:04:07

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

Ret r ansm ssi on

Packet dropped.

2.54.161. 144 I srael 147.237. 72. 166 |aka. i df .i | > dro 57
Ret r ansmi ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29
109. 160. 243. 123|I srael 147.237.77.234|halag.icf.il  |Bad TCP sequence SiNretransmt wth different oo |28
w ndow scal e
Sreamng Engine: TP Invalid i i ssi
46.19. 86. 96 I srael 147.237.76.31 |nakehal i df i1 g =g Invalid segnent retransmssion. g 24
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 52 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber nonitor |14
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126. 12 147. 237. 77. 243 |mobi l e. i of . i | 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
2.54.188. 76 I sr ael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
37.46.39. 123 I srael 147. 237. 72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |8
85. 65. 46. 229 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
62.219.198. 6 I sr ael 147.237.77. 234 |hal ag.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
reamn ine: TCP Invali i i ssi
46.19.85.226  |israel 147 237.72. 167 [i shuri maka i i | | €M NG Engine: TQP Inval id invalid segnent retransnission. | 6
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.176. 150. 147 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
46. 19. 86. 217 I sr ael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
141.8.132.112 |Russian Federation  |147. 237. 72. 166 |aka i of il g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
178. 154. 189. 201 |Russi an Federation  |147.237.72. 166 |aka. i df. il g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
37.46.38. 197 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
79.183.153.85 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert
Sreaning BEngine: TCP Invalid i i ssi
46.19. 85. 52 I'srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. . 6
Ret r ansmi ssi on Packet dropped.
79.183.153.85 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |6
91. 205. 154. 238 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
37.46.39.128 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |5
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
31.210. 187. 205 |l srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
. . SYNtAXK retransmt with .
37.26.149.129 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 4
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid i i ssi
79.182.190. 47 |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 64. 165. 118 I srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
176. 106. 46. 74 (F;ajcis;i';'ja” Territory. 147, 237. 77. 216 |dover. i il Bad TCP sequence Invalid ACK nunber moni tor |3
reamng BEngine: TCP Invali i i ssi
84.228.113.93 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Inval i d |invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.13.35  |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
79.183.100.47 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Inval i d |invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
46. 19. 86. 35 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACGK nunber noni tor |3
Sreaning Engine: TGP Invalid i i ssi
79.177.24.93  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 196, 112 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 52 I sr ael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Timeout [reject 3
Sreaning BEngine: TQP Invalid i i ssi
79.181.192.25 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.52.7.73 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
79.183.114.35 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 64. 215. 195 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
87.68.156.211 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence SNretransmt with different oo |3
w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi
46.19.86.249  |Israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 214. 100 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185. 27. 105. 175 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.4.197  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 66. 210.86 | srael 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3




01-22-2016-15:04:07 to 01-22-2016-16:04:07

Attacker Address |Attacker Qountry Target Address |Jte Signature

79.182.149. 135 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi

77.127.230. 138 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.

197. 135. 255. 219 |Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 3




01-22-2016-15:04:07 to 01-22-2016-16:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.54.190.6 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 22
109. 66. 114. 143 |l srael 147.237.0.34 |tikshuv.idf.il Igg_“g_‘ylﬂ_ tlzg Sane Response (ode (404) in Session from Bl ock 7
2.52.169. 90 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
66.249.78.159 |[lIsrael 147.237.77.216|dover . i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 78. 159 B ock 2
2.54.0.51 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
79.182.174.150 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
109. 253. 209. 204|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
107.178.194.79 |Wnited Sates  |147.237.77. 216 |dover. i df .i | Dstri uted 1?;;};%;;?&%\/’;‘??:&” Bock |2
169.229. 3. 91 Lhited Sates 147.237.0.19 |nadimatal .idf.il Illegal Byte Gode Character in LR B ock 1
37.46.39.123 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
217.132.133. 161|l srael 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
2.52.177. 24 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
208.184.112. 74 |Uhited Sates  [147.237.77.216|dover. i df . i T Zed L s O ver. aspx. Bock |1
86. 98. 76. 148 Eh;:aetdespr B 1147.237.77. 176 |nat pash. i df . i | m;;g:: ﬁd d#ﬁ”}:g: ;sdphf‘ Access on B ock 1
79.178.172. 146 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
173.252.90. 235 |Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
64.87.23.55 Lhited Sates 147.237.72. 156 [anan. i df . i | Dstributed MSSQ Data Retrieval with Inplicit Qnversion Erors(+) [None 1
149. 88.65. 116 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 1
109. 64. 99. 188  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/sachar/undefined |B ock 1
5.22.135.147  |israel 147.237.72. 166 |aka. i df . i | m”ai‘g‘i gﬁrﬁrﬁ;‘.e;/ gﬂ/\ﬁs?szTimaigxi n None 1
217.132. 133. 161l srael 147.237.0.34 |tikshuv.idf.il Ml ti pl e Unaut hori zed URL Access from 217. 132, 133. 161 B ock
2.52.145. 36 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None

207. 46. 13. 86 Lhited Sates 147.237.0. 16 ][Tyl_ lkOSheI‘ -kravi.id Unaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1

. . Unhtraceabl e S3. Sessions: Protocol violation
84.108. 246.25 |Israel 147.237.77. 216 |dover . i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

NULL Character in Method gA?AA?AZ"*phe A«[ [ #31] ] AEAfK] dACA

169. 229. 3. 91 Lhited Sates 147.237.0.19 |[madi matal .idf.il AAn[ [ #14] | 6A—+KA%[ [ #0] ] AceaSAnAsA%oA» B ock 1

68.180.228.175 [lhited Sates 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1

46. 19. 86. 244 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1

217.132.133. 161l srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/xnmrpc. php B ock 1

. . S Uhtraceabl e Gonnection - Protocol violation

109. 66. 115. 30 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN (LI ENT CERTI FI CATE REQUEST) None 1

213. 8. 204. 33 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1

87.68.156.211 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462-he/ atal . aspx  |B ock 1

79.181.164. 151 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wan aka.idf.il/gius Bl ock 1

Russi an . ] Paramet er Type M ol ati on PageNumin

188.64.171.181 |_ o0 o 147.237.77. 216 |dover.idf . il v i df i 1/ 1398- en/ dover . aspx B ock 1
. . Unaut hori zed URL Access to

149.88.112. 228 |l st ael 147.237.72. 156 [anan. i df . i | wawe anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock !

64.87.23.55 Lhited Sates 147.237.72. 156 |anan. i df . i | Mil tipl e signatures from64.87.23.55 Bl ock 1

109. 64.102. 75 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1

31.210.188. 106 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1

217.132.133. 161l srael 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 1

207. 241. 237. 240|Wnited Sates 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock 1

84.110.39.221 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1

! . . . Unknown HTTP Request Method qA?AA?AZ"*pAe A«[ [ #31] ] AEAf

169. 229. 3. 91 Lhited Sates 147.237.0.19 |[madi matal .idf.il K] dACAAAG] [ #14] ] 6A—+KA%] [ #0] ] AccaSA»AsA%od» i n URL B ock 1
: . . Unaut hori zed URL Access to

68.180.231.40 |thited Sates |147.237.77.74 [lawidf.il v | aw i df i1/t enpl at es/ news/ yout u. be/ dsh2chaxxt 0 B ock 1

46. 19. 86. 249 | srael 147.237.77.243|nobi | e.i df . i | Dstributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 1

. . D stributed Unaut hori zed LRL Access on
109. 160. 243. 123| sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
89.138.72.41  |israel 147.237.72. 166 |aka. i df . i | tnknown Par amet er __V1 EWETATEENCRYPTED i n None 1
wwy aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx

2. 54. 160. 134 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1

213. 8. 204. 40 I srael 147.237.77. 170 |naar achot . i df . i | D stributed PHP A tenpt B ock 1
. . Unaut hori zed URL Access to

79.182.149. 135 |lIsrael 147.237.76.86 [navy.idf.il v vy, i cf i 1/si p st oragel 1 es/ O si 7e338x0/ 1620 | pg Bl ock 1

188. 64. 171. 181 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.i df .i | Paraneter Type Molation SortOr in wwidf.il/1398en/ dover.aspx |B ock 1

169.229. 3. 91 Lhited Sates 147.237.0.19 |nadimatal .idf.il Abnorrmal | y Long Request net hod B ock 1
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