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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3075

85. 130. 251. 227 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets dr op 9

85. 130. 251. 227 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

151. 80. 109. 172 Italy 147. 237.76. 86 navy. i df il Bl ock Wdp All Nets drop 1

58. 47. 24. 95 Chi na 147.237.76. 176 test.ncore.idf.il |B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
195.34.150. 18  [147.237.77.216 [Austria dover.idf.il Tehila - Perl LW with fake user agent 3
222.186.34.177 |(147.237.0.17 Chi na mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
37.26.147.136  [147.237.0.19 I srael madi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
210.117.121.60 [147.237.0.16 Korea, Republic of |ny-kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76. 147 |China chi nuch. aka. i df . | ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.8. 24 Wited Sates e.lifestyle.idf.il ET SCAN NVAP -sA (2) 1
119. 81. 188. 158 |147.237.77.235 |Hong Kong svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.34.177 [147.237.76.176 |China test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.195 |147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.34.177 |147.237.76.38 |China eeneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
50. 240. 184. 154 [147.237.77.233 |Lhited Sates atal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
222.186.34.177 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
50. 240. 184. 154 [147.237.77.233 |lhited Sates atal.idf.il ET SCAN NVAP -f -sS 1
210.117.121.60 |147.237.0.16 Korea, Republic of |ny-kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 4096 1
1.9.12.26 147.237.76.86 |Milaysia navy.idf.il ET SCAN NMVAP -sS w ndow 1024 1
198. 20. 69. 74 147.237.76.34 |uhited Sates yohal an.idf.il ET DRCP Dshiel d B ock Listed Source 1
183. 60. 48. 25 147.237.76.201 |China eatal .idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237. 8. 46 Wited Sates e. chinuch.idf il ET SCAN NVAP -sA (2) 1
159. 8. 109. 19 147.237.77. 243 |Net herl ands nobi | e.idf il ET SCAN NVAP -sS wi ndow 1024 1
222.186.34.177 [147.237.77.216 |China dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
115.182.249. 11 |147.237.8.45 Chi na eeitanidf.il ET SCAN Potential SSH Scan 1
222.186.34.177 |147.237.76.42 |China refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.102.48.195 [147.237.0.16 Net her | ands ny- kosher - kravi .i df . i ET SCAN NVAP -sS w ndow 1024 1
222.186.34.177 |147.237.76.34 |China yohal an. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
50. 240. 184. 154 [147.237.77.233 |lhited Sates atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
reamn ine: TCP Invali i i Ssi

77.127.135.136 |israel 147 237, 76. 200 |ei tan. akaiof.i1 | €A NG Engine: TCP Invalid|invalid segnent retransnission dr op 120
Ret ransm ssi on Packet dr opped.

176.13.19. 10 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 47

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi

85.64.112.177 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Inval id segnent retransmssion. | . 36
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

141.8.132.112 |Russian Federation |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. |, 15
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

84.108.75.26  |Israel 147. 237.72. 166 |aka. i of .11 9 =g Inval id segnent retransmssion. | . 12
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi

109. 253. 209. 150|1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.

66.249.81.198 |Lhited States 147.237.0.34  |tikshuv.idf.il drop First packet isn't SW drop 11

5.29. 85. 135 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence nonitor |10

46.117.175. 126 |[lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid i i ssi

46.19.86.197  |israel 147. 237.72. 166 |aka. i of .11 9 =g Inval id segnent retransmssion. | . 9
Ret ransm ssi on Packet dr opped.

93.172.227. 234 |l srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |[reject 9

reamn ine: TCP Invali i i Ssi

79.183. 124. 218 |Israel 147. 237.77. 243 |nobile. i f . | Streaming Engi ne: TCP alid|invalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.

185.120. 126. 34 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9

46. 19. 86. 255 I srael 147.237. 77. 216 [dover.i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
Sreamng Engine: TCP Invalid i i ssi

66.249. 88.196 |Uited Sates 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Inval id segnent retransmssion. | . 8
Ret ransm ssi on Packet dr opped.

5. 29. 85. 135 | srael 147.237.72. 156 |anan.idf.il drop First packet isn't SYN drop 7

46.19. 85. 232 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreamng Engine: TP Invalid i i ssi

79.183.125. 165 |Israel 147.237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.

46. 19. 85. 232 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

149.78.143.58 |l srael 147. 237.77. 243 |bi le. i f . i1 9 =g Inval id segnent retransmssion. | . 6
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

109. 253. 135. 127|l srael 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.

41.33.232. 66 Egypt 147.237.77. 216 [dover.idf . i Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |nonitor 6

109. 64. 13. 4 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6

37. 60. 150. 225 g";'cis;i'géa” Tertitoy,ly 47 237.77. 216 |dover. i of . i1 drop First packet ism't SWN drop 6

66.249.81.201 |lhited Sates 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi

109. 253. 216. 70 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.

5.29. 85. 135 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 5

31.210. 186. 139 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5

5.29. 85. 135 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 5

5.29. 85. 135 I srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber nonitor |5

46.117.73.249  [Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4

174.37.194. 144 |Wnited Sates 147.237.8.27 |e.madimatal .idf.i[Geo-| ocation enf or cenent ﬁ?olrggi'n?” I nbound drop 4

185.120. 126. 8 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 4

5.22.135. 247 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi

46.19.86.196 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. | . 3
Ret ransm ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i SSi

185. 120. 125. 21 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransnm ssi on Packet dr opped.

31.210. 186. 139 |Israel 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber noni t or

46. 19. 86. 255 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi

77.127.202. 177 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. | . 3
Ret ransm ssi on Packet dropped.

66.249.81.204 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i SSi

83.130.108.90 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransnm ssi on Packet dr opped.

37.26.146.210 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni tor |3
Sreanming Engine: TGP Invalid i i sSi

79.182.59.194 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.

109. 64. 13. 4 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber aert 3

37.26.148.248 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i SSi

80.178.17.53  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransnm ssi on Packet dr opped.

195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor |3
Sreanming Engine: TGP Invalid i i sSi

79.183.56.54  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
109. 253.158.5  [Israel 147.237.0.19 |nadimatal .idf.i Igg'\gg’ loé&tge Sane Response (bde (404) in Session from Bock [318
109. 253.158.5 [l srael 147.237.0.19 |nadimatal .idf.i Igg_'\gg fés_tge Sane Response (pde (403) in Session from Bock [124
109. 253.158.5 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 124
2.54.1.184 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 53
37.26.147.136 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 49
109. 253. 200. 109l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 29
46. 19. 85. 213 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 9
2.54.131. 144 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 7
5.29. 224. 140 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
109. 253. 213. 133|l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
212.76.98.123 |[Israel 147.237.72. 166 |aka. i df . i | Miltiple Malformed URL from 212. 76.98. 123 B ock 5
212.76.98.123 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gbde Character in Header Nane from212.76.98.123 |B ock 5
212.76.98.123 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unknown HTTP Request Method from 212. 76. 98. 123 B ock 5
212.76.98.123 [Israel 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte Code Character in Mthod from 212. 76. 98. 123 B ock 5
212.76.98.123 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tiple Milformed HITP Header Line from212.76.98. 123 B ock 5
212.76.98.123 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal Iy Long Header Line from212.76.98. 123 B ock 5
212.76.98.123 [Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 212.76.98. 123 B ock 4
80.246.136.96 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.163 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
46.19.85.1 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.183. 125. 165 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
37.26.147.136 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 3
2.54.136.28 I srael 147.237.72.166 [aka. i df . i | \;P\war\wax;eir df???/?alj);/\ga(zhii/?r;giisrt]rati onw zar d/ regi st er. aspx None 2
93.172.117.219 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
217. 132. 149. 106|l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka. idf.il/main/giyus/controls/atuda/ A |B ock 2
212.76.98.123 [Israel 147.237.72. 166 [aka. i df . i | Mil tiple NLL Character in Header Nane from 212.76. 98. 123 B ock 2
176.13. 4. 191 | srael 147.237.77.243|nobi l e. i df . i | Unhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock 2
212.76.98.123 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from212. 76.98. 123 B ock 2
212.76.98.123 [Israel 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Method from212. 76. 98. 123 B ock 2
212.76.98.123 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qbde Character in Header Val ue from212.76.98.123 |B ock 2
84.109.69. 188 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
212.76.98.123 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \ersion from212. 76. 98. 123 B ock 2
77.126.12. 67 | srael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul l et 1. gi f  |B ock 1
Macedoni a, the
31.11.112.119 |Former Yugoslav |147.237.77.74 |lawidf.il PHP At tenpt B ock 1
Republ i ¢ of
149. 88. 153. 140 |Israel 147.237.77. 216 |dover . i df . i | \'\/‘iJ'OtIi aﬂl ; o?{;;f?&%iﬁgﬁ&_ﬁﬁf;%ﬁf (Prot ocol None |1
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
109. 253.158.5 |l srael 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session B ock 1
109. 64. 13. 4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
46.19. 85. 228 I srael 147.237.77.216|dover . i df . i Mal formed URL 22 B ock 1
195. 154. 226. 90 |France 147.237.0.34 |tikshuv.idf.il Mitiple Illegal HITP Version from195. 154. 226. 90 B ock 1
79.183.125. 165 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
NULL Character in Paraneter Name ZAca€) xx{[#25]] A2a€; >A [[#5]] A¥a€
™ AZK[[#16]] gx2G vOVag [ [#0]] Ax &€t A2agi xT[#22]] 2P [#0]]AS
212.76.98.123 [Israel 147. 237.72. 166 |aka. i df . i | gﬂgﬁ&iﬁ?gfﬂ [ézjy[ ?ﬁ;é}‘][ [ S TIHOITTTHBI T AGXPAE - g o |y
PO [[#26]]1[[#26]]1Or[[#3]] A Qy [[#25] ] {*>-a2n[ [ #4] ] AgAce
[[#3]] sO/A] [ #12] ] ETA; ° O/A?s34,0] [ #14] ] xf* 2A2Axf r 9] e
37.26.148. 144 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176.13.1.51 I srael 147.237.77.243|nobi l e.i df . i | Distributed Lhaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex B ock 1
Uhknown Paraneter catld in
109. 253. 158. 84 |Israel 147.237.72. 166 |aka. i df . i | w aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ mast er / f avi con. gi |None 1
f
68.180.228.112 [lhited Sates 147.237.77. 216 |dover.i df.il Par anet er Type M ol ati on PageNumin waw i df . i|/1381- he/ dover . aspx B ock 1
212.76.98.123 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in Query Sring from212.76.98.123 |B ock 1
Illegal Byte ode Character in Query String Q#I[[#17]] At@™
212.76.98.123 |Israel 147.237.72. 166 |aka. i df . | f;:igfif;gﬁii;i&[XZZA?]][?5#[3’;6]][][A;q%]?lﬁtng;@“w on nxTa€  lgoek 1
AEN[[#12]]: [[#26] ][ [#15]] v! bA xf
109. 67. 141. 167 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx B ock 1
46.117.239. 198 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
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