01-22-2016-13:04:09 to 01-22-2016-14:04:09

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
2, 400+,
1, 800+
- B dover.idf.il
1, 2004" M aka. idf.il
M refuah.idf.il
; Baan.idf.il
Number 6007 B nadi matal.idf.il
micks | M navy.idf.il
0- S & & N .- «- N \":\ ,\U M nat pash.idf.il
Y ﬁ 3 ° @1\6 KR RN M robi | e.idf i
& ¥ F & A N @’* v chanat z. aka. i df . i |
° <@ S SRS R PN — o
> SN M ishurimaka.idf.il
& \{\é@r 3
&
Top Tar get
[Top Attackers |
MW 167. 114. 156. 16
141. 8.132. 112
¥ 84.109. 7. 149
41. 33.231. 90
Nuré,ber M 176. 228. 15. 90
At acks M 41. 207. 24. 206
7l 82. 145. 216. 147
W 109. 64. 206. 101
46. 19. 85. 100
S S K3 Q > S > Il 37. 26. 149. 213
N & v N N v
. vV > AN &
g A- - )
U I L
SO ARCOS S
¥ N

Top Attackers



01-22-2016-13:04:09 to 01-22-2016-14:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3110
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HITP Page H ood Attack f orward 1380
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 64

85. 130. 251. 227 I srael 147. 237.72. 156 anan. i df.il Bl ock Wdp All Nets drop 3

85. 130. 251. 227 I srael 147. 237.72. 166 aka.idf.il Block Udp Al Nets drop 3
221.176. 148. 150 Chi na 147.237.76. 30 hi nush. i df .i | Bl ock_Ulp Al _Nets drop 1
221.176. 148. 150 Chi na 147.237.76. 31 nakchal .idf.il |B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
151.236.51.169 |United Kingdom |147.237.72.166 |aka.idf.i|[0025: HITP. access to adninistrator/index. php -> Quarantine B ock 1
174.34.135.242 |thited Sates 147.237.72.166 |aka.idf.il|Cl06: HITP. najestic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste \Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
212.106.77.23 |147.237.77.216 gcisgiigéa” Territory: Noover.idr.il |ET SCAN NVAP -SA (2) 2
212.179.227.181|147.237.8.45 |[lIsrael eeitanidf.il |ET SCAN NVAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237. 76. 176 |Latvi a test.ncore.idf.ifET SCAN NMAP -sS wi ndow 1024 1
162. 222. 185. 165[147. 237. 76. 198 [Lhited Sates e.yohal an.idf.i|ET SCAN Potential SSH Scan 1
162. 222. 185. 165[147. 237. 76. 34 |Lhited Sates yohalan.idf.il |ET SCAN Potential SSH Scan 1
159. 122. 111. 166|147. 237. 72. 217 [Net her | ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 222. 185. 165[147. 237. 76. 86 [Lhited Sates navy.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.0.35 |Lhited Sates akavs. i df .i | ET SCAN Potential SSH Scan 1
116, 117, 253. 243|147 237 77. 61 |cni na & cogat. i o1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

Ste

Signature

Devi ce

Country

Action

Ret r ansm ssi on

Packet dropped.

Russi an o Streaning Engine: TCP Invalid [invalid segrent retransmission.
141.8.182.112  [C oo 147. 237. 72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 81
o SWNretransnmit wth different .
84.109. 7. 149 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |38
41.33. 231. 90 Egypt 147.237.77. 216 |dover . i df i | drop SAMrule drop 30
82. 145. 216. 147 |Eur ope 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
109. 64. 206. 101 |l srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SYN drop 18
79.179.33.8 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
109. 66. 35. 67 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 12
109. 253. 197. 165 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo 1
wi ndow scal e
167. 114. 156. 16 [Canada 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 11
41.207.24.206 |Qote Dlvoire |[147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TCP Invalid i i ssi
185. 27. 105. 140 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
109. 160. 240. 34 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
84.110. 144. 208 |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
84.109. 112. 150 |Israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dropped.
84.94.164. 224 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 7
37.46.39. 85 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |7
149.78.239.58 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 6
2.52.161.55 I srael 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 236 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber monitor |6
149.78.239.58 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TQP Invalid i i ssi
80.246. 136. 131 |Israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
192. 198. 151. 45 |Europe 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 27 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 6
46.19. 85. 27 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
37.26. 149. 213 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 6
46. 19. 85. 236 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 6
Sreaning Engine: TGP Invalid i i ssi
79.177.122.74  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 145 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber monitor |5
158. 69. 215. 7 Lhited Sates |[147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.121.80.243 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
85.130. 139. 253 |[Israel 147.237.76.30 |hinush.idf.il dr op Frst packet isn't SN drop 5
46.19.85.16  [Israel 147.237.77. 226 | "}" chamatz.aka.1df |pad TGP sequence Inval i d ACK nunber moni tor |5
5.102. 254. 41 | srael 147.237.72. 156 |anan.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TGP Invalid i i ssi
192.198. 151. 37 |Eur ope 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
188. 120. 148. 170|I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.161.55 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
41.207.24.206 |Qte Dlvoire [147.237.77.176 |natpash.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
37.26.149.213 [israel 147. 237.72. 166 |aka i f . i Bad TCP sequence SINGAKC retransm t with moni tor |4
di fferent w ndow scal e
46. 19. 85. 128 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |4
185.3.147.118 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nenitor
46.19. 85. 16 I'srael 147.237.77. 226 "} chanatz. aka. 1df 1paq TOP sequence Invalid ACK nurber aert 4
Sreaning Engine: TQP Invalid i i SSi
149.78.143.43 |israel 147.237.77. 234 |hal ag. i f .| 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.149.213 [Israel 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TGP Invalid i i ssi
46.19.85.100 | srael 147. 237. 77. 243 |mobi l e, i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.179.31.232 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 65. 105. 140 |1 srael 147.237. 72. 166 |aka.i df .1 9 =g Invalid segnent retransmssion. |, 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.228.15.90 |Israel 147.237.0.19 |madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 28
46. 19. 85. 100 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bock |10
192. 198. 151. 44 |Eur ope 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
2.54.0.51 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
2.52.161. 55 I srael 147.237.72. 167 i shuri maka. i df . i|untraceabl e SSL Sessi ons: Qpen Mbde None
. . D stributed Lhaut hori zed URL Access on
213.57.53.217 |l srael 147.237.72. 166 |aka. i df . i | wiww aka, i o i 1/ i 1V gi yus/ cont rol s/ at udal A Bock [2
. . Unaut hori zed Met hod GPTI ONS for
178.125.196. 218|Bel arus 147.237.72. 166 [aka. i df . i | viw aka. i df . i | / mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 2
80. 246. 136. 131 |Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to mobil e.idf.il/nekudot/i ndex Bock |2
79.183.151. 112 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 79. 183. 151. 112 B ock 1
109. 253. 220. 43 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66.249.93.180 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter gws_rd in ww aka. i df.il/mai n/ hone/ def aul t. aspx None 1
Lhi ted . . D stributed Unauthori zed URL Access on
107.178.194.83 |g o 147.237.77. 216 |dover . i df .il Wi i dff i 1/ 1133- 22635 he/ dover . aspx. Bock |1
. - SS. Lhtraceabl e Gonnection - Protocol violation
85.130.241.76  |Israel 147.237.77. 216 (dover. i df .i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
41.207.216. 181 g’ltfoi o |147-287.77.216 dover.idf.il Enail collector robots 14 Bock |1
157. 55. 39. 137 Lsh'mt:: 147.237.77.216|dover . i df . i | Mil ti pl e Unaut horized URL Access from 157. 55. 39. 137 B ock 1
84.109. 7. 149 | srael 147.237.76. 42 |refuah.idf.il UWnhaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
109. 186. 185. 69 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df.il/mai n/ sachar/vi ewpayslip.aspx  [Bock |1
79.178.125.94 [Israel 147.237.77.216|dover. i df . il Ostributed PHP At tenpt B ock 1
46.117. 42. 56 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL B ock 1
89. 216. 77. 209 147.237.77.74 |lawidf.il Distributed Unauthorized LRL Access on wwwy | aw i df.il/xnmrpc. php Bock |1
37.26.146.135 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 1
85.130.241.76 |lsrael 147.237.77.216|dover. i df . i | Distributed Unknown HTTP Request Met hod Bl ock 1
79.183. 151. 112 | srael 147. 237.72. 166 |aka. i df . i | tl.lfws:tt horized URL Access to www aka. i df.il/adguard-aj ax-api/injections/web of B ock 1
132. 74.151. 127 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |g o 147.237.77. 216 (dover.idf .il v i df i | / 1133 22461- hel dover . aspx. Bock |1
68. 180. 228. 112 g];::: 147.237.77.216|dover . i df .i | Paranet er Type M ol ati on PageNumin ww i df . i|/1806- he/ dover . aspx Bl ock 1
87.69.252.212 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
41.207.216. 181 CDbltfoi e |147-237.77.216 dover.idf.il eMii | Hoar di ng B ock 1
192.198. 151. 44 |Eur ope 147.237.72. 166 |aka. i df . i | Lhknown Paraneter anp;t in v aka.idf.il/nai n/kapatz/scri ptresour ce. axd None 1
157. 55. 39. 137 ;ﬂ;ttee: 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawidf.il/tenpl ates/articl e/ watch Bl ock 1
84.109. 165. 142 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 253. 197. 165]I srael 147.237.76.42 |refuah.idf.il D stributed Lhaut hori zed URL Access on 147.237. 76. 42/ styl e/ shared/ reset . css |H ock 1
79.178.125.94 |[israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
46.120.229. 174 |Israel 147.237.0.19 |nadi matal .idf.il|Suspi cious Response Code Bock |1
93.172.153. 167 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Unhknown SSL Sessi on None 1
37.26.149.192 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
185. 3. 147. 200 |l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
Il1legal Byte Qode Character in Header Nane ! ACH [#14]][[#3]] A+ARRA; A"A™
Al [[#15]] A2D [ #3] | A2 A—A™AAAEAUAAA%[ [ #22] ] 1[ [ #20] ] AtA-*[[#12]] _A
Az A"AUA™MgAZEA'A! AsqAEAEA»ZV, MASI[ [ #16] ] sA¢\ AzJBBA-A%.@ A"
. . ha~MkA...A>AEAE[ [ #25] 1 A® St [[#7]] [ [#19] ] AVA\ AYA¥AcAS" mVA" Avd»A'Ac
85.130.241.76 |l srael 147.237.77. 216 (dover. i df . i | [[#2]] A\ AASASVAA Av( Ace] [ #29] ] [ [ #28] ] GAYAYXI A¥LAfA+#eA AqAq AZ Bock |1
LA-[ [ [#31] ] hAe sA; AvASA—A; 61 A [ [#5]1{[[#6]] NQA[[#2]] ASAL. Apr[[#17]] AS
[[#3]] a+A°38[ [ #27] ] A%AYAYZA° ATA-nA...As z* AMASA-A“A-
At ARAY[ [ #25] ] A- A AVl WAL [ #5] ] A2(J[ [ #21] ] Ao A?[ [ #14] ] A7 J[ AVA»+CDA
80. 246.130. 21 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bock |1
149.78.143.43 |Israel 147.237.77.234|hal ag. i df . i | Suspi ci ous Response Code Bl ock 1
109. 67. 137. 226 |l srael 147.237.72. 156 |anman. i df . i | Unaut hori zed URL Access to waw anman. idf.il/https:/ww anan.idf.il/ Bock |1
77.125.99.228 [Israel 147.237.77.243|nobi | e. i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex B ock 1
89.138.172.36 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46. 19. 85. 54 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
207. 46. 13. 190 g"alt:g 147.237.77. 216 |dover. i df .il Unaut hori zed URL Access to 147.237.77.216/ Bock |1
5.29. 6. 190 | srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to v idf.il/https:/wanidf.il/ Bl ock 1
173.236.172. 8 ;h;:ee: 147.237.76. 42 |refuah.idf.il Uhaut hori zed LRL Access to refua.atal .idf.il/wp-admin/ B ock 1
85.130.241.76 |lsrael 147.237.77.216|dover. i df . i | Abnornal |y Long Header Line request header nane Bl ock 1
109. 253. 199. 174/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
79.180.190. 186 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 1
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