01-22-2016-11:04:04 to 01-22-2016-12:04:04

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

M dover.idf.il

M aka.idf.il

Meitan.aka.idf.il

M nadi matal .idf.il

M hi nush.idf.il

M ishurimaka.idf.i

I aman. i df . il

B rat pash. i df .|
atal.idf.il

B nobile.idf.il

|Top Targets |
2, 000"
1, 500"
1, 000"
Nunber
a
Attacks
Y & S S ; & ' s : &
- ° > rsl‘{‘y\ %’\ ’.\6\ > '.\& N &’\ o S
¥ TS E S S
S '\'Z’S\ Q& N & R &
&y s &
& )
Top Tar get
[Top Attackers |
e
Nunber
a
At tacks
1 Q Q A No) ©
N R RN
S NG R
£V ™ Y
Vo o LYW
o > N ¢
) Vv

Top Attackers

M 167. 114. 156. 16
37.26. 146. 169
I 37.26.147. 135
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3057
123.249. 56. 174 Chi na 147.237.76. 38 e.e.neitav.idf.il |JLM Under_Attack_Con_Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Quntry Target Address |Site |Sgnat ure Devi ce Action |Oount
159. 253. 145. 150 Lhited Sates 147. 237.76. 30 hi nush.idf.il Q095: Suspi ci ous Addresses MFA Per mit 47
159. 253. 145. 150 Lhited Sates 147.237.77. 216 dover.idf.il QD95 Suspi ci ous Addresses MFA Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
61.240.144. 64 |147.237.0.15 |China kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.77.170|Wited Sates |mmarachot.idf.il ET DRCP Dshield B ock Listed Source 1
159. 8. 109. 19 147.237.76.196 [Netherl ands  |e.sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
119. 81. 188. 158 [147. 237. 76. 196 |Hong Kong e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 113 |147.237. 76. 177 |krai ne ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 64 |147.237.76. 198 |Chi na e.yohal an. i df .i ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
61240 144.64 1147 237 0.17  |ni na mny- kosher -kravi i df.i| ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.19. 86. 38 147.237.76.30 |[Israel hi nush. i df . il ET D5 Large anmount of TCP ZeroWndow - Possible Niller2 1
DDos attack
199. 191. 56. 187 [147.237.76.38 |lLhited Sates [e.e.neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237.76. 38 |Latvia eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
182.72.109. 162 |147.237.77.234|India hal ag.i df.il ET SCAN NMAP -sS wi ndow 1024 1
159. 8. 109. 19 147.237.0.34 |Netherlands  |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95.211. 239. 230 |147.237.72.156 |Netherlands  |aman.idf.il G5 OTHER G sco | G5 HITP configurati on attenpt 1
91.201. 236. 113 |[147.237.76. 177 |krai ne ncore.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
61.240. 144. 64 [147.237.0.33 [China idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret r ansnm ssi on

Packet dr opped.

37.26.146.169 |lsrael 147.237. 76. 200 |eitan. aka. i df .i | > dro 84
Ret ransm ssi on Packet dr opped. P
Sreamng Engine: TCP Invalid i i ssi
37.26.147.135 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 60
Ret r ansn ssi on Packet dr opped.
41.141.1.42  |Morocco 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SWretransmt with different monitor |55
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
213.140.59. 136 |Ageria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
212.179.225.7 |Israel 147.237. 72. 167 |i shuri maka. i of .i [dr op First packet isn't SWN drop 16
46. 19. 85. 220 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 14
reamng BEngine: TCP Invali i i ssi
46.19.85.138  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
46. 19. 85. 30 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber noni t or 10
108.27.145.222 |Wited Sates [147.237.77.176 |matpash.icf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 9
reamn ine: TCP Invali i i ssi
2.52.10. 167 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dr opped.
46. 19. 86. 38 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 9
46. 19. 85. 140 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 8
46.19. 85. 91 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 7
5. 29. 85. 135 | srael 147.237. 72. 156 |aman.i df .i | dr op First packet isn't SYN drop 7
Sreanming Engine: TCP Invalid i i Ssi
66.249.78.146 |Wnited Sates  |147.237.72.166 |aka i df.il 9 =g Invalid segnent retransmssion. g o, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.207 |israel 147.237.76. 200 |6 tan. aka. i of . i 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
37.26.148.171 [Israel 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
37.26.146.169 |l srael 147.237.8.45 |ecitanidf.il [SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
37.26.148.135 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
reamng BEngine: TCP Invali i i ssi
94.159. 141. 141 |Israel 147.237.77. 203\ e i o1 | &M NG Bngine: TQP Invalid finvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.80.38.209 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
54.244.22.103 |lhited Sates 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 6
108. 27.145. 222 |lhited Sates 147.237.77. 176 |nat pash. i df . i dr op Frst packet isn't SN drop 6
91.135.102. 186 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [noni tor 5
83.247.89.101 |Netherl ands 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |4
77.87.228. 69 Ger many 147.237.77. 176 |natpash.idf .il  |drop First packet isn't SWN drop 4
5.29.85.135 I srael 147, 237. 72. 156 |anan. i df . il Bad TCP sequence noni t or 4
37.26.148.226 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence monitor |4
188. 120. 148. 172/l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 4
5.22.135. 222 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |4
reamng BEngine: TCP Invali i i sSi
37.46.38.57 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dr opped.
46. 19. 85. 39 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
Sreanming Engine: TGP Invalid i i sSi
176.13.19. 233 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 4
Ret ransnm ssi on Packet dr opped.
46. 19. 86. 47 I srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Invalid AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
217.132.11.98 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Russi an S Streaning Engine: TCP Invalid |invalid segnent retransnission.
178.154.189. 201 o~ 147.237. 72. 166 |aka.i df .i Ret r ansm ssi on Packet dr opped. drop 3
Sreaming Engine: TCP Invalid i i ssi
2.54.146.35 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
37.26.146.169 |[Israel 147.237.8.45 |eeitanidf.il [Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TP Invalid i i ssi
79.182. 14,208 | srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
109. 253. 201. 150|I srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
2.54.23.148  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
46.19. 86. 86 I'sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
5.102. 254.123 |l srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TGP Invalid i i sSi
46.19.86.163 |l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
2.52.43.174 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TCP Invalid i i ssi
2.54.33.17 I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.33.17 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 29
2.54.148.171 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 12
2.54. 14. 208 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 10
185.32.179.22 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 9
185.32.179.54 |lIsrael 147.237.77.243|nobi l e.i df . i | Mil ti pl e Unaut horized URL Access from 185. 32, 179. 54 B ock 7
37.26.146.169 |[Israel 147.237.76.200(ei tan. aka. i df . il [Miltiple Unauthorized URL Access from 37.26. 146. 169 Bl ock 6
132.70. 66. 13 | srael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 7/ 112427. pdf Bl ock 2
2.52.16.9 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
82. 80. 53. 59 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 253. 195. 143l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
79.179. 30. 23 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
80. 246. 137. 151 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46.120.98.156 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
40.77. 167. 49 ;ﬂ;ttee: 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wwwidf.il/tenplates/articlelylcebown67a B ock 1
84.108.184.59 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to waw atal .idf.il/xnirpc. php B ock
2.54.24.65 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
Unaut hori zed URL Access to
212.76.106. 247 [Israel 147.237.77. 170 |maar achot . i df . i | [mearachot. i df.il/pdf/files/5/ 113085. pdf &sa=u&ed=0ahukewi pv9nzkr 3kahu |[B ock 1
dc3i khbukdui gf ggkmae&usg=af gj cngyvnf wf ncOlonsnv1gxgbnncwibqg
80. 246. 139. 145 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
68. 180. 228. 112 g;g: 147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin v i df . i|/1133- he/ dover. aspx Bl ock 1
46.19. 86. 130 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
104. 128. 144. 131|Canada 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ redi r ect . php Bl ock 1
84.108.184.59 |[lsrael 147.237.76.31 |nakchal .idf.il |Ostributed Uauthorized URL Access on waw nakhal .idf.il/xnrpc. php B ock 1
2.54.147. 252 I srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/client_204 B ock 1
. . O stributed Unaut hori zed URL Access on
188.138.61.79 [Germany  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
71.161. 114. 179 ;“;tteeg 147.237.77.216|dover. i df . il D stributed Unhaut hori zed LRL Access on waw i df .il/xmrpc. php Bl ock 1
157. 55. 39. 70 g‘;tt:: 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/yohal an/ news/ news. asp B ock 1
66. 249. 64. 48 I srael 147.237.77. 170 |ma@ar achot . i df . i | |naut hori zed URL Access to 147.237.77.170/ pdf/fi | es/ 1/ 105641. pdf B ock 1
40. 77. 167. 64 g];::: 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/main/ giyus/ v navy. i df.il Bl ock 1
84.228.150.42 |lsrael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.27.27 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
212.199.57.197 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
68. 180. 230. 29 LSthlatt:sd 147.237.77. 176 |nat pash. i df . i|  [Paraneter Type Violati on PageNumin waw cogat . i df.il/1043-he/ cogat.aspx |Bl ock 1
. . . Distributed Lhaut hori zed URL Access on
109.163.234.5 [Romania  |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
46. 19. 86. 174 | srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.108.184.59 [Israel 147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock 1
2.54. 147. 252 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
2.52.138.63 | srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
193. 254.206.6 |l srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 193. 254, 206. 6 B ock 1
79.178.99.168 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Lhited . . . Distributed Lhaut hori zed URL Access on
173.252.90.86 g ot o 147.237.0.34  [tikshuv. i df. i1 |10 530"0 3/ si b storagel fil es/ 4/ si 2e220x0/ 1744. | pg Bock 1
66. 249. 64. 58 | srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf / fil es/ 0/ 112900. pdf B ock 1
41.141.1.42 Mor occo 147.237.77.216|dover . i df . i Distributed Wauthorized URL Access on 147.237.77. 216/ Bl ock 1
94.159. 141. 141 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
84.108.184.59 [Israel 147.237.0.34 [tikshuv.idf.il [PHP Attenpt Bl ock 1
213.57.157. 210 |lsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
71.161. 114. 179 ;“;tteeg 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
. . . Unaut hori zed URL Access to
185.32.179.54  |Israel 147.237.77. 243|mobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock !
46.120. 68.255 |Israel 147.237.77. 170 |maar achot . i df . i | [Distributed PP Attenpt B ock
84.108.184.59 [Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 84. 108. 184. 59 Bl ock
2.54.11.88 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 1
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