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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3082
216.177.129.21 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 70
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
14.208. 125. 151 Chi na 147.237.76. 148 gogcenter.aka.idf.il |JLM Under Attack Con Tcp drop 2

185. 130. 5. 224 147.237.76. 198 e.yohal an.idf.il Bl ock Udp Al _Nets drop 1

185. 130. 5. 224 147.237. 76. 30 hi nush. i df . i | ock Wp Al _Nets drop 1

185. 130. 5. 224 147.237. 76. 42 refuah.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

149. 78. 250. 185 I srael 147. 237.77. 216 dover.idf.il |1633: HTTP: WbDAV Protocol PRCOPFIND Met hod Bl ock 6
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
149. 78. 250. 185 [147. 237. 77. 216 |I srael dover.idf.il |O5- W NDOMS M crosoft Wndows VebDAV propfind access 2
210.23.18.244 |147.237.77. 234 (S ngapore halag.idf.il |ET SCAN NVAP -f -sS 1
14.208. 125 151 |147. 237 76.34 |cni na ohal anidf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T Y "7 |Potential Scan or Brute Force
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201.172.184.94 |(147.237.77.74 |[Mexico lawidf.il . 1
Potential Scan or Brute Force
_ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
187. 161. 226. 122|147. 237. 8. 14  |Mexi co e.orchot.idf.il ) 1
Potential Scan or Brute Force
115.182.17.13  |147.237.77. 179 |Chi na enazi.idf.il |ET SCAN NVAP -sS w ndow 3072 1
93.174.93.181 |147.237.76.42 [Netherlands refuah.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
61.155.203.54 |147.237.76.201|China eata.idf.il |ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 77. 243 |Chi na mobi le.idf.il |ET SCAN NMVAP -sS w ndow 4096 1
61.155.203.54 [147.237.76.31 |thina nakchal .idf.il [ET SCAN Potential SSH Scan 1
210.23.18.244 |147.237.77. 234 |9 ngapore halag.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
, _ . |ET SCAN Behavi oral Uusual 'y fast inbound Tel net Gonnecti ons,
36.224. 6. 68 147.237.76. 30 |Tai wan hi nush. i df . il . 1
Potential Scan or Brute Force
201 172. 184. 94 |147. 237 77 234 |vexi co hel acLi df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T I gt Potential Scan or Brute Force
5.189.146.119 |147.237.0.34 |Germany tikshuv.idf.il [ET SCAN NVAP -sS w ndow 1024 1
_ _ . |ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
186. 113. 212. 233|147. 237. 76. 30 |Col onbi a hi nush. i df . i | ) 1
Potential Scan or Brute Force
119. 81. 188. 158 [147.237.77.74 |Hong Kong lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
_ _ . |ET SCAN Behavioral Uhusual 'y fast inbound Tel net Gonnecti ons,
113.53.129. 198 |147.237.76.30 |Thailand hi nush. i df . i | . 1
Potential Scan or Brute Force
93.174.93.181 |147.237.0.35 |Netherlands akavs.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
61.155.203.54 |147.237.76. 197 |Chi na e hinush.idf.il|ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 77. 243 |thi na mobi le.idf.il [ET SCAN NVAP -sS w ndow 3072 1
61.155.203.54 |147.237.0.34 |China tikshuv.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
216.177.129.21 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 163
Russi an S Streaning Engi ne: TCP Invalid segnent retransmssion.
141.8.132. 112 : 147.237. 72. 166 |aka.i df .i 1 _ o dro 42
Federati on Inval id Retransn ssi on Packet dr opped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Russi an S Streanming Engi ne: TCP Invalid segnent retransmssion.
141.8.184.5 . 147.237.72. 166 |aka. i df .il . .. dro| 30
Federati on Inval id Retransnmssi on Packet dr opped. P
Russi an s Sreaning Engi ne: TCP Invalid segnent retransnission.
141.8.184. 25 : 147.237. 72. 166 |aka.i df .i1 . o dro 24
Federation Inval id Retransm ssi on Packet dr opped. P
S reaning Engi ne: TCP Invalid segnent retransnission
5.170. 24. 187 Italy 147.237. 77. 216 |dover.idf.il . .. ' drop 24
Inval i d Retransmission Packet dropped.
Russi an R S reaming Engi ne: TCP Invalid segnent retransnission.
93. 158. 152. 31 : 147.237. 72. 166 |aka.i df .i1 . o dro 21
Federation Inval id Retransm ssi on Packet dr opped. P
77.127.253.250 |l srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 11
Sreamng Engi ne: TCP i i ssi
46.19. 86. 66 I srael 147. 237. 76. 200 |ei tan. aka. i df . mng Engine: 7 Invalid segnent retransmssi on. drop 9
Inval i d Retransm ssi on Packet dr opped.
77.127. 253. 250 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence SINGAGC retransmt with different Jooyiior o
w ndow scal e
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
79.179.12.247 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engi ne: TCP i i ssi
2.52.172.213  |israel 147. 237. 77. 243 |mobi l e. i f . i mng tngine: ! nvali d segnent retransmssi on. drop 6
Inval i d Retransnission Packet dropped.
54.244.22.103 |Whited Sates 147.237.77. 176 |nat pash. i df . i1 dr op First packet isn't SYN drop 6
Sreaning Engi ne: TCP i i ssi
109. 66. 163. 205 | srael 147.237.72. 166 |aka.i df . i1 mng tngine. nval i d segnent retransmssi on. drop 6
Inval i d Retransnission Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence I'nval i d AGK nunber alert
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or
Sreamng Engi ne: TCP i i ssi
46.116.178. 181 |Israel 147.237. 77. 243 |robi 1 e i of . i | mng Engine: 7 Invalid segnent retransmssi on. drop 4
Inval i d Retransm ssi on Packet dr opped.
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpliant |Failed to handle connection data  [nonitor
41.35.35. 19 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46.19.85.233  |[israel 147.237.77. 226 " chanatz. aka. 10f |paq TOP sequence Inval i d ACK nunber aert 4
216.177.129.21 |Uhited Sates 147.237.77. 216 |dover.idf .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect
46. 19. 86. 143 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19.85.233  |[israel 147. 237.77. 226 "‘?"I’“Cha”atz'aka' 'df 1Bad TOP sequence Inval i d ACK nunber moni tor |4
37.142.64.35 I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber moni tor (4
S reaning Engi ne: TCP i i ssi
209.122. 116. 168|tited Sates  |147.237. 72. 167 |i shuri maka. i of . mng tngine. 1 Invalid segnent retransmssion. drop 4
Inval i d Retransmission Packet dropped.
2.54.170. 169 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engi ne: TCP i i ssi
2.52.170.182  |Israel 147.237.72. 166 |aka. i df . mng Engine: nvalid segnent retransmssi on. drop 3
Inval i d Retransmi ssi on Packet dr opped.
Sreaning Engi ne: TCP i i ssi
157.55.39.219 |lited Sates  |147.237. 77. 243 [nobil e.i cf . i mng tngine. nval i d segnent retransmssi on. drop 3
Inval i d Retransnission Packet dropped.
31.210.187. 234 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
37.142.64.35 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber alert
Sreamng Engi ne: TCP i i ssi
77.127. 253. 250 i srael 147. 237. 72. 166 |aka i of . i mng tngine: nvalid segnent retransmssi on. drop 3
Inval i d Retransnission Packet dropped.
Russi an o Sreaning Engi ne: TCP Invalid segnent retransnission.
146. 185. 234. 48 : 147.237.76.86 |navy.idf.il . o dro 3
Federation Y Inval id Retransnm ssi on Packet dr opped. P
Sreamng Engi ne: TCP '
208.52.161.99 |[Uited Sates  |147.237.77. 216 |dover. i df il 9 =9 TP segnent out of maximum 3
Segnent Linit Enforcenent |allowed sequence. Packet dropped.
S reaning Engi ne: TCP i i ssi
79.179. 134. 202 |Israel 147.237.72. 166 |aka.i df . i mng tngine. 1 Invalid segnent retransmssion. drop 3
Inval i d Retransmission Packet dropped.
77.127.253. 250 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or
141. 0. 14. 201 Eur ope 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engi ne: TCP i i Ssi
109. 64.151. 78 | srael 147.237.72. 166 |aka. i df . mng gl ne. Ivalid segnent retransnssion. drop 3
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
109. 253. 223. 1181 srael 147. 237. 77. 243 |nobil e.i df .i | mng tngine: 7 Invalid segnent retransmssion. -y 3
Inval i d Retransmission Packet dropped.
46. 19. 86. 149 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng Engi ne: TCP i i ssi
79.179. 187. 129 | srael 147. 237. 72. 166 |aka i of . i mng tngine: 1 nvalid segnent retransmssi on. drop 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
37.26.148.223 |israel 147.237.72. 166 |aka. i df . i mng tngine. 1 Invalid segnent retransmssion. drop 3
Inval i d Retransmission Packet dropped.
77.127.253.250 |[Israel 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 3
Sreamng Engi ne: TCP i i ssi
2.54.142.233  |Israel 147.237.72. 166 |aka. i df . mng Engine: 7 nvalid segnent retransmssi on. drop 3
Inval i d Retransm ssi on Packet dr opped.
Sreaning Engi ne: TCP i i ssi
2.52.7.186 I srael 147.237.72. 166 |aka.i df . i1 mng tngine. nval i d segnent retransmssi on. drop 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
91.135.102. 183 |[Israel 147.237.72. 166 |aka. i df . mng Engine: 7 nvalid segnent retransmssi on. drop 3
Inval i d Retransm ssi on Packet dr opped.
Iran, Islanic . . . .
5.221.183.79 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.179. 202. 238 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 180
46. 19. 86. 153 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 142
46. 19. 86. 153 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 137
79.179. 202. 238 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 107
109. 253. 142. 172/l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 82
109. 253. 142. 172I srael 147.237.0.19 |nadimatal .idf.i Igg_'\;;”; ‘ljzzt_ 29728""”9 Response (ode (404) in Session from Bl ock 48
109. 253. 195. 225|I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 48
149. 78. 250. 185 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed HTTP Met hod B ock
149. 78. 250. 185 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/hebrew nakhal /files Bl ock
79. 179 202. 238 |1 srael 147.237.0.19 |madimatal .idf . i ;g(.)ll\%r.lyz(c)); tzgg Sane Response Code (403) in Session from B ock 4
37.26.146.138 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
72.9.148.10  |United Sates  [147.237.76.86 |navy.idf.il m“tngs;' e e a0/ navy. aspx. aspx Bl ock 2
176.13. 9. 137 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
46. 19. 86. 151 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
176.13.18.21 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.178.174.231 [israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.146.198 | srael 147.237.72. 166 |aka. i df . i | %&mﬁ&%‘fﬁfg - Protocol violation None 1
80.178.204.62 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
204.13.201.137 [Uited Sates  |147.237.77.216|dover. i df . il |0 o1 oeC f{';;t;ggggeﬂeﬁvﬁcispf” Bock |1
157. 55. 39. 243 Lhited Sates 147.237.77. 176 [nat paSh idf.il Uhaut hori zed URL Access to 147.237.77.176/ robot s. t xt B ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf .il Paranet er Type Vi ol ation PageNumin vww i df.il/21133-ar/ dover. aspx B ock
146. 185. 234. 48 g;z:;nl on 147.237.76.86 |navy.idf.il Suspi ci ous Response Code B ock 1
2.54.171. 228 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
93. 160. 60. 22 Denrmar k 147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to ww i df.il/newsite/english B ock 1
194. 90. 15. 61 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
66. 249. 66. 36 I srael 147.237.77.74 |lawidf .il Lhaut hori zed URL Access to www | aw i df . i|/540- he/ pat zar/ aspx B ock 1
149. 88. 65. 116 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock 1
37.142.64. 42 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
82.81.35.178 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
208.52.161.99 |lhited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to /nyadnin/ scri pt s/ set up. php B ock 1
173.252.90.249 |[Uhited Sates [147.237.72.166|aka. i df.il Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Russi an ) ) Unaut hori.zed_ URL Access tt_) _ '
146.185.234.48 |_ - - 147.237.76.86 |navy.idf.il ww navy. i df . i1/ tenpl ates/ i nks/1inks. aspx/ tenpl at es/ sendt of ri end/ sendt |Bl ock 1
of ri end. aspx
46.116.178.181 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
2.54.173. 222 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
104. 128. 144. 131|Canada 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ Bl ock 1
195. 154. 226. 90 |France 147.237.77. 176 [mat pash. i df .i| |Illegal HITP \Version HITH Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
157. 55. 39. 85 Uited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wan idf.il/error.htm Bl ock 1
Unknown Parareter docld in
109. 253. 158. 84 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ nai n/ gi yus/ resour ces/ i mages/ nast er/ f avi con. [None 1
gif
45.57.212. 52 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to wan i df.il/newsite/english/docunents. asp |[B ock 1
84.108.213.13 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
212.235.49. 128 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.178.139.88 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.178. 139. 88 B ock 1
60.32.9. 84 Japan 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx Bl ock 1
5.102.194.179 |Israel 147.237.77. 243 |nobi l e.i df . i | Uhaut hori zed URL Access to mobil e.idf.il/nekudot/index B ock 1
107.178.194.83 |Uited Sates  [147.237.77.216|dover.idf . il 0o ToeC f{';;t;ggggeﬂeﬁvﬁcispf” Bock |1
79.179. 202. 238 |l srael 147.237.0.19 |[nadimatal .idf.i|Too Many 403: Response Code per Session B ock
195. 154. 226. 90 |France 147.237.77. 176 |nat pash. i df . il [Mitiple Il1l1egal HITP Version from 195, 154. 226. 90 B ock 1
66.249.78.234 |l srael 147.237.72. 166 |aka. i df . i1 ?Euéggr I7;.e(1‘6;?r;af§/csezsh;?/ resour ces/ i nages/ pdfi con. gi f Bl ock !
157.55.39.152 |wnited Sates |147.237.76.42 |refuah.idf.il Dstributed Unhaut hori zed URL Access on 147. 237. 76. 42/ robot s. t xt B ock 1
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