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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3068
200. 35. 95. 235 \enezuel a 147.237.0.35 akaws. i df .il L4 Source or Dest Port Zero drop 1
201.211.226. 101 \enezuel a 147.237.76. 202 e halag.idf.il [Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Country|Target Addr ess |Site |Sgnature

172. 245. 218. 130 |Lhited Sates 147.237.77.233 |atal . i df . [16798: HITP. Q\U Bash HTTP Header Renote Code Execution Vulnerability |B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 93. 99 147.237.77. 233 Lhited Sates aal.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 93. 95 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
213.204. 101. 24 147.237.76. 86 Lebanon navy.idf.il ET SCAN NVAP -sA (2) 2
184. 173. 48. 221 147.237. 8. 46 Lhited Sates e. chi nuch. i df .i ET SCAN NVAP -sS w ndow 1024 1
146. 185. 250. 2 147.237.77. 243 Russi an Federation nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 93. 91 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
218.246. 0. 97 147.237.76. 34 Chi na yohal an. i df .il ET SCAN NVAP -sS w ndow 1024 1
159. 8. 109. 19 147.237.77. 233 Net her | ands atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.93. 181 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.177.203.190 |[lsrael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 17
46. 19. 85. 19 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor 6
reamn ine: TCP Invali i i SSi
79.180. 184. 228 |l srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
reaming BEngine: TCP Invali i i SSi
149.88.23. 144 | srael 147, 237.76. 200 [ei tan aka i i1 [ SAM NG Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.19.230 |Israel 147.237.77. 243 |nobi le.i o . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
23.113.204.66 |lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18  |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor (4
206.253.226.7 |lWited Sates |147.237.77.176 |nat pash.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 4
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreaming Engine: TCP Invalid i i ssi
2.54.36. 127 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 253. 205. 13 |Israel 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
31.168.67.173 |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
94. 159. 176. 253 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Russi an D Streaming Engine: TCP Invalid [invalid segnent retransnission.
37.9.122.203 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i sSi
87.68.86.165  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183.241.73 |israel 147. 237.77. 243 |mwbi l e, i f . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
31.210.186.24 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nmonitor |3
reamn ine: TCP Invali i i SSi
40.77.167.57  |Wited Sates |147.237.72. 166 |aka idf il Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Russi an Lo Sreaming Engine: TP Invalid [invalid segnent retransnssi on.
178.154.189. 201 ° ~o 147.237.72. 166 |aka. i df i Ret r ansmi Ssi on Packet dr opped. drop 3
reamn ine: TCP Invali i i SSi
212. 143. 233. 144]I srael 147. 237. 72. 166 |aka. i of . i | Sreamng Engi ne: TCP alid invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
87. 68. 86. 165 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
Sreaning Engine: TQP Invalid i i Ssi
157.565.30.173 |Wiited Sates |147.237. 76. 200 [ei tan. aka. i df . g =g Invalid segnent retransmssion. |y 2
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
204.79.180.21 |lnited Sates  |147. 237.72. 166 |aka i of il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
79.179. 3. 148 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
68.180.229. 239 |Lhited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
190. 120. 108. 226 |Argenti na 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST alert 2
213. 204. 101. 24 |Lebanon 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
190. 120. 108. 226 |Ar genti na 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
79.183.27.17 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
66.249.93.239 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 2
Sreanming Engine: TCP Invalid i i ssi
157.55.39.173 |Wited Sates  |147. 237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
68. 180. 229. 239 |Whited Sates 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 2
87. 68. 86. 165 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence noni t or 2
79.179. 3. 148 I 'srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST aert 2
66.240. 236. 119 |Lhited Sates |147.237.0.33 [idf.il drop drop 1
190. 120. 108. 226 |Ar genti na 147.237. 72. 156 |anan. i of .i | Bad TCP sequence SINHAK retransmit with different Jooyior  f1
w ndow scal e
46. 19. 85. 19 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
84.94.67.19 I srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 236|nited Sates |147.237.0.15  [kosher-kravi.idf.i|[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
31.210.186.24 |Israel 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 1
74.82.47.56 Lhited Sates |147.237.76. 177 |ncore.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
68.180.229. 239 |Lhited Sates  |147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber aert 1
109. 186. 129. 58 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 1
46.117. 157. 183 |Israel 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 1
87. 68. 86. 165 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 1
185. 32.179. 161 |Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
40. 77. 167. 69 Lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 1
180. 76. 15. 31 Chi na 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 205. 13 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
93.172.178.231 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
31.210.186.24 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
109. 253. 209. 204 |1 srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
103. 248. 80. 3 I ndi a 147.237.77.74 |lawidf.il PHP Att enpt B ock 2
103. 248. 80. 3 I ndi a 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 2
109. 253. 128. 24 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
109. 253. 140. 78 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.180. 216. 229 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
37.142.64. 42 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
174.129.228.67 |Wited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
] . - O stributed Whaut horized URL Access on
107.77.94.18 Wited Sates |147.237.77.216|dover.idf.il v i df i1/ dover / si t ef nai npage. asp B ock 1
66.249. 78.184 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to ww nakhal .idf.il/ B ock
5.29. 109. 241 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
] . . D stributed Uhauthorized URL Access on
204.13.201.137 [Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
. - - Unaut hori zed URL Access to
61.183. 148. 136 |China 147.237.77. 216 |dover. i df .i | v i df i |/ shar ed/ user cont r ol s/ header upper / B ock 1
176.13.15. 1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
] . . O stributed Whaut horized URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216 [dover.idf.il v i dff . i 1/ 1133- 22461- hel dover . aspx. B ock 1
68.180.228.112 [lnited Sates |[147.237.77.216|dover.idf.il Par aneter Type M ol ati on PageNumin waw i df . il/1398-en/ dover. aspx |B ock 1
5.29.117. 24 I'srael 147.237.72. 166 |aka. i df . i | Dﬂ ;'CE)I e Untraceabl e S Sessions fromS. 29 117. 24 (si gal gs [0S None 1
] . . Unaut hori zed URL Access to
204.79.180.225 |Uhited Sates [147.237.77.176 |nat pash. i df.il v cogat i df i 1/si p storagel i1 es/ 6/ 4616, j pg B ock 1
ny- kosher-kravi .id _ C
66. 249. 65. 232 | srael 147.237.0. 16 il Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ B ock 1
176.13.19.230 |Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.87 |[Wnited Sates |[147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
77.126.63.224  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
31.154.85.115 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
] . . D stributed Uhauthorized URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133 22638- hel dover . aspx. B ock 1
149.78.169. 39 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
ny- kosher -kravi .id , C
66. 249. 65. 239 | srael 147.237.0. 16 £l Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt B ock 1
Russi an . . . ) ]
195. 62. 53. 168 e ot i on 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to /login B ock 1
. . D stributed Uhauthorized URL Access on
77.247.181.165 [Netherlands  [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
Unaut hori zed URL Access to
157.55.39.176 |lhited Sates [147.237.77.170|maarachot . idf.il ww maar achot . i df . i 1/ pdf/ fil es/ 5/ 109335, pdf x3 Al x3 xY Bl ock 1
Ag Avix3 A2- x3 x YAy Avx3 xY A Ayx3 Al x3 x YAy Avx3 xY Ag A
104. 128. 144. 131|Canada 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . Unaut hori zed URL Access to
66. 249.78. 130 I srael 147.237.76.86 navy. | df.il wane navy. i df . i |/t enpl at es/ depar t nent sl obby/ depar t nent sl obby. aspx Bl ock !
198.137.20.59 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/dover/site/ nai npage. asp B ock 1
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