01-22-2016-06:04:06 to 01-22-2016-07:04:06

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

1, 000"
Nunber 7

a 500+"
At acks

M dover.idf.il

M aka.idf.il

Miawidf.il

Meitan aka.idf.il

M mobi le.idf.il

B nat pash. i df .i |

I chi nuch. aka. i df . i

M nadi matal .idf.il
atal .idf.il

M i shuri maka.idf.i

S N . §° s ) :
NN sfb N SR RS > 5§§
N S Y AL SO 3
® & & & & G &
N X Re & O
& NN & N
6{\ .\"o
Top Tar get
[Top Attackers |
/|
2, 000
1, 500-
1, 000-
Nunber g
a
At tacks 500+
0- S o ) A o © %
(%) ,@ © ,{J/ © > éo
& S RS T8 & o
Y q/Q Y ’1,(]/ v v ,{o
- . A\ . A\ A .
N A\ A ) A O Vv
’\‘N '\/f\ © (ﬁo © ok N
NS N S MooRY

Top Attackers

M 167. 114. 156. 16
141. 8.132. 112

¥ 202. 40. 137. 198
41. 33. 231. 90

Il 79. 177. 203. 190

M 40.77.167.64

7 109. 253. 223. 127

M 40. 77. 167. 63
180. 97. 106. 36

M 17. 142. 159. 155




01-22-2016-06:04:06 to 01-22-2016-07:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3060
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il Bock Np Al Net drop 2
180. 97. 106. 161 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237. 77. 205 prishaidf.il bl ock-sp-traf 1 drop 1
79.176. 4. 235 | srael 147.237.8. 24 elifestyle.idf.il B ock Np Al _Net drop 1
180. 97. 106. 37 Chi na 147.237. 76. 200 eitan. aka idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 dr op 1
180. 97. 106. 161 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
80. 82. 64. 37 Net her | ands 147. 237. 76. 202 e halag.idf.il B ock_Udp Al _Nets drop 1
180. 97. 106. 161 Chi na 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237. 72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 161 Chi na 147.237.77.170 naar achot . i df .i | bl ock-sp-traf 1 dr op 1
180. 97. 106. 36 Chi na 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 161 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147. 237. 72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 162 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 37 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il bl ock-sp-traf 1 dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
106. 120. 173. 159 Chi na 147.237.77. 233 atal .idf.il |ClL03: HITP. User Agent Sogou+web+spi der B ock 1
177.185. 192. 77 Brazil 147.237.77. 233 atal.idf.il [5670: HITP. SQ Injection (SELECT) B ock 1

178. 151. 143. 163 Wkr ai ne 147.237.77. 216 dover.idf.il |Cl06: HITP. majestic bot B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

dte

|Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
177.185. 192. 77 147.237.77. 233 Brazil atal.idf.il QA Injection - Select From 3
183. 60. 48. 25 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
172. 98. 200. 237 147. 237.72. 217 eidf.il ET SCAN NVAP -sS wi ndow 2048 1
98.119. 105. 221 147. 237. 0. 200 Lhited Sates rdu, i df i | ET SCAN NVAP -sS wi ndow 3072 1
98. 119. 105. 221 147. 237. 0. 200 Lhited Sates ndu. i df il ET SCAN NVAP -f -sS 1
23.101. 3. 156 147.237.77.19 Hong Kong | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244 147.237.0. 33 Latvia idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 216. 176. 244 147.237.0. 16 Latvia ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237.76. 39 Chi na nobi | . nei tav. i df il ET SCAN Potential WNC Scan 5900- 5920 1
172. 98. 200. 237 147. 237.72. 217 eidf.il ET SCAN NVAP -sS wi ndow 4096 1
172. 98. 200. 237 147.237.72. 217 eidf.il ET SCAN NVAP -f -sS 1
98. 119. 105. 221 147. 237. 0. 200 Lhited Sates rdu, i df i | ET SCAN NVAP -sS wi ndow 2048 1
23.101. 3. 156 147.237.77.170 Hong Kong naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244 147.237.0. 34 Latvia tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.101. 3. 156 147. 237. 76. 201 Hong Kong eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244 147.237.0. 19 Latvia nadi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Action

141. 8.132. 112 gs::;”i on 147.237.72. 166 |aka. i df .| ?e; fzwsr;? si?gcl)r?e: e Invalid Lg‘é?(’;td dsreggggé_ retransmssi on. drop 108
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
202. 40. 137. 198 |Hong Kong 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 35
79.177.203.190 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 15
40.77.167.64  |Uited Sates  |147. 237.76. 200 |ei tan aka ich. i1 |2 S NG Engine: TGP Invalid invalid segnent retransnissi on. drop 14
Ret r ansni ssi on Packet dr opped.
109. 253. 223. 127|I srael 147. 237.77. 243 |nobi l e.i df .| Stream ng Engl ne: TGP Invalid invalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
202. 40. 137. 198 |Hong Kong 147.237.77. 176 |nat pash. i df .i drop First packet isn't SYN drop 10
40.77.167.63  |uited Saes  |147.237.76. 200 |eitan aka iar. 1 |2 €2 NG Engine: TQP Invalid - invalid segnent retransnission dr op 10
Ret r ansni ssi on Packet dropped.
17.142.159. 155 |lhited Sates 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SN drop 8
41.33.232.66 Egypt 147. 237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
212.143.142.56 |l srael 147.237.77. 216 |dover.idf i1 drop First packet isn't SWN drop 4
166.172.62.191 |Wited Sates |147.237.72.167 |ishurimaka.idf.il||SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
40.77.167.57  |uited Sates  |147.237. 76. 200 [ei tan aka i i1 || 2 NG Engine: TCP Invalid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |4
84.108. 195. 179 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
157.55.39.173  |uited Sates  |147.237. 76. 200 [ei tan akaicr i1 |2 €M NG Engine: TCP | nvalid finvalid segnent retransnissi on, drop 4
Ret r ansni ssi on Packet dropped.
79.183.241.73 |Israel 147,237, 77. 243 |mbi e i1 | ©AMNG Enginer TP Invalid invalid segnent retransmission | o 3
Ret r ansni ssi on Packet dropped.
141.8.142. 1 gz::;”i o 147.237.72. 166 |aka. i df . i ;: ?Z?Sr:g Si?g('):e: TeP Invalid 'P:‘fkttd ;eggsgél retransmssion. g o 3
46. 19. 85. 124 | srael 147.237.77. 243 |nobi | e.idf . il drop First packet isn't SN drop 3
178. 255. 215. 87 |France 147. 237, 76. 147 |chi nuch. aka i of 11| | S NG ENgi ne: TCP | nvalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46.121.123.18  |israel 147.237.77. 243 |rbite i1 | L) €AMNg Enginer TP Invalid - invalid segnent retramsmssion |, o 2
Ret r ansni ssi on Packet dropped.
66.249.78.153 |Wnited Sates  |147.237.72.166 |aka.idf.il Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
112.198.75.66  |Phili ppines 147.237.72. 166 |aka i df .i | Bad TCP sequence noni t or 2
207.46.13.149 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 2
84.111. 226. 234 |Israel 147.237.77. 243 |robil e. i f . | Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 2
Ret r ansni ssi on Packet dropped.
159. 8. 109. 19 Net her | ands 147.237.8.24 |e.lifestyle.idf.il|Geo-1 ocati on enfor cenent Geo-1 ocati on i nbound enf or cenent |dr op 1
112.198.75.66  |Phili ppines 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 203|thited Sates  [147.237.0.33  |idf.il drop drop 1
46. 19. 86. 217 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 1
180. 97.106. 36  |Chi na 147. 237. 76. 147 [chi nuch. aka.i df . i I{dr op SAMrul e drop 1
89.108. 144. 114 |Lebanon 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
192.0.112. 18 Lhited Sates  |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
66.240.192.138 |lnited Sates  [147.237.77.121 e navy.idf.il Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |dr op 1
180. 97. 106. 162 |Chi na 147.237.0.34 |tikshuv.idf.il  [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
112.198.75.66  |Philippines 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
207.46.13.146 |Wited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Invalid sequence nunber alert 1
184. 105. 247. 203|Lhited Sates |147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- 1 ocation i nbound enf or cenent |drop 1
180.97.106.36 |Chi na 147.237.77.19 [laxforumidf.il [drop SAMrul e drop 1
216.218.206.91 |lhited Sates |147.237.76.34 |yohadlan.idf.il  |drop drop 1
184. 66. 143. 6 Canada 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
112.198.75.66  |Phili ppines 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
207.46.13.146 |lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid sequence nunber noni t or 1
80. 246. 136. 131 |l srael 147.237. 72. 156 |anan.idf . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 211|Wited Sates  |147.237.77.176 |natpash.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
65. 55. 212. 67 Wited Sates [147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
180.97.106.36 |Chi na 147.237.77. 176 |nat pash. i df . i | drop SAMrul e drop 1
157. 55. 39. 77 Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 1
216.218.206. 95 |lhited Sates |147.237.76.197 |e.himush.idf.il |Geo-1 ocati on enfor cenent Geo- 1 ocation i nbound enf or cenent |drop 1
198.20.70.114 |lhited Sates 147.237.77. 170 |naarachot .idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count

84.111.226.234 |[Israel 147.237.0.19 |nadi matal .idf.i|Distributed Suspicious Response Qode Bl ock 3

84.111. 226. 234 |Israel 147.237.77. 243 |nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 2

109. 253. 213. 114]I srael 147.237.0.19 |[nadi matal .idf.i|Suspicious Response Code B ock 2

5.29.117. 24 | srael 147.237.72.166 |aka. i df . i | SS. Untraceabl e Qnnection - sigal gs DoS Attack None 1

207.241.229. 149|hited Sates  |147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df . il/894-en/i df gdover. aspx B ock 1

157. 55. 39. 85 Uited Sates  |147.237.77.216|dover.idf .il Abnormal |y Long Request URL B ock 1

66.249.78.173 |lIsrael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text. asp B ock 1
] . . D stributed Lhaut hori zed URL Access on

204.13.201.137 |UWited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1

87.226.83.73 Latvia 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php Bl ock

31.148.219. 165 |Netherl ands 147.237.72. 166 |aka. i df . i | Adni n Bl ocki ng Bl ock 1
] . . Unaut hori zed URL Access to

157.55.39.214 |lhited Sates |147.237.77.216|dover.idf.il 147. 237, 77. 216/ 1133- 19748- he/ i df gdover . aspx Bl ock 1

69.58.178.50  |Wnited Sates |147.237.77.176|matpash.idf.i| [Fauthorized UL Access to Bl ock 1

ww cogat . i df . i | / shar ed/ user cont r ol s/ header upper/

] . . D stributed Lhaut hori zed URL Access on

204.13.201.138 |lhited Sates  |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . O stributed Uhaut hori zed URL Access on

107.178.194.83 |lLnited Sates  |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1

31.148.219.165 |Netherl ands 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df . i|/adninistrator/ B ock 1

166. 62. 100. 202 |Lhited Sates |147.237.0.34 |tikshuv.idf.il |Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/fag. aspx B ock 1

207. 46. 13. 36 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
] . . D stributed Lhaut hori zed URL Access on

107.178.194.83 |lhited Sates |147.237.77.216(dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1

40.77.167.63  |wited Sates |147.237.72.166|aka. i df .i | Wnaut hori zed LRL Access to . B ock 1

aka. idf.il/nain/registrati onw zard/ regi st er. aspx

180. 76. 15. 12 Chi na 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock

207.46.13.149 [nited Sates |147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df . i|/1056- he. pat zar . aspx Bl ock

40. 77. 167. 64 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka.idf.il/mai n/misrot.aspx B ock 1
. . . Unaut hori zed URL Access to

180.76. 15. 145  |Chi na 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9236- he/ r ef uah. aspx Bl ock 1

87.226.83.73 Latvi a 147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 1
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