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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3086
222.186.56. 70 Chi na 147.237.76. 31 nakchal .idf.il JLM Under At tack_Con_Tcp dr op 2
208. 73. 206. 244 147.237. 76. 86 navy.idf.il Block Udp All Nets drop 1
185. 35. 62. 17 Sntzerl and 147.237.76. 147 chi nuch. aka.idf.il Bl ock Udp All Nets drop 1




01-22-2016-05:04:02 to 01-22-2016-06:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address ‘Site |Sgnature Devi ce Action |Oount
195. 154. 183. 187  |Rrance 147.237.77.74 |lawidf.il 19791: HTTP. WrdPress N-Media PHP File Wl oad B ock 1
198. 20. 69. 76 Lhited Sates 147.237.8. 46 e.chinuch.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry [Ste

Signature

195.34.150. 18  [147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
88.204.187.90 [147.237.76.200 |Kazakstan eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 29 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
60. 169. 78. 38 147.237.76.34 |China yohal an. i df . il ET SCAN Potential SSH Scan 1
183. 61. 109. 189 |147.237. 77. 243 |[China nobi | e.idf.il ET SCAN NMAP -sS wi ndow 2048 1
60. 169. 78. 38 147.237.0.200 |China . i of . i | ET SCAN Potential SSH Scan 1
175.6.228.149  |147.237.77.233 |China atal.idf.il ET SCAN Rapi d PGP3 (onnections - Possible Brute Force Attack |1
5.189. 146.119 |147.237.76.176 |Ger many test.ncore.idf.il |ET SCAN Potential SSH Scan 1
159. 8. 109. 19 147.237.72. 166 |Netherl ands akaidf.il ET SCAN NVAP -sS w ndow 1024 1
131.109.15.15 |147.237.0.34 [Wnited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.56.70 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
89.248.169.86 [147.237.77. 234 |Net her| ands hal ag.idf.il ET SCAN Potential SSH Scan 1
89.248.169.86 [147.237.8.24  |Netherl ands elifestyleidf.il |[ET SCAN Potential SSH Scan 1
185. 130. 5. 29 147.237.76. 198 e.yohalan.idf.il [ET SCAN Potential SSH Scan 1
88.204.187.90 [147.237.76. 200 |Kazakstan eitan.akaidf.il |ET SCAN NVAP -sS wi ndow 3072 1
185. 130. 5. 29 147.237.8. 24 elifestyle.idf.il |ET SCAN Potential SSH Scan 1
60. 169. 78. 38 147. 237. 76. 147 |China chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
183. 61. 109. 189 |147.237. 77. 243 |[Chi na nobi | e.idf.il ET SCAN NVAP -sS w ndow 3072 1
60. 169. 78. 38 147.237.76.30 |hina hi nush. i df . i 1 ET SCAN Potential SSH Scan 1
183. 61. 109. 189 |147.237.77.243 |China nobi | e.idf.il ET SCAN NVAP -f -sS 1
37.130.22.3 147.237.8.24  |Poland elifestyleiidf.il [ET SCAN NVAP -sS w ndow 1024 1
175.6.228.149  |147.237.76. 197 |China e.hinush.idf.il  |ET SCAN Rapi d POP3 Gonnections - Possible Brute Force Attack |1
131.109. 15. 15  [147.237.0.34 |lhited Sates tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
119. 81. 188. 158 |147.237.8.24 |Hong Kong elifestyleiidf.il [ET SCAN NVAP -sS wi ndow 1024 1
222.186.56.70 |147.237.76.30 |China hi nush. i df . i 1 ET SCAN Potential SSH Scan 1
89.248.169.86 [147.237.77.74 [Netherlands lawidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 29 147. 237. 76. 200 eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
89.248.169.86 [147.237.0.34  [Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 29 147. 237.76. 30 hi nush. i df . i 1 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
54.244.22.103 |lited Sates |147.237.0.34 [tikshuv.idf.il drop First packet isn't SN drop 72
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i ssi
46. 19. 86. 66 I srael 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. 15
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 65.103 |Uited Sates |147.237.77. 234 |hal ag i o i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
110. 146. 164. 207 |Austral i a 147. 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
41. 33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
54.244.22.103 |lhited Sates |147.237.77.233|ata .idf.il drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
40.77.167.57  |Wited Sates [147.237.76.200 [eitan. aka. i df il 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.
195.34.150.18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |noni tor
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
185. 120. 125. 32 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
5.22.131.56  |Israel 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.64.190 |Wnited Sates |147.237.72.166 |aka.idf.il 9 =g Invalid segnent retransmssion. |4 2
Ret ransni ssi on Packet dropped.
73.32.186. 98 Lhited Sates |147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |2
. e . Geo- | ocati on i nbound
61.135.190.72 |china 147.237.0.200 |rdu.idf.il Geo-| ocati on enf or cenent ot or coment drop 2
Sreanmng Engine: TCP Invalid i i ssi
40.77.167.64  |wited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
157.55.39.173 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
40.77.167.64  |Uited Sates  |147.237.76. 200 |ei tan. aka i of . i1 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
5.22.131.56 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |2
103. 250. 163. 148|Indi a 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |nonitor
8. 37. 228. 81 g”&;ymus 147. 237. 77. 216 |dover . i of . i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
131.253.26.226 |Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
73.32.186.98  |lited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nurber al ert 1
66.240. 192. 138 |Wnited Sates |147.237.76. 198 |e. yohal an.idf. il Geo-l ocati on enf or cenent gﬁfolggixn i nbound drop 1
216.218. 206. 114|Wited Sates |147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 247. 200|Wited Sates  |147.237.77. 212 e dover.idf. il Geo- | ocati on enf or cenent Sﬁfolrggihton i nbound drop 1
109. 253.137. 82 |Israel 147.237.77. 233 |atal i df il Bad TCP sequence SNretransmt with different | oo |1
w ndow scal e
192.0.112.18  |Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.8.132.78 RJSIS::t”ion 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
66. 240.192. 138 |Whited Sates |147.237.76.202|e. halag.idf. il Geo- | ocati on enf or cement Sg;’;g;ﬁ:nfn i nbound drop 1
184. 105. 247. 207|Wnited Sates  |147. 237. 76. 196 |e. sviva.i df . il Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ;]f”  nbound drop 1
5.22.131.56 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
71.6.165.200 |lited Sates |147.237.77. 205 [prishaidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
74.82.47.22 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66.240.192. 138 |Lhited Sates |147.237.77.226 "LI"‘IW chamat z. aka. 1df oy At t ack SYN -> SYN-ACK -> Timeout  |reject 1
46. 19. 86. 145 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 235|Wnited Sates  |147.237. 77. 235 |sviva i df. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
119. 81. 188. 158 |Hong Kong 147.237.8.24 |elifestyle idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
71. 6. 165. 200 Lhited Sates |[147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
65. 55. 218. 32 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
169.50.77.72  |Switzerland 147.237.8.27 |e.medimatal.idf.il  [Geo-1ocation enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
84.108. 102. 216 |l srael 147.237.72. 166 |aka.i df . i1 drop First packet isn't SIN drop 1
66. 240.192. 138 |Wnited Sates  |147. 237. 77. 227 |e. hanaz. i df .| Geo- | ocati on enf or cement Sﬁfolrggihton i nbound drop 1
46.19.86.145 |Israel 147. 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 235|Wnited Sates  |147.237.77. 243 |mobil e.iof .l SYN At ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.79 |China 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71. 6. 165. 200 Lhited Sates [147.237.77.235|svivaidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
65. 55. 218. 35 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
216. 218. 206. 100|Wited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 108|tnited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
195. 154. 183. 187 |France 147.237.77.74 |lawidf.il PHP Att enpt Bl ock
195. 154. 183. 187 |France 147.237.77.74 |lawidf.il Ml tipl e Wnauthorized URL Access from 195. 154, 183. 187 B ock
110. 84.32. 140 |China 147.237.77. 170 [maar achot . i df . i | Mil tipl e Uhaut hori zed URL Access from 110. 84. 32. 140 B ock
. wwwv, chanat z. aka. i d ) .
110. 84. 32. 140 Chi na 147.237.77. 226 £l Mil tipl e Whaut horized URL Access from 110. 84. 32. 140 Bl ock 4
110.84.32.140 [China 147.237.77. 176 [mat pash. i df . i | Mil tiple Unauthorized URL Access from 110.84. 32. 140 Bl ock
110. 84.32. 140 |China 147.237.77.74 [lawidf.il Mil tipl e Unhauthorized URL Access from 110. 84. 32. 140 B ock
66.249.78.159 |[Israel 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/error. htm B ock
m ny- kosher - kr avi . i _ _
109. 253. 156. 54 [l srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 2
110. 84.32. 140 |Chi na 147.237.77.74 |lawidf.il Mil tiple Admin B ocking from 110. 84. 32. 140 B ock 1
107. 150. 45. 106 [thited Sates|147.237. 77. 176 |nat pash. i df . i | PHP At t enpt Bl ock 1
: . . Dstributed Lhauthori zed URL Access on
208.184.112.74 [Wited Sates|147.237.77.216|dover. i df.il v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
: . . D stributed Lhauthorized URL Access on
107.178.194. 87 |Wnited Sates|147.237.77.216|dover.idf . il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
84.108.102. 216 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1
198. 20. 69. 76 Lhited Sates|147.237.0.15 |kosher-kravi.idf.il |[Dstributed Uhauthorized URL Access on 147.237.0. 15/ Bl ock 1
66.249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter anp; list in ww aka idf.il/kanhar/klali/default.asp [None 1
110. 84.32. 140 |China 147.237.77.233|atal .idf .il Mil tipl e Uhaut hori zed URL Access from 110. 84. 32. 140 B ock 1
107. 150. 45. 106 |Lhited Sates|147. 237. 77. 176 [nat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df . il/wp-1o0gin. php B ock 1
66.249.78.160 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/mluinit Bl ock 1
40.77.167. 57 Uhited Sates|147.237.72. 166 |aka. i df . il Mil tipl e Unaut horized URL Access from 40.77. 167. 57 B ock 1
wwv, chanat z. aka. i d
110. 84.32. 140 |Chi na 147.237.77. 226 £l Adm n B ocki ng B ock 1
. . Dstributed Lhauthorized URL Access on
109. 253. 137. 82 |l srael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1501- he/ at al . aspx Bl ock 1
84.111.7.127 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
} . . D stributed Lhauthorized URL Access on
204.13.201. 137 |Wited Sates|147.237.77. 216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.9  [israel 147.237. 72. 166 |aka. i df . i | O stribut ed haut hori zed LRL Access on Bock |1
ww aka. i df . i |/ nobi | e/ mai n/ gi yus/ gener al . aspx
} . . D stributed Lhauthorized URL Access on
173.245.81.26 |Uited Sates|147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
110. 84.32. 140 |China 147.237.77. 170 |maar achot . i df . i | Adnin Bl ocki ng B ock 1
: . . D stributed Lhauthorized URL Access on
107.178.194.79 |lhited Sates|147. 237.77. 216 (dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
195. 154. 183. 187 |France 147.237.77.74 (lawidf.il vt | aw i df . i |/ wp- admi n/ adni n-aj ax. php Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78. 240 | sr ael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock !
: . . Unknown Paraneter 177afaeO in
40.77.167. 63 Lhited Sates|147.237.72. 166 |aka. i df . i | v aka i o i 1/ rai 1V sachar /  egi strati onvi zar d regi st er. aspx None 1
m ny- kosher - kr avi . i Il egal Paraneter Encodi ng
85. 64. 240. 137  [Israel 147.237.0. 17 : (2s_x2{ Rtb{) ]| E Fg) X asE2Fvf FvX{) 9u{ 9%a{uQ 1p{1 in None 1
df.il m ny- kosher - kravi . i df . i |/aj ax/ cr eat ecapt chai nage. aspx
} . . Dstributed Lhauthorized URL Access on
204.13.201. 137 |Wited Sates|147.237. 77. 216|dover.idf .il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
184. 105. 247. 195|Uhited Sates|147.237.77.243|nobil e.idf . i | Unhaut hori zed URL Access to 147.237.77. 243/ B ock 1
66.249.78.9 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66.249. 78.9 B ock 1
: . . Dstributed Lhauthorized URL Access on
107.178.194.79 |[Uhited Sates|147.237.77. 216 |dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
195. 154. 226. 90 |France 147.237.77.216|dover. i df . il Illegal HITP \ersion HITH Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.254 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mobi | &f mai 1V gi yus/ gener al . aspx Bl ock 1
66.249.64.60  |Israel 147.237.72. 166 |aka. i df . i | tnaut hor | zed URL Access to B ock 1
wawn aka. i df . i |/ nd mai n/ gi yus/ gener al . aspx
. www, chamat z. aka. i d |haut hori zed LRL Access to
110.84. 32. 140 China 147.237.77.226 f.il wan chamat z. aka. i df . il /admin/fth. i nagegal | ery. aspx Bl ock !
110. 84.32. 140 |China 147.237.77.74 [lawidf.il Adnin Bl ocki ng B ock 1
m ny- kosher - kr avi . i _ .
85. 64. 240. 137 | srael 147.237.0. 17 df il Miltiple Illegal Parangter Encodi ng from 85. 64. 240. 137 None 1
204.13.201.138 [lhited Sates|147.237.77. 216|dover.idf .i | Unaut hori zed URL Access to waw i df .il/1133-22638- he/ dover. aspx. [B ock 1
195. 154. 183. 187 |France 147.237.77.74 |lawidf.il Distributed Admn B ocking Bl ock 1
66.249.78.111 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Uhauthori zed URL Access on 147. 237. 72. 166/ Bl ock 1
110. 84. 32. 140 |China 147.237.77. 176 |nat pash. i df . i | Mil tipl e Admin Bl ocking from 110. 84. 32. 140 B ock 1
} . . DO stributed Unaut hori zed URL Access on
107.178.194. 87 |[lhited Sates|147.237.77. 216 (dover.idf . il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
195. 154. 226. 90 |France 147.237.77.216|dover.idf .il Mil tiple Illegal HITP Version from 195, 154. 226. 90 B ock 1
68.180.228.112 |lnited Sates|147.237. 77. 216|dover.idf .i | Par anet er Type M ol ati on PageNumin waw i df . il/1362- he/ dover. aspx |B ock 1
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
110. 84.32. 140 |China 147.237.77.233|atal .idf.il Mil tipl e Admin Bl ocking from 110. 84. 32. 140 B ock 1
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