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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3046

204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al Net dr op 2

94.102. 51. 38 Net her | ands 147.237.76. 44 e.refuah.idf.il Bl ock Udp Al Nets drop 1

94.102. 51. 38 Net her | ands 147.237.76. 148 gocenter.aka.idf.il Bl ock Udp Al Nets drop 1

185. 130. 5. 224 147.237.76. 42 refuah.idf.il Bl ock_Udp Al _Nets drop 1

94.102. 51. 38 Net her | ands 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1

94.102. 51. 38 Net her | ands 147.237.76. 196 e.sviva.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
66. 249. 66. 72 147.237.77. 176 Lhited Sates nat pash. i df .i | ET SCAN NVAP -sA (2) 20
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
27.251. 16. 85 147.237.77. 216 I ndi a dover.idf.il G°PL SCAN nmap TCP 2
59. 45. 79. 117 147.237.77. 235 Chi na sviva. idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77.178 Chi na e.matpash.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 197 Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
159. 122. 111. 166 147.237.0.19 Net her | ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0. 16 Chi na ny-kosher - kravi .i df . il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.76. 34 Net her | ands yohal an. i df .i| ET SCAN NVAP -sS wi ndow 1024 1
23.101. 3. 156 147. 237. 76. 44 Hong Kong e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 169. 86 147.237.0. 17 Net her | ands mny- kosher -kravi . i df il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 212 Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.19 Chi na lawforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
163.172. 13. 173 147. 237.72. 166 Uni ted Ki ngdom aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
108. 168. 185. 133 147.237.72. 156 Lhited Sates aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 169. 86 147.237.77.233 Net her | ands atal.idf.il ET SCAN Potential SSH Scan 1
23.101. 3. 156 147. 237.76. 38 Hong Kong eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
71.6.135. 131 147.237.0.35 Lhited Sates akavs. i df il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover. i df il drop SAMrule drop 36
46. 19. 85. 156 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 22
46. 19. 85. 156 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |19
46.19. 85. 186 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 7
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
195. 60. 232. 57 |l srael 147.237.77. 216 [dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 38 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |5
Sreaning Engine: TGP Invalid i i ssi
199.30.25.105 |Wited Sates |147.237.76. 200 |ei tan. aka.idf.il 9 =g Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
195.34.150.18  |Austria 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |4
Russi an ) s Sreamng Engine: TCP Invalid|invalid segnent retransnissi on.
93. 158. 152. 49 eration 147. 237. 76. 147 |chi nuch. aka. i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 3
Sreaning BEngine: TQP Invalid i i SSi
94.234.170.169 |Sweden 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an Lo Sreamng Engine: TCP Invalid|invalid segnent retransnissi on.
141. 8.132. 112 eration 147.237.72. 166 |aka. i df i Ret r ansm Ssi on Packet  dr opped. drop 3
Sreaning BEngine: TQP Invalid i i SSi
66.249.78.216 |Uited Sates |147.237.77. 243 [nobile.idf il 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 156 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor |2
108. 44, 233. 177 |UWited Sates |147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 2
37.187.129. 166 |France 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
149. 210. 150. 83 |Net her| ands 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 1
198. 20. 69. 74 Lhited Sates |[147.237.8.46 |e.chinuch.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
73.153. 5. 236 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber aert 1
184. 105. 247. 228|Uited Sates  [147. 237. 76. 198 |e. yohal an. i df . Geo- 1 ocati on enf or cenent Sﬁ?olrggﬁ;?n  nbound drop 1
173.14.173.227 |Uhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
5. 255. 253. 74 RJSf;;”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
109. 201. 133. 100|Net her | ands 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow moni tor |1
77.247.181. 163 |Netherl ands 147.237. 77. 216 |dover.idf.il O rect ory Traver sal directory traversa overflow noni t or 1
194. 150. 168. 95 |Ger many 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
50.253.127.139 |lhited Sates |147.237.77.216 |dover.idf.il D rectory Traversal directory traversal overflow moni tor |1
184.105.139. 94 [hited Sates |[147.237.8.27 |e.madimatal.idf.il  |Geo-location enfor cenent gﬁ?;:?éi:a:]?n  nbound drop 1
159.8.109.19  |Netherlands  |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
73.153. 5. 236 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber moni tor |1
184. 105. 247. 251 |Wnited Sates [147.237.0.33  |idf.il drop drop
176.31.121. 196 [France 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow mmoni t or
Russi an R SYNtACXK retransmt wth .
5. 255. 253. 74 ration 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
128.52.128.105 |Uhited Sates [147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow nonitor |1
216.218.206. 72 |Wited Sates |147.237.0.17 qunly kosher-kravi-i1d |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
77.247.181. 165 |Netherlands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
61.135.190.71 |China 147.237.0.33 [idf.il drop drop
184.105.139.98 |[Uhited Sates |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
159.122. 111. 166|Netherl ands ~ |147.237.8.24 |e.lifestyle idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
94. 242. 246. 24  |Luxenbourg 147.237. 77. 216 |dover.idf.il O rect ory Traver sal directory traversal overflow noni t or 1
204. 17. 56. 42 Wiited Sates [147.237.77. 216 [dover.idf.il Drectory Traversal directory traversa overflow monitor |1
74.82.47.30 Lhited Sates |147.237.8.46 |e.chinuch.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 65. 135. 227 [Sweden 147.237.77. 216 |dover.idf il Drectory Traversal directory traversal overflow noni t or 1
176.126. 252. 11 |Ronani a 147.237.77. 216 |dover. i df .| Drectory Traversal directory traversa overflow monitor |1
24.218.80. 94 Lhited Sates [147. 237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
218.22.211.69 |China 147.237.8.14 |e.orchot.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
91.109. 247. 173 LKTIr:ge(cjjom 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
66. 230. 230. 230 |Wnited Sates |147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
184.105. 139. 114|nited Sates [147.237.8.24 |elifestyleidf. il Geo- 1 ocati on enf or cenent Séfg)lrggz:mon I nbound drop 1
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
. m— o AFAETACAl AFA
40.77.167.49  |Wited Sates |147.237.77.216|dover.idf.il %?22” zed LR Access to www idf.i1/1116-he/ ALRE'ACA AERE 15 0\ 1
104. 128. 144. 131|Canada 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ B ock 1
66.249.78.146 | srael 147.237.72. 166 |aka. i df . i | thknoun Paraneter catid in None 1
wwn aka. i df . i | / mai n/ rabanut / gener al . aspx
. . . . Unaut hori zed URL Access to
61.135.190.72  |China 147.237.0.34 |tikshuv.idf.il 147, 237.0. 34/ shared/ ol i ent scri pts/j query/j query-1.9. 1| s Bl ock 1
190. 162. 174.52 |Chile 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
. . . Paraneter Type Mol ati on PageNumin
91.226.14.124 |kraine 147.237.77. 216 |dover.idf .il Wi i df i 1/ 1399- en/ dover . aspx B ock 1
] . - URL is Above Root Directory
66.230. 230. 230 [Wited Sates |147.237.77.216|dover.idf.il wowvi o i1/ ../ shared/cli entscri pts/j query/j query-1 4.2, min. | s Bl ock 1
40.77. 167. 57 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wwu aka. i df.il/nain/fag. aspx B ock 1
: . . D stributed Unhaut hori zed LRL Access on
107.178.194.79 |Uhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
. . Unknown Paraneter gt; in
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | vaw aka. i df i |/ mai n/ 1 abanut / gener al . asp None 1
. . . . Unaut hori zed URL Access to
61.135.190. 197 [China 147.237.0.34 |tikshuv.idf.il 147. 237.0. 34/ shared/ ol i ent scri pts/ | query. pl ugi ns/j query. charts. | s Bl ock 1
} . . D stributed Unaut hori zed URL Access on
208.184.112.74 |thited Sates [147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
91.226.14.124 |lkraine 147.237.77. 216 |dover.idf .il Paraneter Type Mol ation SortOr in wwidf.il/1399-en/ dover. aspx |Bl ock 1
66. 249. 78.9 I'srael 147.237.72. 166 |aka. i df . i | thauthori zed URL Access to . B ock 1
v aka. i df . i |/ nobi | e/ mai n/ gi yus/ i nf or nati on. aspx
61.135.190.69 [China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0.34/styl e/ shared/text.css |B ock 1
: . . D stributed Unhaut hori zed LRL Access on
107.178.194. 87 |Wnited Sates |147.237.77.216 |dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
. . Mil tiple Fullwdth/Hal fwdth Uhi code Encoding on
66.249.78.159 |[Israel 147.237.77.216|dover. i df . i | URL/ Par amet er (+)  from 66. 249, 78. 159 B ock 1
61.135. 190. 198 [Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ 960. css |Bl ock 1
} . . D stributed Unaut hori zed URL Access on
208.184.112.74 |lhited Sates [147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
91.226.14.124 |lkraine 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation lang in wwidf.il/1399-en/ dover.aspx |B ock 1
. . Uhaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 [dover. i df . il 147.237.77. 216/ 1133- 19771~ he/ i df gdover . aspx Bl ock 1
61.135.190.71 |[China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ styl e/ shared/ reset . css |B ock
157.55.39. 194 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Wauthori zed URL Access on 147.237.77. 216/ B ock
73.153. 5. 236 Uited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw idf.il/en B ock 1
m ny- kosher-kravi .id
61. 135. 190. 200 [Chi na 147.237.0. 17 f Inly Unaut hori zed URL Access to 147.237.0.17/ Bl ock 1
_ m ny-kosher-kravi.id|_. _
216. 218.206. 68 |lhited Sates |147.237.0.17 £l D stributed Unaut hori zed URL Access on 147.237.0. 17/ Bl ock 1
91.226.212.39 |lkraine 147.237.77. 216 |dover.i df .i | D stributed Whaut hori zed URL Access on 147.237. 77. 216/ B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 1
61.135.190.72 [China 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
180. 76. 15. 21 Chi na 147.237.72. 156 |anman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
. . . D stributed Unhaut hori zed LRL Access on
77.109.139.87 [Swtzerland  |147.237.77.216 |dover.idf.il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
. . . . Unaut hori zed URL Access to
61. 135. 190. 200 [Chi na 147.237.0.34 |tikshuv.idf.il 147, 237.0. 34/ styl ef shar ed/ | ayout . css B ock 1
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