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|Top Attackers | n DDoS- Def ence |

Device Action

Count

Attacker Address

|Attacker Country

|Target Address

Site

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3075
204. 42. 253. 2 Lhited Sates 147.237.76. 38 eengitav.idf.il B ock Np All _Net dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | Block Np All Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi le.neitav.idf.il |Bock Np All Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal . i df i | Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 2
200. 35. 95. 235 \enezuel a 147.237.0. 35 akaws. i df . il L4 Source or Dest Port Zero dr op 1
85. 16. 189. 59 Ger nany 147.237.76. 148 gocenter. aka.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
79.138. 70. 153 147. 237.76. 198 Sweden e.yohal an.idf .il ET SCAN Potential SSH Scan 1
221.131. 184. 209 147. 237.77. 170 Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
79. 138. 70. 153 147. 237.76. 147 Sweden chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
221.131. 184. 209 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
79.138. 70. 153 147.237.0. 19 Sweden nadi matal .idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
36.72.228.72 147. 237.76. 198 I ndonesi a e.yohal an.idf .il ET SCAN NVAP -sS wi ndow 3072 1
195. 216. 176. 244 147.237.0.17 Latvia mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
221.131. 184. 209 147.237.77. 235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 2 147.237.77. 212 Russi an Federation e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
221.131. 184. 209 147. 237.77. 227 Chi na e. hamaz. i df .il ET SCAN Potential SSH Scan 1
119. 81. 188. 158 147.237.8.28 Hong Kong e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.131. 184. 209 147.237.77. 212 Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
89. 248. 169. 86 147. 237.76. 196 Net her | ands e.sviva.idf.il ET SCAN Potential SSH Scan 1
221.131. 184. 209 147. 237.77. 179 Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
79.138. 70. 153 147.237.77. 216 Sweden dover.idf.il ET SCAN Potential SSH Scan 1
221. 131. 184. 209 147. 237.77. 176 Chi na nat pash. i df .i ET SCAN Potential SSH Scan 1
79. 138. 70. 153 147. 237.76. 177 Sweden ncore.idf.il ET SCAN Potential SSH Scan 1
221.131. 184. 209 147.237.77.121 Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
79.138. 70. 153 147.237.0. 34 Sweden ti kshuv. i df.il ET SCAN Potential SSH Scan 1
221.131. 184. 209 147.237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
36.72.228.72 147. 237.76. 198 I ndonesi a e.yohal an.idf .il ET SCAN NVAP -sS wi ndow 4096 1
195. 216. 176. 244 147.237.0. 35 Latvia akavs. i df . il ET SCAN NMAP -sS wi ndow 1024 1
221.131. 184. 209 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 2 147.237.8.24 Russi an Federat i on e.lifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
221.131. 184. 209 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
89. 248. 169. 86 147. 237. 76. 200 Net her | ands eitan aka.idf.il ET SCAN Potential SSH Scan 1
221.131. 184. 209 147. 237.77. 205 Chi na prishaidf.il ET SCAN Potential SSH Scan 1
89. 248. 169. 86 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 1
221.131. 184. 209 147. 237.77. 178 Chi na e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf . i | drop SAMrule drop 36
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 6
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data |nonitor |4
84.109. 202. 213 |l srael 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
2.54.174. 187 I 'srael 147.237.72. 167 [i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
66.249.78.146 |Wnited Sates |147.237.72. 166 |aka.idf.il Streaning Engi ne: TCP Inval id invalid segnent retransmissi on drop 2
Ret ransm ssi on Packet dropped.
40.77.167.64  |Wwited Sates |147.237.76.200 |eitan. aka idf.il Streaning Engine: TCP Invalid invalid segnent retransmission drop 2
Ret ransni ssi on Packet dr opped.
149. 88.158.92 |Israel 147.237. 72. 166 |aka. i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
176. 228. 220. 146l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or
119.81.188. 158 |Hong Kong  |147.237.8.28 |e.nwbileks.idf.il Geo- | ocati on enf or cenent i?olr‘c’gii'mo”  nbound drop 1
65. 55. 218. 44 Whited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
2.54.174. 187 I srael 147.237.72. 167 [i shuri maka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 1
158.222.7.76  |Wited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |1
108. 168. 185. 133|lhited Sates |147.237.0.35 |akavs.idf.il drop drop 1
184. 105. 247. 212|wnited Sates |147.237. 7. 226 "‘:"Y’V chamat z. aka. Tdf e af t ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.73 |China 147.237.77. 74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
65. 55. 218. 47 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
198.1.101.123 |Whited Sates |147.237.77.176|natpash.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
159. 122. 111. 166|Netherl ands ~ [147.237.0.200 |rau.icf.il Geo- | ocati on enf or cenent ﬁ?olr 222;1?” i nbound drop 1
109. 10. 152. 169 |France 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 1
46. 120. 95. 48 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber aert
184. 105. 247. 224|Wnited Sates [147.237.72. 217 |e.idf.il Geo-1 ocati on enf or cenent i?olr 222;1?”  nbound drop 1
131. 253.24. 146 |Wnited Sates |147.237.0.34 |[tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
31. 210. 188. 95 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
109. 10. 152. 169 |France 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 120. 95. 48 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
184. 105. 247. 236|Wnited Sates [147.237.8.27 |enadimatal.idf.il  [Geo-1ocation enforcenent ﬁ?olr ggiimon i nbound drop 1
137.226.113.7  |Ger many 147.237.0.33 [idf.il drop drop
74.82.47.8 Wited Sates [147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect
176. 228. 220. 146|l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 1
119.81.188.158 |Hong Kong [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent 3?0:222;?”  nbound drop 1
61.135.190.71 |China 147.237.0.35 |akaws.idf.il drop drop 1
184. 105. 247. 240|Wnited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count

85. 65.204.90 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
: . . D stributed Unaut hori zed URL Access on

204.13.201. 137 |Lhited Sates 147.237.77.216|dover.idf . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1

66. 249.78.159 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to ww i df.il/894-12533-en B ock
40.77.167.105 |lhited Sates 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to wawu aman. i df . il /nodiin/defaul t. B ock

: . . D stributed Unaut hori zed URL Access on

107.178.194. 87 |Lhited Sates 147.237.77.216|dover. i df . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1

54. 205. 100. 223 |Lhited Sates 147.237.77.216|dover. i df .l Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx |B ock 1
. . D stributed Unaut hori zed URL Access on

5.135.158.101 [France 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
. . . DO stributed Uhaut hori zed URL Access on

204.13.201. 138 |Lhited Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
. . D stributed Unaut hori zed URL Access on

66.249.78. 234 |lsrael 147.237.72. 166 |aka. i df . i | 147 237 72 166/ T obot s. £ xt B ock 1

46.19. 85. 95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1

128.138. 65. 154 |Lhited Sates 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx |B ock 1

66. 249. 64. 230 |l srael 147.237.77.216|dover. i df .i |l Unaut hori zed URL Access to 147.237. 77. 216/ B ock 1

40.77.167.33 |lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ B ock 1

-kosher -kravi . i df .

207. 46. 13. 86 Lhited Sates 147.237.0. 16 Inly Unaut hori zed LRL Access to ww ny- kosher-kravi.idf.il/ B ock 1

46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 1

178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | Unt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1

. . Uhaut hori zed URL Access to

66.249.78.97 |lsrael 147.237.72.166|aka. i df . i | 147. 237.72. 166/ yohal an/ ni n/ nai n. asp B ock 1

40.77.167.63 |lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/main/misrot.aspx |B ock 1
: . . D stributed Unaut hori zed URL Access on

216.17.99.183 [Lhited Sates 147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1

Mol dova, Republic . . Unaut hori zed URL Access to

95.65.29.39 | 147.237.72. 166 [aka. i df . i | v aka, i df .1 |/ 1044- he/ | shuri m aspx Bl ock 1

46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Mil ti pl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 1

195. 62. 53. 168 |Russi an Federation [147.237.77. 216 |dover.idf .i | Uhaut hori zed LRL Access to /1 ogin Bl ock 1

66.249.78.111 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1

40.77.167.79 |lhited Sates 147.237.77.216|dover. i df . il Abnormal |y Long Request URL B ock 1
: . . D stributed Unaut hori zed URL Access on

107.178.194. 79 |Lhited Sates 147.237.77.216|dover. i df . il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1

46.120. 98. 156 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
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