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01-22-2016-02:04:04 to 01-22-2016-03:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3027
41.99. 55. 118 Ageria 147.237.77. 216 dover.idf.il TP Scan (vertical) dr op 907
41.99. 55. 118 Ageria 147.237.77. 216 dover.idf.il HTTP- M SC- Acuneti x- Ur | dest - r eset 19
181.113.122.70 Ecuador 147.237.76. 44 e.refuah.idf.il B ock Udp Al Nets drop 1

200. 35. 95. 235 \enezuel a 147.237. 0. 200 mdu.idf.il L4 Source or Dest Port Zero drop 1
175.12.5. 33 Chi na 147.237.76. 198 e.yohal an.idf.il ock Wp Al _Nets drop 1
181.113.122. 70 Ecuador 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1

94.102. 51. 38 Net her | ands 147.237.76. 197 e hinush.idf.il ock_Udp All _Nets dr op 1




01-22-2016-02:04:04 to 01-22-2016-03:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount ‘
41.99. 55. 118 Ageria 147.237.77.216 |dover.idf.il [10767: HITP. Acunetix Security Scanner B ock 2
41.99.55. 118 Ageria 147.237.77.216 |dover.idf.il|3999: HITP. Qoss Ste Scripting Attack in HITP Header B ock 2
144.76. 4. 148 Ger many 147.237.76. 86 navy.idf.il |Cl06: HITP: najestic bot B ock 1
87.106.179.116  [Ger many 147.237.77.233 |atal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 1
89. 19. 29. 90 Tur key 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SALECT) B ock 1




01-22-2016-02:04:04 to 01-22-2016-03:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

158. 85. 253. 245 [147.237.77.74 |Wited Sates lawidf.il A Injection - Select From 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
89. 19. 29. 90 147.237. 77. 233 |Turkey atal.idf.il S Injection - Select From 3
87.106.179. 116 |147.237.77. 233 |Ger nany atal.idf.il QA Injection - Select From 3
66.249.78.159 |147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
119.30. 47.130 |147.237.76.86 |Bangl adesh navy. i df .il ET SCAN NVAP -sA (2) 2
91.201.236. 113 |147.237.77. 216 |Ikrai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
920,132 3310 |147. 237. 8 28 |Tai van o robi | e ks i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
184.190.30. 34 |147.237.8.46 |lhited Sates e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
85.93. 5. 66 147. 237. 76. 147 |Ger nmany chinuch. aka.idf.il |[ET SCAN Potential SSH Scan 1
173.203. 64. 151 |147.237.0.35 |Lhited Sates akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
41.99.55.118 147.237.77.216|A geria dover.idf.il SERVER- WEBAPP server-info access 1
172. 98. 200. 238 |[147.237.8. 46 e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
223.4.174.30 147. 237. 76. 148 |Chi na gacenter.aka i of .i [ET SCAN Potential VNC Scan 5900- 5920 1
119. 81. 188. 158 |147. 237. 77. 233 |Hong Kong atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
223.4.174.30 147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
101 109, 150. 145|147, 237 76. 30 |Thai | and i rush. i i | ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
221.131. 184. 209(147. 237.77.19 |China lawforumidf.il |ET SCAN Potential SSH Scan 1
91.201. 236. 113 |147.237. 77. 216 |krai ne dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122|147. 237. 77. 179 |Chi na e nazi.idf.il ET SCAN NMAP -sS w ndow 1024 1
89.248.169.86 |147.237.76.31 [Netherlands nakchal . i df il ET SCAN Potential SSH Scan 1
184.190.30.34 [147.237.8.46 |Wnited Sates e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
172. 98. 200. 238 [147.237.8. 46 echinuch.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
172. 98. 200. 238 |147.237.8. 46 e.chinuch.idf.il |ET SCAN NVAP -f -sS 1
223.4.174.30 147. 237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
146.185.250.2 |147.237.77.178 23::;'}0'1 enatpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
223.4.174.30 147.237.0.35 [China akavs. i df il ET SCAN Potential VNC Scan 5900- 5920 1
223.4.174.30 147.237.0.19 |China nadi matal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
91.201. 236. 114 |[147.237.0.15 |lkraine kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
220.231.195. 122|147. 237. 77. 179 |Chi na e nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1




01-22-2016-02:04:04 to 01-22-2016-03:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
37.26.147.186 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 25
Sreaming Engine: TGP Invalid i i ssi
45.51. 65. 136 147. 237. 77. 216 |dover. i cf . i | 9 =g Invalid segnent retransmssion. |, 20
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 253.201.9  |Israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.66.10.18  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
41.33. 232. 66 Egypt 147. 237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 5
104. 187. 110. 229|Wited Sates  |147.237. 77. 176 |nat pash.idf .| SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
Sreamng Engine: TCP Invalid i i ssi
37.26.146.243 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
2.52.161. 62 I srael 147.237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.173  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Russi an L Streaning Engine: TCP Invalid |invalid segnent retransnission.
141.8.132. 112 erat i on 147.237.72. 166 |aka.i df .i | Ret 1 ansii Ssi on Packet dr opped. drop 3
166.171.58. 8 Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
41.99.55.118 Ageria 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Russi an . D Streaming Engine: TCP Invalid |invalid segnent retransmission.
130. 193. 37. 16 Federat i on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
70.39.185.105 |Satellite Providd147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 2
Sreanming Engine: TCP Invalid i i sSi
40.77.167.57  |wited Sates  [147.237.76.200 [eitan. aka idf. il 9 =g Invalid segnent retransmssion. | o 2
Ret r ansni ssi on Packet dropped.
Véb Server Enforcenent HTTP Ceni
2.54.53. 65 I srael 147. 237. 77. 216 |dover. i of . i | _ Véb Servers S ow Denial of o oot 2
Vol ation Service
Sreanming Engine: TCP Invalid i i sSi
66.249.78.146 |United Sates |147.237.72.166 |aka.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
40.77.167.57  |Wwited Sates |147.237.72.166 |aka idf.il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
137.226.113.7  |Germany 147.237.8.27 |e.madimatal.idf.i|Geo-1 ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
o . Geo- | ocati on i nbound
137.226.113.7 |Ger many 147.237.72. 217 |e.idf il Geo- | ocat i on enf or cenent enf or cement drop 1
86.1.91.15 United Ki ngdom|147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
197. 35. 110. 207 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
37.26.147.186 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
86.1.91. 15 Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
198.1.101.123 |Lhited Sates  |147.237.77.176|natpash.idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [ronitor 1
119.81. 188. 158 [Hong Kong 147.237.8.27 |e.madimatal.idf.i|Geo- 1 ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
46. 19. 86. 119 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 1
5.29.124. 137 | srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
42.62.74.76 Chi na 147.237.72. 166 |aka. i df . i drop First packet isn't SYN drop 1
5.29.124. 137 | srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
218.22.211.69 |hina 147.237.8.27 |emadimatal.idf.i|[Geo- | ocation enf or cenent Geo-I ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |[Site Sgnature Action ‘Count

85. 250. 180. 140 [l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from85. 250. 180. 140 B ock 6
41.99.55.118 |Ageria 147.237.77.216|dover.idf . il Mil ti pl e Unaut horized URL Access from 41.99.55. 118 B ock 6
41.99.55.118 |Ageria 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to wwwi i df.il/1154-ar/ B ock 2
109. 253. 207. 31 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
46.120.56. 7 I srael 147.237.77. 176 |mat pash. i df . i| |Unaut horized URL Access to wwn cogat.idf.il/xnirpc. php B ock 1
41.230.14.223 |Tunisia 147.237.77.216|dover . i df . il Ml tipl e Unaut hori zed URL Access from 41. 230. 14. 223 B ock 1
150.70. 173.54  [Japan 147.237.77. 216 |dover . i df .i| (D S!T1OUeC 1T§g;§;gfﬁe'f':;ﬁ°f5p£” Bl ock 1
5.29.2.229 I srael 147.237.77.234|hal ag. i df . i | Distributed PHP Attenpt Bl ock

107. 150. 45. 106 |Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
66. 249. 64.56 | srael 147.237.76.42 |refuah.idf.il ﬂ?f’;g?f;?gzﬁpfgfgf;g;oﬂ | es/ 3/ i 26100X0/ 2415 | pg Bl ock 1
46.120.56.7 I srael 147.237.76.200|ei t an. aka. i df . i [|Uhaut hori zed LRL Access to www ei tan. aka.idf.il/xnrpc. php B ock 1
204.13.201. 138 |(hited Sates  [147.237.77. 216 [dover.idf . il [0 5" Bted 1T§g;§ggé?ﬁeﬁvﬁcfssp£” Bl ock 1
125.24.80.94 |Thailand 147.237.77. 216 |dover.idf .l O stributed PHP At tenpt B ock 1
5.29.2.229 I srael 147.237.77. 170 |naar achot . i df . i I{Distributed PHP Attenpt B ock 1
68. 180. 230. 167 |Lhited Sates |[147.237.76.31 |nakchal .idf.il| [Paraneter Type Miolation PageNumin nakhal .idf.il/1111-he/ nakhal . aspx |B ock 1
46.120.56. 7 I srael 147.237.77. 216 |dover.idf .l O stributed PHP At tenpt B ock 1
46.19. 85. 95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
150.70. 173.56  [Japan 147.237.77. 216 |dover . i df .i| (D S!T1DUeC 1?;;}:;&;;?&%&??:&” Bl ock 1
5.29.2.229 I srael 147.237.77.234|hal ag.i df . i | Mil tipl e Uhaut hori zed URL Access fromb5. 29. 2. 229 Bl ock 1
107. 178.194. 83 |Uited Sates  (147.237.77. 216 [dover.idf . il [0 " ted 1T§g;§g;§?ﬁe'f':;ﬁ°f5p£” Bl ock 1
66.249.78.109 | srael 147.237. 7. 216 |dover . i df i1 [s Iz L Aecess el dover aspx Bl ock 1
208.184.112.74 |(hited Sates  [147.237.77. 216 [dover.idf . il [0 5" ted 1T§g;§;gfﬁe'f':;ﬁ°f5p£” Bl ock 1
46.120.56. 7 I srael 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
125.24.80.94 |Thailand 147.237.77. 216 |dover.i df . il D stributed Waut hori zed URL Access on waw i df . il /xmrpc. php B ock 1
41.130. 246. 167 |Egypt 147.237.77. 176 |mat pash. i df .i| |Dstributed PHP Attenpt B ock 1
5.29.2.229 I srael 147.237.77. 170 [maar achot . i df . i [|Di stributed Wnaut hori zed URL Access on maarachot . i df . il /xmrpc. php B ock 1
85. 250. 180. 140 || sr ael 147.237.72. 166 |aka. i df . i | e .%feﬁdﬁngzgzceﬁoéanckﬁ e iapatzlfres Bl ock 1
46.120.56. 7 I srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut hori zed URL Access from 46. 120. 56. 7 B ock

46.120.56. 7 I srael 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 1
195. 154. 226. 90 |France 147.237.72. 166 |aka. i df . i | I11egal HITP \ersion HITH B ock

107. 178.194. 87 |Uited Sates  (147.237.77. 216 [dover. idf . il [0 5" Buted lfggggggfﬁe%ﬁ??:pﬁn Bl ock 1
40.77.167. 1 Lhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to atal.idf.il/tenplat es/ honepage/ B ock 1
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf .il Paraneter Type M ol ation PageNumin ww i df . il/1115-ar/ dover . aspx Bl ock 1
46.120.56. 7 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
149. 88. 143. 84 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
41.130. 246. 167 |Egypt 147.237.77. 176 |mat pash. i df . i | |Wnauthorized UR. Access to waw cogat . idf.il/xnirpc. php B ock 1
5.29.2.229 I srael 147.237.77.233|atal .idf.il O stributed PHP A tenpt B ock 1
46.120.98.156 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
46.120.56. 7 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to waw refua. atal .idf.il/xmrpc. php Bl ock 1
197. 35. 110. 207 |Egypt 147.237.77. 216 |dover.idf .l O stributed PHP A tenpt B ock 1
41.99.55.118 |Ageria 147.237.77.216|dover . i df . il Mal for med URL wn acunet i X. ws: 443 B ock 1
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin wa i df.il/1398-en/ dover. aspx Bl ock 1
46.120. 56. 7 I srael 147.237.77. 176 |mat pash. i df .i| |Dstributed P Attenpt Bl ock 1
150.70.173.52  |Japan 147.237.77. 216 |dover . i of .i| (DS OUeC 1T;g;§g;§?ﬁeﬁvﬁcfssp2” Bl ock 1
41.230.14.223 |[Tunisia 147.237.77. 176 |nat pash. i df . i | m“ég';;tilzi%?.ﬁsﬁ‘;ggfu;eorcomml of header upper Bl ock 1
5.29.2.229 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to v atal .idf.il/xnirpc. php B ock 1
107. 150. 45. 106 |Uhited Sates |147.237.77.216|dover.idf.il Ostributed PHP Attenpt B ock 1
46.219.254.5 |Wkraine 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ wp- | ogi n. php B ock 1
46.120.56. 7 I srael 147.237.76.200|ei t an. aka. i df . i I|PHP At tenpt B ock 1
197. 35. 110. 207 |Egypt 147.237.77.216|dover.idf . il D stributed Unaut hori zed URL Access on waw i df.il/xnrpc. php Bl ock 1
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