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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3067

115. 239. 228. 10 Chi na 147.237. 76. 202 e.halag.idf.il |JLM Under Attack _Con_Htp drop 2
31.168.214.8 | srael 147.237.77. 233 atal.idf.il Bl ock Wp Al Nets drop 1

31.168. 214. 8 | srael 147.237.77. 234 hal ag.idf .il Bl ock Udp All _Nets drop 1

31. 168. 214. 8 | srael 147.237.77. 235 sviva.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry |Tar get Address |Site Devi ce Action |Count ‘
110. 84.32.140  [China 147.237.77.74 |lawidf.il C108: HITP. Trying to | ocate existing FCKeditor B ock 8
110. 84.32.140  |China 147.237.77.233 |atal .idf.il Cl08: HITP. Trying to | ocate existing FQkeditor B ock 4
110. 84. 32. 140 Chi na 147.237.77.170 |maarachot.idf.il Cl08: HITP. Trying to locate existing FQkeditor B ock 4
110. 84.32.140  [China 147.237.77.176 |nat pash.idf.il C108: HITP. Trying to | ocate existing FCKeditor B ock 4
110. 84.32.140  |China 147.237.77.226 |waw chamat z. aka. i df . i | Cl08: HITP. Trying to | ocate existing FQkeditor B ock 3
110. 84. 32. 140 Chi na 147.237.77.234 |halag.idf.il Cl08: HITP. Trying to locate existing FQkeditor B ock 3
110. 84.32.140  [China 147.237.77.216 |dover.idf.il Cl08: HITP. Trying to | ocate existing FCKeditor B ock 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
88. 204. 187. 90 147.237.77. 205 Kazakst an prisha.idf.il ET SCAN NMAP -sS wi ndow 2048 1
88. 204. 187. 90 147.237.77. 205 Kazakst an prisha.idf.il ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147. 237.76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
108. 168. 185. 133 147.237. 8. 46 Lhited Sates e. chinuch. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
88. 204. 187. 90 147. 237. 77. 205 Kazakst an prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

46. 19. 86. 66 I srael 147. 237. 76. 200 [ei tan. aka. i of .i | 2 dro 150
Ret r ansni ssi on Packet dropped. P
Sreamng Engine: TCP Invalid i i ssi
79.183.193. 153 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. g 39
Ret r ansni ssi on Packet dr opped.
41.33.231.90  |Egypt 147. 237.77. 216 |dover. i df .i 1 drop SAMrule drop 36
Sreaning Engine: TCP Invalid i i ssi
66.249.78.254 |lnited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. g 18
Ret r ansni ssi on Packet dropped.
110.84.32.140  |China 147, 237.77. 243 |rbil e.i i Bad TCP sequence SNretramsmt with different — Jooyiior |5
w ndow scal e
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 147 I sr ael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TP Invalid i i ssi
37.60.42.63  |Israel 147.237.76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
82.145.211.23 |Europe 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
reanming BEngine: TCP Invali i i ssi
46.120.128.75 |Israel 147.237.77. 243 |robi L e. i of .1 Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 4
Ret ransni ssi on Packet dropped.
5.22.130. 102 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |3
Sreaming Engine: TGP Invalid i i ssi
46.19.85.173  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
5.102.254.215 |israel 147.237. 72. 167 |i shuri maka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreanming Engine: TCP Invalid i i ssi
84.228.162. 223 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
46.19.86.125  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
37.26.148.130 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i Ssi
46.19.85.127  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
66.249.83. 155 |l srael 147.237. 77. 216 |dover.i df .il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
66. 249. 66. 69 Lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop
121.54.44.95  |Pnilippines 147. 237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
110.84.32.140 |cnina 147.237.77. 226 "1\ chamat z. aka. 1df oy At t ack SYN -> SYN-ACK -> Timeout |reject 2
128.232. 110, 28 | ted 147.237.72. 217 |e.idf .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 2
Ki ngdom enf or cenent
Sreaning Engine: TCP Invalid i i ssi
40.77.167.57  |Wited Sates |147.237.72. 166 |aka i df i1 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
141.212. 121. 192|wnited Sates  |147. 237. 76. 202 |e. hal ag.i df . i Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ;]f”  nbound drop 2
46. 19. 85. 127 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber noni t or
110.84.32.140 |China 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject
84.108.137.22 |Israel 147. 237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
128.232. 110, 28 | ted 147. 237.76. 202 |e.hal ag.i df .| Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 2
Ki ngdom enf or cenent
62.210.181.15 |France 147.237. 77. 216 |dover.i df .il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
84.110.184.55 |lsrael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber alert
128. 232. 110. 28 LKJ?'r:gegom 147.237.77. 205 |prisha.i df .il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 1
42.62.74.80 Chi na 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop
110. 84.32.140 |Chi na 147.237.77. 170 |naar achot . i of . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
82.145.211.23 |Europe 147.237. 77. 176 |nat pash. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169.50.77.72  |Switzerland 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
37.142.191. 219 |israel 147.237. 72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
84.110.184.55 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
79.78.63.5 LK!i“r:gegom 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
213.8.204. 63 I sr ael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 119 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
130. 193. 51. 37 RJSIS::t”ion 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
46. 19. 85. 127 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber aert 1
66. 249. 66. 75 | srael 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 1
46. 19. 86. 33 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 1
79.176. 16. 42 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195. 60. 232.57 |l srael 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
79.178. 162. 184 |lsrael 147.237.0.19 |madimatal . i df. i |Suspici ous Response Code B ock 93
79.178.162. 184 |israel 147.237.0.19 |madi matal . i df i [70° M8 of the Sane Response Code (404) in Session from Bl ock 73
79.178. 162. 184
110. 84.32. 140 |China 147.237.77.74 [lawidf.il Mil tipl e Unauthori zed URL Access from 110. 84. 32. 140 Bl ock 3
70.177.152.57 |1 srael 147.237.72. 166 |aka. i df i | glséilgrl])e Untraceabl e SSL Sessions from79. 177. 152. 57 (Unhknown SSL None 2
110. 84.32.140 [China 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized URL Access from 110.84. 32. 140 Bl ock 2
80.178.17.110 |Israel 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
66.249.78.159 |[Israel 147.237.77.216|dover.idf . il Ml tiple Uhauthorized URL Access from 66. 249. 78. 159 B ock 2
110. 84.32. 140 |China 147.237.77.233|atal .idf.il Mil tipl e Unhaut hori zed URL Access from 110. 84. 32. 140 Bl ock 2
79.177.169.83 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
] - - Unaut hori zed URL Access to
208.115.113. 92 |Lhited Sates 147.287.77. 176 |nat pash. idf.il wan cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
. . Unaut hori zed URL Access to
66. 249. 66. 72 I sr ael 147.237.77. 176 [nat pash. i df . i | v cogat . i df i1/t enpl at es/t enpl at econt rol s/ gener i ¢/ Bl ock 1
195. 62. 53. 168 RJSf;;”i o 147.237.0.34 [tikshuv.idf.il [unauthorized URL Access to /1ogin B ock 1
31.168.197.195 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Oy Molation in o None 1
wan aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx
. - Unknown Paranet er anp;docld in
167. 114. 0. 27 Canada 147.237.72. 166 |aka. i df . i | wws aka. i o i1/ brot her s/ ski ral def aul t. asp None 1
] . . D stributed Uhauthorized URL Access on
107.178.194. 87 [Wnited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
204.13.201. 137 |[thited Sates 147.237.77.216|dover.idf . il Unaut hori zed URL Access to www i df.il/1133-22461- he/ dover.aspx.  |Bl ock 1
. . O stributed Whaut hori zed URL Access on
188. 138. 9. 49 Ger many 147.237.77.216|dover.i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
46.120. 56. 7 I srael 147.237.77. 170 |maarachot . i df . i | [Distributed PHP Attenpt B ock 1
2.52.39.51 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
213.8.204.55 I srael 147.237.76.42 |refuah.idf.il PHP Attenpt Bl ock 1
66. 249. 69. 89 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1404- hel at al . aspx B ock 1
195. 62. 53. 168 RJSf;:I”i on 147.237.77. 176 |mat pash. i df . i|  [Whauthorized URL Access to /1ogin B ock 1
37.128.186. 113 |United Kingdom [147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to navy.idf.il/test/wp-admn/ B ock 1
176. 205. 43. 127 ;:i']rtae[deskab 147.237.77. 216 |dover.i df . il Dstributed PHP Attenpt B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194. 87 |[nited Sates 147.237.77. 216 |dover . i df . i | v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
204.13.201. 138 |[Lhited Sates 147.237.77.216|dover.idf . il Unaut hori zed URL Access to www i df.il/1133-22638- he/ dover.aspx.  |B ock 1
79.177.152.57 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None 1
190. 42. 40. 176  |Peru 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
46.120.56. 7 I srael 147.237.77. 170 |m@ar achot . i df . i | |Unaut hori zed URL Access to maarachot.idf.il/xnrpc. php B ock 1
5.29.2.229 I srael 147.237.77. 170 |maarachot . i df . i | |Dstributed PHP Attenpt Bl ock 1
Unaut hori zed URL Access to
110. 84.32. 140 |Chi na 147.237.77. 216 |dover.idf . il vy i df . i |/ editor/editor/filenanager/ browser/defaul t/ connect or s/ asp/ co |B ock 1
nnect or . asp
213.8.204.55 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/xnirpc. php Bl ock 1
197. 40. 177. 226 |Egypt 147.237.77. 176 |mat pash. i df .i|  [Distributed PP Atenpt Bl ock 1
176. 205. 43. 127 ;:ill::tdesﬁ’ab 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to waw i df.il/xnrpc. php Bl ock 1
40.77. 167. 63 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/giyus/index/ B ock 1
109. 200.5.149  [United K ngdom |147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to navy.idf.il/wordpress/wp-adm n/ Bl ock 1
Unaut hori zed URL Access to
207.46.13.122 |whited Sates 147.237.76.30 |hinush.idf.il waw chi mush. atal . i df.i|/tenpl at es/ shar ed/ user cont rol s/ navrenu/ undefi (Bl ock 1
ned
79.177.152.57  |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
191. 252. 48. 220 |Brazil 147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to navy.idf.il/ol d/ wp-admn/ Bl ock 1
54.166.46.37  |Wnited Sates  |147.237.77.74 |lawidf.il Illegal Byte (e Character in LRL /261-6858-en/ patzar. aspx Bl ock 1
5.29. 2. 229 I srael 147.237.77. 170 |m@ar achot . i df . i | |[Dstributed Whaut hori zed URL Access on naarachot.idf.il/xmrpc.php  |B ock 1
86.143.101. 138 |United Ki ngdom |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/sip storagel/files/2/4912.png |B ock
66.249.78.161 I srael 147.237.76.86 |navy.idf.il thaut hori zed LR. Access to Bl ock 1
navy. i df .il/giyus/forun asp/ showf or um asp
197. 40. 177. 226 |Egypt 147.237.77. 176 |mat pash. i df . i|  [Unauthorized URL Access to www cogat.idf.il/xnirpc. php Bl ock 1
180. 210. 204. 141|9 ngapor e 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy. i df.il/wp/wp-admin/ Bl ock 1
46.19. 85. 168 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
109. 253. 207. 31 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
] . . Unaut hori zed URL Access to
207.46.13.129 |United Sates 147.237.77. 176 @t pash. i df . i | W cogat . i df . i |/ civil admini strati on/ minhal news/ pages/ hakal ahom aspx Bl ock !
192. 114.91. 215 |[lsrael 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to waw i df.il/tenpl ates/articl e/ watch Bl ock
66. 249. 64. 13 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp  |B ock 1
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