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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3031

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 534
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

89. 248. 172. 78 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1

89. 248.172. 78 Net her | ands 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1

162. 248. 100. 195 Lhited Sates 147.237. 76. 196 e.sviva.idf.il B ock Np Al Net drop 1
71.6.165. 200 Lhited Sates 147.237.76. 86 navy.idf.il B ock_UWp Al _Nets drop 1

162. 248. 100. 195 Lhited Sates 147.237. 76. 202 e.halag.idf.il Bock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |Site |S gnature Devi ce Action |Oount |
88. 246. 96. 192 Tur key 147.237.72.166 |aka.idf.i||Q25 HITP. access to adninistrator/index. php -> Quaranti ne B ock 1
168. 235. 155. 26  |Canada 147.237.77.233 |atal .idf.i|Q25 HITP. access to administrator/index. php -> Quarantine Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
59. 45. 79. 117 147.237.8.27 |China e.madimatal .idf.il ET SCAN Potential SSH Scan 1
168. 235. 155. 26 |147. 237. 77. 233 |Canada atal .idf.il SERVER- WEBAPP admi n. php access 1
50. 23. 96. 210 147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
159. 122. 111. 166|147. 237. 77. 243 |Netherl ands ~ |robil e.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.151.53.217 [147.237.72.14 |Wkraine dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
119. 81. 188. 158 [147.237. 77. 227 |Hong Kong e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147. 237. 77. 234 |France hal ag.idf . il ET SCAN NVAP -sS w ndow 1024 1
78.193.2.8 147. 237.77. 121 |France e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 77. 235 |Chi na sviva idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.8.14 |China e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45, 79. 117 147.237. 77. 179 |Chi na e.mazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 14 |[China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
169. 50. 77. 72 147.237.0.16 [Satzerland ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
59. 45, 79. 117 147.237.0. 200 [China ndu. i df il ET SCAN Potential SSH Scan 1
165. 215. 209. 15 [147.237.77.216|thited Sates |dover.idf.il Tehila - Perl LWP wth fake user agent 1
46.151.53.217 |147. 237. 76. 199 |kr ai ne e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
159. 122. 111. 166|147.237. 77. 74 |Netherlands  [lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.151.53.217 |147.237.8.46 |lkraine e. chinuch. i df .il ET SCAN NVAP -sS wi ndow 1024 1
119. 81. 188. 158 |147. 237. 76. 197 [Hong Kong e. hinush. i df .i| ET SCAN NVAP -sS w ndow 1024 1
78.193.2.8 147. 237. 77. 226 |France waw chanat z. aka. i df . i1 |ET SCAN NVAP -sS wi ndow 1024 1
74.43.42.29 147.237.0.17 |Lhited Sates |mny-kosher-kravi.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237.77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 77. 227 |Latvia e hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
173.203. 64. 151 |147.237.72.217 |thited Sates [e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

46. 19. 86. 66 I srael 147.237. 76. 200 |ei tan. aka. i df .i | > droj 126
Ret r ansni ssi on Packet dropped. P
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 71
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TCP Invalid i i ssi
213.57.157.16 | srael 147. 237.77. 243 |mwbi l e, i f . i 9 =9 Invalid segnent retransmssion. |, 21
Ret r ansni ssi on Packet dropped.
80.246.136.13 |[lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 18
46. 19. 86. 240 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 14
Sreanming Engine: TCP Invalid i i ssi
46.19.85.173  |israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
46.19.86.212  |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 9
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.176.19. 254 | srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
54.244.22.103 |Wited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
213. 8. 204. 16 I srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195. 34. 150. 18  |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nmonitor 4
149.78.146. 221 |Israel 147. 237.77. 226 ‘I’W“Cha"mz' aka.idh- 1 lpad TGP sequence Inval i d ACK number monitor (3
5.102. 254. 56 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
84.111.1.97 I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber aert
Russi an : L Sreamng Engine: TP Invalid|invalid segnent retransnissi on.
130. 193.51.91 eration 147.237.76. 200 |ei tan. aka.i df .i | Ret r ansni ssi on Packet dr opped. drop 3
84.111.1.97 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d AGK nunber monitor |3
Sreaming Engine: TGP Invalid i i sSi
79.176.194.10 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 67. 169. 13 |[Israel 147.237.72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |, op 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
185.3.147. 146  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
157.55.39. 147 |wited Sates  [147.237.77. 243 |nobil e idf i1 g =g Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.182.123.183 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
157.150.193.5 |Lhited Sates [147.237.77. 176 |nat pash.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 86. 86 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TCP Invalid i i sSi
213.8.204.16  |israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.121.123.18 |israel 147. 237.77. 243 |mbi l e, i f . 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
31.154.167.78 |l srael 147.237.72. 166 |aka.i df i Bad TCP sequence S retransmt with different —foon o |2
w ndow scal e
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
84.168.72.72 Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject
84.108.223.116 |[lsrael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject
141.212.121. 192|Wited Sates  [147.237.72. 217 [e.iof i1 Geo- | ocati on enf or cenent Geo- ocati on i nbound drop 2
enf or cenent
85. 130. 216. 252 |l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 2
149.78.146. 221 |Israel 147.237.77. 226 ‘I’“'WChamz' aka.idh- 1 lpad TGP sequence Inval i d ACK number dert 2
74.202.104.67 |lhited Sates |[147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 192|Wnited Sates [147.237.76.39 |nobile.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert 1
37.142.64.98 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber alert 1
85. 250. 203. 70 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
81.169. 237. 146 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
169.50.77.72  |Switzerland 147.237.0. 17 ;"I”Iy kosher-kravi.id |4 o First packet isnt SWN drop 1
42.62.74. 77 Chi na 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
128. 232. 110. 28 z‘;;gom 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
157.150.193.5 [lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACGK nunber aert 1
46. 19. 86. 155 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212.121. 192|Uhited Sates [147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.142.64. 98 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
104. 128. 144. 131|Canada 147.237.76.30 |himush.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
213.57.157.16  |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 5
46. 19. 86. 219 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89.138.123. 140 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 3
168. 235. 155. 26 |Canada 147.237.77.233|atal .idf.il PHP At enpt Bl ock 2
37.26.146.193 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 173 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
107. 150. 45. 106 |Uited Sates |147.237.77.74 [lawidf.il D stributed Waut hori zed URL Access on ww rmag. i df .il/wp-1ogin. php |B ock 1
87. 68. 62. 227 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
204.13.201. 138 |Uited Sates  |147.237.77. 216 [dover . i df .i | Dstri uted 1?§;f:§g;§?ﬁe%vpe‘ff:p;” Bock |1
168. 235. 155. 26 |Canada 147.237.77.233|atal .idf.il Mil tipl e Unauthorized URL Access from 168. 235. 155. 26 B ock 1
109. 66. 203. 227 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
104.131. 147. 112|Uhited Sates  |147.237.72.166|aka. i df . il Unhknown Paraneter docid in ww aka.idf.il/brothers/skira/default.asp |None 1
176.13.16.130 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
68.180. 230. 224 |[Lhited Sates  |147.237.76.31 |nakchal .idf.il ma'rfki;IT)i'%? _Yﬁ'fié&"hep,aﬁik“ﬁ;i_ gspx Bl ock 1
31.154.167.78 |israel 147.237.72. 166 |aka. i df . i | ][“:Iotn'qgf EL' ‘fg'%w fwi dth tni code Encoding on LR Paraneter (+) B ock 1
157. 55. 39. 10 Uhited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/894- he/ nakhal . aspx) B ock 1
107. 150. 45. 106 |lhited Sates  [147.237.77.170|mmarachot.i df .il |PHP Attenpt B ock 1
88.246.96.192  |Turkey 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock
208.184.112. 74 [United Sates  [147. 237.77. 216 |dover . i df . i | Dstri uted 1?;;};3;5?&%\;‘??:&” Bl ock 1
66.45.242. 2 Uhited Sates |147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df . il/1283-19142-en/ dover. .. Bl ock 1
109. 160. 173. 110|1 srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
104.194. 26. 205 |Uhited Sates |147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
185. 32. 179. 254 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
77.66.108. 158  |Denmark 147.237.77. 216 |dover . i df . i | D stri utec nggggéfﬂeﬁﬁff:pﬁn Bock |1
157.55.39. 101 |lhited Sates  [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waidf.il/sip storage/files/5/ Bl ock 1
107. 150. 45. 106 |Uited Sates  |147.237.77.170|maar achot . i df.i| |Unhauthorized URL Access to maarachot.idf.il/wp-1ogin. php Bl ock 1
88.246.96.192 |Turkey 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df . il/wp-1ogin. php B ock 1
213.8.204. 15 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
168. 235. 155. 26 |Canada 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/wp-1ogin. php B ock 1
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. ht m B ock 1
142.4.206.84  |Uhited Sates  [147.237.77. 216 |dover. i df . | w11 1155, 25656 nel dover. s Bock 1
104.194. 26. 205 |lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to wwv nag. i df . il/wp-1ogin. php B ock 1
185. 120. 125. 24 147.237.72. 166 |aka. i df . i | mmmfv”;:;ri'd??lﬁmﬁ,cgfjjsltsomrd o ot udal A Bl ock 1
79. 180. 216. 229 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
37.142.239.132 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
157.150.193.5 |Whited Sates  |147.237.77.176 |mat pash. i df .| m”;?;ti.ﬁ. Hj‘sipg_c;zfa;gm s/ 64616, | pg B ock 1
107.178.194. 87 |United Sates  |147.237.77. 216 |dover. i df .| D stri utec nggggéfﬂeﬁﬁff:pﬁn Bock |1
173.252.115.85 |lhited Sates  |147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
66.249.78.159 |Israel 147.237.77.216|dover. i df . i | Lhaut hori zed LRL Access to waw idf.il/tenpl ates/articl e/ watch B ock 1
149. 78. 73. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
107. 150. 45. 106 |Uhited Sates  |147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
195. 62. 53. 168 :Z:::t”i on 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to /login B ock 1
84.109.212. 130 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None

168. 235. 155. 26 |Canada 147.237.77.233|atal .idf.il Adnin Bl ocki ng B ock 1
107.178.194. 87 [Uiited Sates  |147.237.77. 216 |dover. i df .i | D stri utec ngggggg?ﬂeﬁﬁff:pﬁn Bock |1
104. 128. 144. 131|Canada 147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to 147. 237.76. 30/ redi rect . php B ock 1
173.252.115.90 |[Uhited Sates |147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
66.249.78.206 |lIsrael 147.237.72. 166 |aka. i df . i | Lhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
149 88. 190. 182 |israel 147.237.77.74 lawidf.il Paraneter Type M ol ation Mast er $Header 1$ucHeader Sear ch$t xt Sear ch in 8 ock 1

waw | aw i df . i |/ 14- 6637- he/ pat zar . aspx
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