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|Top Attackers | n DDoS- Def ence |

01-21-2016-23:04:09 to 01-22-2016-00:04:09

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3053

91. 193. 140. 76 Russi an Feder ati on 147.237.76. 201 e atal.idf.il B ock_Udp Al _Nets dr op 1

200. 35. 95. 235 \enezuel a 147.237.72. 167 ishurimaka.idf.il |L4 Source or Dest Port Zero drop 1

89. 46. 102. 242 Ronani a 147. 237.76. 31 nakchal . i df .i | Bl ock Udp All Nets drop 1

91. 193. 140. 76 Russi an Federation 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1

91. 193. 140. 76 Russi an Federation 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 1

162. 248. 100. 195 Lhited Sates 147. 237. 76. 42 refuah.idf.il Block Np All Net drop 1

91. 193. 140. 76 Russi an Feder ati on 147.237. 76. 200 eitan. aka.idf.il B ock_Up Al _Nets dr op 1




01-21-2016-23:04:09 to 01-22-2016-00:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |9 gnature Devi ce Action |Oount |
151.236.51. 169 |United Kingdom [147.237.72.166 |aka.idf.il [Q025: HITP. access to adninistrator/index. php -> Quarantine B ock 2
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il|13840: TLS enSSL Heartbeat Packet B ock 1




01-21-2016-23:04:09 to 01-22-2016-00:04:09

|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
104.192.0.226 |147.237.76.34 [tnited Sates |yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 154. 201. 156 |147.237.0.17 |United K ngdom|mny-kosher-kravi.idf.il |ET SCAN Potenti al VNC Scan 5900- 5920 1
80. 82. 79. 104 147. 237. 77. 233 [Net her | ands atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
013, 151 55. 110 |147. 237 77. 216 |1 51 ael dover i df il ET DO5 Large anount of TGP Zer oWndow - Possible Nkiller2 1

DDos attack

190. 249. 184. 162|147. 237. 77. 178 |Col onbi a e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 4096 1
190. 249. 184. 162|147. 237. 77. 178 |Col onbi a e. mat pash. i df . il ET SCAN NVAP -f -sS 1
108. 168. 185. 133|147.237.8.27 |Uited Sates |e.nadimatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95. 154. 201. 156 [147.237.0.19 |United Ki ngdom|nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.169.86 [147.237.8.46 |[Netherlands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
80. 82. 79. 104 147.237.0.35 [Netherl ands akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.76.42 |China refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 249. 184. 162|147. 237. 77. 178 |Col onbi a e. mat pash. i df . i ET SCAN NVAP -sS w ndow 2048 1
178.19. 155. 126 |147.237.77.216(Italy dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1




01-21-2016-23:04:09 to 01-22-2016-00:04:09

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
88.195.251.81 |FAnland 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SN drop 48
195. 239. 16. 53 stls;;”ion 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor (26
195. 239. 16. 40 RJSS::t”ion 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai led to handl e connection data [menitor |26
107.167.96.10 |Uhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
Sreaming Engine: TGP Invalid i i ssi
2.54.174.187  |israel 147.237. 72. 167 |i shuri maka i df .1 9 =g Invalid segnent retransmssion. 15
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.22.1 I'srael 147. 237. 76. 200 |ei tan. aka. i f . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 10
46.19. 86. 172 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber monitor |10
Sreaning Engine: TP Invalid i i ssi
109. 253. 157. 53 |Israel 147. 237. 77. 243 |nobi l e.i df i | 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
188. 120. 148. 231 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
5.29.1.109 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber alert
5.29.1.109 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
66.249.78.252 |Wnited Sates |147.237.0.19 |nadimatal.idf.il 9 =g Invalid segnent retransmssion. |4 6
Ret ransni ssi on Packet dropped.
85. 130. 137. 159 [l srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Russi an e Sreaming Engine: TCP Invalid |invalid segnent retransnissi on.
141.8.132. 112 er ot on 147. 237. 72. 166 |aka.i of .i Ret 1 ansmi si on Packet dr opped. drop 6
85.130. 137. 159 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
31.210.187.171 |l srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |5
85. 130. 137. 159 [l srael 147.237. 77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 5
31.210.187.171 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
46.19. 85. 188 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
5.22.131. 66 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
2.52.136. 62 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
Sreamng Engine: TCP Invalid i i ssi
46.121.123.18 |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
185.99. 32. 2 147.237. 77. 176 |nat pash. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi
46.19.85.166 |l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
84.228.233. 151 |lsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |3
Sreamng Engine: TCP Invalid i i ssi
79.178.138. 244 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
109. 253. 134. 44 |Israel 147.237.77. 243 |robil e.i of .i Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dropped.
46.120. 102. 249 |Israel 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |3
reanming BEngine: TCP Invali i i ssi
176.13. 3. 48 I'sr ael 147.237.77. 243 |robi L e. i df . i1 Streamng Engi ne: TCP Inval id |invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.126.14.220 | srael 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
192.117.50. 179 | srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
2.54.131.180  |Israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.179.135.90 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 65.56.204  |Israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.179. 162. 173 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
2.52.163.171  |Israel 147.237.77. 226 "‘:"I’WCha”atZ' aka. Tdf o At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i Ssi
79.176. 132. 100 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
5.22.129. 67 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber noni tor |3
Sreaming Engine: TGP Invalid i i ssi
79.180. 125. 203 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
212.179. 246. 42 | srael 147.237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
79.177.59. 253 |lIsrael 147. 237. 77. 170 |n@ar achot . i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i SSi
109. 66.131.92  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
141.212.121. 192|Wited Sates  |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Sﬁfolrggihton i nbound drop 2
109. 253. 218. 217|I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
195. 239. 16. 40 stls;;”ion 147. 237. 77. 216 |dover. i df . Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |2




01-21-2016-23:04:09 to 01-22-2016-00:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
85. 65. 99. 231 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
185.32.179.83 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
109. 160. 165. 195]I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 2
5.29.1.109 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 253. 157. 53 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
2.54.171. 128 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 2
. . . Unaut hori zed URL Access to
213.57.157.172 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 Bl ock 1
84.108.81.227 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46. 120. 207. 175 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 1
161. 0. 110. 127 xrnelr;ands 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/xmrpc. php B ock 1
5.22.131. 66 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
87. 68. 62. 227 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin wwwyidf.il/1283-en/ dover. aspx |Bl ock
Russi an . . Unaut hori zed URL Access to
146.185. 234. 48 Federation 147.237.77. 176 |nat paSh' idf.il W cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bt ock !
37.142.239.132 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
2.52.7.119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
103.16.228.98 |Hong Kong 147.237.77.216|dover . i df . i | eMai | Hoar di ng Bl ock 1
84.228.247.85 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
. . - . DO stributed Whaut hori zed URL Access on
46. 148. 26. 78 Li t huani a 147.237.77. 216 |dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
173.252.90.125 |Uhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
109. 253. 134. 44 |l srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed UR. Access to nobile.idf.il/nilluiniindex B ock 1
Unknown Par anet er
89.139. 133. 111 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
] . . DO stributed Uhauthorized URL Access on
204.13.201.138 [Wited Sates |147.237.77.216(dover.idf .il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
] . - - Uhknown Paraneter &ortDir in
68.180. 229. 121 |[Wnited Sates |147.237.76.200(ei tan. aka.idf.il v ei tan. aka i df .1/ 1104- he/ ei t an. aspx None 1
149. 78. 174. 204 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Attack None
37.142.242.174 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SSL Sessions: sigal gs DoS Attack None
2.54.8.127 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
www. chamat z. aka. i )
104. 128. 144. 131|Canada 147.237.77. 226 df il Unaut hori zed URL Access to 147.237.77.226/ Bl ock 1
84.229.39.223 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
60. 53. 27. 128 Ml aysi a 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 1
176.13.1.75 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5. 29. 100. 146 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . . O stributed Whaut hori zed URL Access on
89.187.144.122 [Czech Republic |147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
] . . . Unhaut hori zed URL Access to
207.46.13.122 |lhited Sates [147.237.76.30 |hi nush.idf.il vaw chi mush. at al i df .1/ 1551- he/ i nages/ shar ed/ err_page. png Bl ock 1
68.180. 230, 224 [Uhited Sates |147.237.76.31 |nakchal .idf . il Paraneter Type Mol ation PageNimin Bock |1
) ) ) ) T ’ ) wan nakhal i df . i1/1117- he/ nakhal . aspx
157.55. 39. 194 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt Bl ock 1
46.19. 85. 95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
] . . DO stributed Uhauthorized URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover. i df .| v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
60. 53. 27. 128 Ml aysi a 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LRL Access on waw i df . il/xnirpc. php B ock 1
176.13. 3. 48 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
109. 253. 157. 53 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 1
8. 37.233.162 Lhited Sates [147.237.72.166|aka.idf .il Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
Unaut hori zed URL Access to
95. 86. 121. 31 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i1/ main/ gi yus/ &a=u&ved=0ahukew 4- vt n6bvkahvbt hgk [Bl ock 1
hf | uaj kgf gguman&usg=af gj cnhcvyyg7wlcg- yhd5 anmmroyodt wa
] . . DO stributed Uhauthorized URL Access on
208.184.112.74 [Wited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
80. 246. 137. 125 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 1
161. 0. 110. 127 A'\i:ihﬁrésa”ds 147. 237.77. 176 |nat pash. i df . i | Distributed PP A tenpt B ock 1
46. 19. 86. 84 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 1
2.54.171. 128 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
] . . DO stributed Uhauthorized URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover. i df .| v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
85.65.191.119 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
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