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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3073
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2

200. 35. 95. 235 \enezuel a 147.237.72. 156 anan.idf.il L4 Source or Dest Port Zero drop 1

69. 28. 157. 205 Lhited Sates 147.237.8. 45 eetanidf.il L4 Source or Dest Port Zero drop 1

151. 80. 109. 172 Italy 147.237.76. 176 test.ncore.idf.il |Block Udp All Nets drop 1




01-21-2016-22:04:06 to 01-21-2016-23:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |

151.236.51.169 |United Kingdom |147.237.72.166 |aka.idf.i|[0025: HITP. access to adninistrator/index. php -> Quarantine B ock 1
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|Top Attackers In ID|

Attacker Address

| Target Address

Attacker Qountry

|Signature
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il |Tehila - Perl LWP with fake user agent
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

Sreaning Engine: TGP Invalid

Invali d segnent retransnissi on. Packet

46. 19. 86. 101 I srael 147. 237. 77. 243 |nobi l e.i df .i | 2 drop 63
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

149. 88. 136. 248 | srael 147. 237. 76. 200 |ei tan. aka. i of . i 9 =9 Invalid segnent retransmssion. Packet | 38
Ret r ansni ssi on dr opped.

84.109. 178. 170 |israel 147.237.72.166|aka.idf.il  |Bad TCP sequence g;;e”ansm't wthdifferent wndow oo [22
Sreamng Engine: TCP Invalid i i ssi

88.198.48.46  |Germany 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. Packet | 18
Ret r ansni ssi on dr opped.

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 12

172.58.136. 152 [thited Sates |147.237.77.176|natpash.idf.il |dr op Frst packet isn't SYN drop 11
Sreaming Engine: TGP Invalid i i ssi

87.68.18.131  |israel 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segment retransmssion. Packet |, 9
Ret ransni ssi on dr opped.

46. 19. 85. 99 I sr ael 147.237.77. 216 |dover.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect

5.29.117. 154 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Invalid ACK nunber alert

5.29.117. 154 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or

109.64.192.38 [Israel 147.237.77.234|hal ag.i of .11 [Bad TCP sequence S retransmt with different wndow 1 onivor s

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
Sreanming Engine: TCP Invalid i i SSi

46.19. 86. 35 I'srael 147.237.77. 243 |nobil e, i df . i1 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.

46. 19. 85. 99 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or

79.181.21. 36 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence noni t or

79.182.172.11 |israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvali d ACK nunber aert
Sreamng Engine: TCP Invalid i i ssi

46.121.123.18 |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =9 Invalid segnent retransmssion. Packet | 6
Ret r ansni ssi on dr opped.

109. 64. 147. 15 |Israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvali d ACK nunber noni t or

79.182.172.11 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi

185. 27. 105. 156 | srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. Packet |, 6
Ret ransni ssi on dr opped.

5.28. 144. 208 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvali d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

109. 253. 206. 164|I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet | 6
Ret r ansni ssi on dr opped.

5.28. 144. 208 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvali d ACK nunber noni t or

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

91.135.102. 170 |Israel 147.237.77.74 |lawidf.il  |Bad TOP sequence SYNACK retransmit with different moni tor |5

w ndow scal e

5.22.130. 67 I sr ael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nvali d ACK nunber nonitor (4

141. 8.183. 16 gs::;”ion 147.237.77. 176 |nat pash. i df . i1 |dr op First packet isn't SIN drop 4
Sreanming Engine: TCP Invalid i i SSi

131.253.25.224 |wited Sates |147.237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. Packet ., 4
Ret r ansni ssi on dr opped.

82.114. 168. 157 |Yenen 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect

195.34.150.18 |Austria 147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreaning Engine: TGP Invalid i i ssi

199.30.25.248 |Wnited Sates |147.237. 76. 200 |ei tan. aka i of . | 9 =9 Invalid segnent retransmssion. Packet | 4
Ret r ansni ssi on dr opped.

46.117.58.162 |Israel 147.237.72. 156 |anan.idf .il drop Frst packet isn't SYN drop

2.54.208. 79 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop

46.117.58.162 |[Israel 147.237.72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TGP Invalid i i ssi

79.180.24.179 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.

188. 120. 148. 172|i srael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nvali d ACK nunber nonitor (3
Sreamng Engine: TCP Invalid i i ssi

109. 66.57. 197  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansni ssi on dr opped.

79.181.21.36 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TCP Invalid i i ssi

31.168.30.167 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet . 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i Ssi

109. 66. 141. 23 | srael 147.237. 72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. Packet 3
Ret ransmi ssi on dr opped.

2.52.128.171 I sr ael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Stream ng Engi ne: TCP Segnent i

208.52.154. 243 |tited Sates |147.237.77. 216 |dover.idf.il |7 . g =g 9 TCP segnent out of naxi mumalfoved |, 3
Limt Enforcenent sequence. Packet dropped.

79.181. 21. 36 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi

46.19. 85. 32 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansni ssi on dr opped.

79.181.21. 36 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvali d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi

79.182. 217.175 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansnmi ssi on dr opped.
Sreaning Engine: TCP Invalid i i Ssi

199.67.17.19  |Wiited Sates |147.237.72.166 |aka.idf.il 9 =g Invalid segnent retransmssion. Packet ., 3
Ret ransmi ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

109. 66.29. 150  |Israel 147.237.72. 166 |aka i df i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansnmi ssi on dr opped.

79.181.21. 36 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or

37.46.39.3 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or




01-21-2016-22:04:06 to 01-21-2016-23:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count
80. 246. 136. 170 [l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 129
80. 246. 136. 170 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 125
176.228. 62. 42 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 67
80. 246. 137.86 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 30
5.28.165.219 |[lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from5. 28.165.219  |B ock 8
2.54.151.206 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
95.10. 187. 181 |Turkey 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 95.10. 187. 181 B ock 3
2.54.182.112 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
88.198.48.46 |Ger many 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 88.198. 48. 46 Bl ock 3
46. 19. 86. 34 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
) - . Unhaut hori zed URL Access to
72.9.148.10  |thited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
176.13.17. 209 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS At ack None 2
109. 67. 157. 34 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 109. 67.157.34 |B ock 2
46.19. 86. 35 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
77.125.94. 14  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
95.10. 187. 181 |Turkey 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 2
46.19. 85. 57 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
84. 95. 255. 154 || srael 147.237.77. 170 |nmar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/4/112784. pdf |Bl ock 2
69. 171. 230. 100 [Lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
66.249.69.81 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1248-he/ at al . aspx B ock 1
212.29.252.81 |Israel 147.237.77. 216 |dover . i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
. . Unhaut hori zed URL Access to
88.198.48.46 |Cernany 147.237.76.86 [navy.idf.il viwv navy. i df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock !
84.108.70.102 |Israel 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt Bl ock
5. 64. 252. 20 Uhi ted Kingdom[147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
- . D stributed Lhaut hori zed URL Access on
171. 25. 193. 132 |Sweden 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
79. 181. 102. 197 |l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
2.54.58.170 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
Unknown Par anet er
109. 67. 43. 142 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . Unknown Par anet er anp; docid in
66.249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | wiuw aka. i o i |/ rai v gi yus/ general . aspx None 1
} . . D stributed Lhaut hori zed URL Access on
204.13.164.54 |thited Sates  |147.237.77.216 (dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
84.108.70.102 |Israel 147.237.77.74 [lawidf.il D stributed Unaut horized URL Access on waw nag. i df.il/xmrpc. php [Bl ock
149. 88. 217. 131 |I srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None
2.51.223.82 ;hﬁ'”taetdesprab 147.237.77.216|dover.i df .i | Dstributed PHP Attenpt B ock 1
] . . D stributed Unauthori zed URL Access on
107.178.194. 87 [Whited Sates  |147.237.77. 216 (dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
66.249.69.97 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1408- he/ at al . aspx B ock 1
93.120. 246. 243 :Z:::tnl on 147.237.77. 216 |dover.i df . i | Paraneter Type Mol ation lang in wwidf.il/1133-he/ dover. aspx Bl ock 1
84.108.70.102 |Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to ww nakhal .idf.il/xnirpc. php Bl ock 1
37.26.149. 138 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.182.172.11 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
95.10. 187. 181 |Turkey 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wwyidf.i|/wp-1 ogin. php Bl ock 1
. . Unknown Paraneter hc_location in
66.249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | wiww aka. i o i |/ nai / gj yus/ general . aspx None 1
] . . D stributed Unauthori zed URL Access on
204.13.201. 137 |Lhited Sates  |147.237.77.216 [dover.i df.i| Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . Ml tiple Full width/Hal fwdth Uhi code Encodi ng on URY Par anet er (+)
84.109. 178. 170 |l srael 147.237.72. 166 |aka. i df . i | from 84. 109, 178. 170 B ock 1
5.28.165.219 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for vww aka. i df . i/ mai n/ gi yus/ B ock 1
- kosher - kravi . i df
157.55.39. 229 |lhited Sates 147.237.0. 16 niyl Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
Lhited Arab . . ! . . . .
2.51.223.82 Enirat es 147.237.77.216|dover.i df .i | Distributed Wauthorized URL Access on waw i df.il/xnirpc. php B ock 1
109. 64. 18. 109 |Israel 147.237.77.243|nobi | e.i df . i | Dstributed Waut hori zed UR. Access on nobi | e. i df.il/nekudot/i ndex [Bl ock 1
95.10.187. 181 |Turkey 147.237.77. 216 |dover.i df .i | Admin Bl ocki ng Bl ock 1
66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in ww aka.idf.il/main/giyus/general .aspx |None 1
84.108. 70. 102 |l srael 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
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