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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3023
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 72
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

115. 239. 228. 10 Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under Attack GCon Htp drop 1

184. 26. 161. 65 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_ Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnat ure

110. 84.32. 140 |China 147. 237. 76. 147 |chi nuch. aka. i df . i [|C108: HITP. Trying to locate existing FQedi tor B ock 8
110. 84.32. 140 |Chi na 147.237.76.31 |nakchal .idf.il Cl08: HITP. Trying to | ocate existing FQ<editor B ock 4
110. 84.32. 140  |Chi na 147.237.76.42 |refuah.idf.il Cl08: HITP. Trying to locate existing FQ<editor B ock 4
110. 84.32. 140 |China 147.237.76.86 |navy.idf.il Cl08: HITP. Trying to | ocate existing FQkeditor B ock 4
110. 84.32. 140 |Chi na 147.237.76.30 |hinush.idf.il Cl08: HITP. Trying to | ocate existing FQ<editor B ock 4
110. 84.32.140 |China 147.237.76.200 |eitan. aka.idf.il [Cl08: HITP. Trying to | ocate existing FQ<editor Bl ock 4
151.80.31.119 |[italy 147.237.76.31 |nakchal .idf.il 228: HITP. AnrefBot craw er B ock 1
51.254.121.186 |United Kingdom |[147.237.72.166 |aka.idf.il ClO6: HITP. naj estic bot B ock 1
78.181. 108. 203 |Turkey 147.237.77. 176 |mat pash. i df . il Q025: HITP. access to adninistrator/index. php -> Quarantine |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34.150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP DO stributed Portscan 2
66. 249. 64. 92 147.237.77.170|Whited Sates  |nmarachot.idf.il |ET SCAN NVAP -sA (2) 2
66.249.78.9 147.237.72.166|Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
46. 19. 85. 209 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
162. 222. 185. 165(147. 237. 76. 31 |Wited Sates nakchal .idf.il ET SCAN Potential SSH Scan 1
45.63. 4. 92 147. 237. 0. 200 . i of . i | ET SCAN NVAP -sS w ndow 1024 1
149.88.55.199  |147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
37.26.148.235 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
195 39. 160,92 |147. 237 8. 14 |chi na o orchot i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.28.184. 117 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
89.216.119. 94 |147.237.8.28 e.nobi le-ks.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
193. 105. 134. 220(147. 237. 77. 19 |Sweden lavforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
80.246.133.20 [147.237.77. 216l srael dover.idf.il ET DCB Large anount of TCP ZeroWndow - Possible Niller2 Chos 1
at t ack
190. 196. 132. 18 |147.237.77.216|Qiile dover.idf.il portscan: TCP O stributed Portscan 1
78.181. 108. 203 |[147.237.77. 176 |Turkey nat pash. i of . i SERVER- WEBAPP adm n. php access 1
68. 180.229. 239 |147.237.72. 166 |Wiited Sates  |aka.idf.il portscan: TCP O stributed Portscan 1
162. 222. 185. 165|147. 237.76.86 |Lhited Sates navy.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.76. 38 |Lhited Sates eemeitav.idf.il |ET SCAN Potential SSH Scan 1
45.63. 4. 92 147.237. 76. 201 e.aa.idf.il ET SCAN NVAP -sS w ndow 1024 1
162. 222. 185. 165(147. 237.0.15 |Wited Sates kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
146.185.250.2  |147.237.77.234 23::;'}0'1 hal ag. i df i ET SCAN NVAP -sS wi ndow 1024 1
5.29.1.109 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.159. 169. 43  [147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
84.108.221. 112 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
192.114.91. 232 |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
78.193.2.8 147.237.8.28 |France e.mobi | e-ks.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
173. 203. 64. 151 |147.237.76.39 |Lhited Sates nobi | e. nei tav.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
77.127.61.122  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
162. 222. 185. 165(147. 237. 77. 216 |Wnited Sates dover.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.76. 39 |Lhited Sates nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
118. 97. 83. 226 I ndonesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1610
46.19.86.101  |israel 147.237.77. 243 |nvi e i1 | €AM NG Engine: TCP Invalid - invalid segnent retransnissi on drop 21
Ret ransm ssi on Packet dropped.
82. 145, 210. 178 |Eur ope 147. 237. 77. 216 |dover. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 19
157.150.193.4 |thited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 19
2.52.7.73 I st ael 147.237.72. 166 [aka.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 18
157.150.193.4 |thited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 15
5.102.254.251 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 13
2.54,37.122 | srael 147.237.72. 167 |i shurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
41.33.231. 90 Egypt 147. 237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 10
185. 120. 126. 82 147, 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 9
Ret ransm ssi on Packet dropped.
2.52.7.73 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or
95.97.13. 10 Netherlands  |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
157.150.193.4 [Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop
109. 253. 135. 102|i srael 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid  finvalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dropped.
2.52.7.73 I sr ael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 9
79.179.102. 156 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 9
Ret ransni ssi on Packet dr opped.
2.52.7.73 I sr ael 147. 237.72. 166 |aka. i of .i Bad TCP sequence I'nval i d ACK nunber noni t or
5.22.130. 98 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
213.57.57. 94 I 'srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or
79.181.131.22 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
98. 82. 54. 39 Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
2.54.37.122 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 157 I sr ael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.54,37.122 | srael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Inval i d sequence nunber noni t or 6
212.179. 242. 20 |lsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval id sequence nunber noni t or 6
186. 158. 143. 173|Argenti na 147. 237. 77. 216 |dover . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
2.54.37.122 | srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Invalid ACK nunber aert 6
46.19.85.237  |Israel 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jimvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 157 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 6
109. 64. 142. 157 |l srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85. 77 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 86. 74 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
61.183. 148. 136 |hina 147.237.77.176 |matpash. i df.il  |Bad TOP sequence mﬁsgfnsmt wthdifferent | o iior |5
84.111.234. 123 |Israel 147.237.0.19 |mdimatal.idf.i1|Bad TCP sequence mﬁsrc:rfnsm wehdifferent | onitor |5
109. 64. 142. 157 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
46.19.85.77 I'srael 147.237.76.86 |navy.idf.il Bad TCP sequence mﬁ?\/(srcztl?nsmt wehdifferent | onitor s
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5
85. 130. 232. 146 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 5
85. 130. 232. 146 |l srael 147.237.0.34 |tikshuv.icf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 5
118.97.83.226 |l ndonesi a 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 5
61.183.148. 136 |Chi na 147.237.77. 176 [matpash.idf.il  [SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
84.111.234. 123 |Israel 147.237.0.19 |nedimatal .idf.il|SYN At tack SYN -> SYN-ACK -> Ti meout alert 5
85. 130. 232. 146 |l srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
84.111. 234. 123 |Israel 147.237.0.19 |[nadimatal .idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
212.143.142.56 |Israel 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SN drop 4
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46.121.123.18 |Israel 147. 237,77, 243 |roti Lo i i1 | SAM NG Engine: TCP Ivalid invalid segnent retransnissi on. drop 4
Ret r ansni ssi on Packet dropped.
37.26.148.239 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or
46. 19. 85. 167 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
54.244.22.103 |Wwited Sates |147.237.77.176|mtpash.icf.il  |drop First packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
109. 253. 156. 72 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 133
109. 253. 156. 72 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 107
46.19. 85. 242 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 102
46. 19. 85. 242 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 100
46. 19. 86. 255 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 90
46. 19. 86. 255 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 76
109. 253. 156. 72 |l srael 147.237.0.19 |nadi matal .idf.il I(c))g'\zgnsy f;;gg Sane Response Cbde (403) in Session from Bl ock 61
87. 69. 48. 54 I srael 147.237.0. 17 g; niyl_ kosher - kravi . i Suspi ci ous Response Code B ock 45
95. 35. 27. 150 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 25
149. 88. 192. 232 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 149. 88. 192. 232 Bl ock 17
2.54.176. 168 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock
85. 65. 3. 29 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 85. 65. 3. 29 B ock 5
146. 185. 234. 48 gz::;”i on 147.237.76.31 |nakchal .idf.il Mil tipl e Waut hori zed URL Access from 146. 185. 234. 48 Bl ock 4
78.181.108. 203 [Turkey 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut horized URL Access from 78. 181. 108. 203 Bl ock 4
78.181. 108. 203 |Turkey 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At enpt Bl ock 4
2.54.173. 130 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
78.181.108. 203 [Turkey 147.237.77. 176 |nat pash. i df . i | Ml tipl e Admin Bl ocking from 78.181. 108. 203 Bl ock 3
110. 84.32.140 |China 147. 237.76. 147 |chi nuch. aka. i df . i | Mil tipl e Uhauthorized URL Access from 110. 84. 32. 140 B ock 3
176. 13. 15. 56 I srael 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
109. 253. 207. 136|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
94.159. 169.43 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 2
110. 84. 32. 140 |China 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 110. 84. 32. 140 Bl ock 2
46. 19. 86. 166 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 2
79.182.199.77 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock 2
110. 84. 32. 140 |China 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 110. 84. 32. 140 Bl ock 2
46. 19. 85. 56 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 2
79.180. 33. 24 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
84.108. 226. 220 |[Israel 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
109. 253. 136. 170|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 2
37.26.146.155 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/error. htm Bl ock 2
109. 253. 203. 132l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 2
109. 66. 140. 65 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 2
110. 84. 32. 140 |China 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 110. 84. 32. 140 Bl ock 2
Unknown Par anet er
62.219.13.180 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acehol der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
79.182. 149. 215 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
205.134.243.98 |lhited Sates |147.237.77.176 [nat pash. i df .i | Distributed PP Attenpt B ock 1
109. 67.171. 78 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL Bl ock 1
79.181.54.146 |lsrael 147.237.76.42 |refuah.idf.il Dstributed PHP At enpt B ock 1
192. 116. 158. 98 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.178.108.119 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
37.26.149.198 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css  |B ock 1
213.57.237.113 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
77.49.158.222 |G eece 147.237.77. 216 |dover.i df .i | O stributed PHP At tenpt Bl ock 1
84.111.233.43 | srael 147. 237.77. 216 |dover . i df . i | (Si_SLujt(;g(\:leNib,lﬁP?Ingiﬁtli SZ;DZ(T%E;’!C:'L\?\EIE; on None 1
79.181.54.146 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Waut horized URL Access on www i df . i | /xmrpc. php Bl ock 1
194. 177. 255. 170|G eenl and 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-adnin/ Bl ock 1
46. 19. 85. 18 I 'srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock 1
104. 128. 144. 131|Canada 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
79.179.170.218 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
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