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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3101
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 12

81. 218. 56. 245 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3

74.91. 28. 60 Lhited Sates 147.237.77. 226 wwn chanat z. aka. i df . i | bl ock-sp-trafl drop 1

81. 100. 56. 209 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1




01-21-2016-16:04:02 to 01-21-2016-17:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action

108. 59. 8. 80 Lhited Sates 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
218. 246. 0. 97 147. 237. 8. 50 Chi na e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 133. 117 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 26. 32 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
79.182. 201. 73 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
46.120. 123. 114 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.160. 168 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
198. 20. 69. 76 147.237.76. 177 Lhited Sates ncore.idf.il ET DRP Dshiel d B ock Listed Source 1
163.172.13. 173 147. 237.76. 38 Uni ted Ki ngdom eenetav.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 64. 128. 73 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
80. 246. 137. 196 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
79.177. 163. 154 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SYWNretransmt wth different

46. 19. 86. 109 I sr ael 147.237.77. 234 |hal ag.i df . i | Bad TCP sequence i rdow scal e noni t or 120
66.249.64.176  |United Sares |147. 237, 76. 200 |eitan aka idr. i1 | CoM NG Engine: TP Invalid  invalid segnent retransnissi on. drop 54
Ret r ansmi ssi on Packet dr opped.
2.52.162. 66 I sr ael 147. 237. 72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 53
85.130.190. 75 | srael 147, 237.72. 167 |1 shuri maka i o || €2M NG Engine: TCP Inval id - finval i d segnent retransnissi on drop 24
Ret r ansmi ssi on Packet dropped.
37.26.149.133 |Israel 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
2.54.130. 60 I'srael 147,237, 77, 243 |mbil e i i1 | S NG Bngine: TP Invalid  Jinvalid segnent retransnission drop 15
Ret r ansmi ssi on Packet dropped.
79.179. 168. 123 | srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid il id segnent retransmssi on drop 15
Ret ransni ssi on Packet dropped.
46. 19. 86. 222 I sr ael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nvalid ACK nunber noni t or 12
46.19. 85. 32 I srael 147.237.0.34  |tikshwv.ior.i1 |1 €M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 10
109. 253. 137. 110|l sr ael 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber alert 10
109. 253. 137. 110|I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
37.26.149.205 [Israel 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST alert 9
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
79.182.194.57 |israel 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
87.69.185.145 [Israel 147. 237. 72. 166 [aka. i df .i | Bad TCP sequence noni t or 8
109. 66. 53. 57 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 69 I sr ael 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
172.85.9. 66 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence noni t or 6
62.219.190.76 | srael 147. 237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df . i | SYN At ack SYN -> SYN-ACK -> RST rej ect 6
176.13.13.49  |Israel 147,237, 77. 243 |mbi e i i1 | €M NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
46.19.86. 71 I 'srael 147.237. 72. 156 [anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 6
51. 36. 0. 209 E?i;;gom 147. 237.77. 216 |dover. i df . Bad TCP sequence Vmﬁ;c: ;ansm't wthdifferent | oivor |6
46.19.85.215  |Israel 147.237. 77, 243 |mbil e i 11 | S NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
46.19. 86. 33 I sr ael 147.237.77. 243 |rwbi e i1y | €AM NG Engine: TCP Invalid - invalid segnent retransmission drop 6
Ret ransni ssi on Packet dropped.
80. 246. 137. 133 | srael 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 192 | srael 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop
62.128.35.253 | srael 147,237, 77. 243 |mbil e i i1 | S NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
46.19. 85. 118 I sr ael 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
31.210.187. 197 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or 5
37.26.149.231 |israel 147. 237. 72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
37.142.68.83 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
188. 120. 148. 144|l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 138 I srael 147.237.76.30 |hinush.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
80. 246.137. 133 [ srael 147.237.72. 166 |aka. i df . i1 Bad TCP sequence mﬁsﬁ reansm't wthdifferent | onitor |5
149. 78. 15. 182 | srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.149.205 |Israel 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 4
87.69.185. 145 |[lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 4
91.200.12. 141  |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
87.69.185.145 [Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber monitor |4
176.13.1.120  [israel 147.237. 77, 243 |mbil e i 11 | S NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dr opped.
91.200. 12. 141 |kraine 147.237.77. 233 |atal .idf. il dr op SAMrul e drop 4
5.22.131.1 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
87.69.185.145 |Israel 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
5.29.16.53 | srael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
46.19. 85. 138 I srael 147.237.76.30 |himush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Acti on ‘Count
176.13. 16. 81 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 155
176.13. 16. 81 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 139
109. 253. 209. 135l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 127
109. 253. 209. 135|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 85
185.32.179. 185 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
2.54.177. 116 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 26
46. 19. 86. 33 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
176.13.22.124 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 20
109. 253. 209. 135l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 18
75.167.70. 34 Lhited Sates 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 75. 167. 70. 34 B ock 11
176.13. 16. 81 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 9
66.249.64.176 [Israel 147.237.76.200(ei tan. aka. i df . i | [Miltiple Unaut hori zed URL Access from 66.249. 64. 176 B ock 3
176.13.2.75 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185.32.179. 185 |l srael 147.237.0.19 |nadi matal . idf. i |Suspici ous Response Code B ock 3
2. 54.50. 230 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
176.13.7.42 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 159. 66 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 32. 179. 195 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 215 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
46. 19. 86. 209 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 86. 108 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.142.68. 83 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
81.218.56.171 |[Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 81.218.56. 171 B ock 2
176. 13. 13. 49 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
80.178.17.110 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46. 19. 86. 151 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
169. 139. 224. 201 |Uhited Sates 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx |Bl ock 1
75.167.70.34  |[Wited Sates 147.237.76.86 |navy.idf.il Unaut hor i zed HTTP Met hod Bl ock 1
208.184.112.74 |United Sates 147.237.77. 216 |dover . i df i1 |DST1UeC ll‘f;;_t;;’é;gf’ﬂeﬁvﬁ‘??;pzn Bl ock 1
37.142.168. 150 |Israel 147.237.77. 234 |hal ag. i df . i | mﬂtog?rsitizsg.;%.ﬁ?,eislsl o 5 storage Bl ock 1
120. 151. 113. 188|Australia 147.237.77.74 |lawidf il ;}g??[[%?[?#%?]?g[ﬁ% %]A?;/gz? A B ock 1
2.54.158. 78 I srael 147.237.77.216|dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
107.178.194.87 |Uiited Sates 147.237. 77. 216 |dover . i df . i | D stri ot ec 1?;;}2%;;?&%&??:&” B ock 1
66.249.64.176 | srael 147.237.76. 200 |ei t an. aka. i df . i | grgﬁga??ﬁt/e{lj;2$2;e;§_ ;;;X None 1
185. 32.179. 195 |Israel 147.237.77.243|nobi | e.i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index Bl ock 1
84.111.248.7 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
149. 78. 136. 147 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
77.247.181.162 |Nether| ands 147.237. 77. 216 |dover . i df . i | LR 15 Foove Foor Trectory s/ cueryl query-1.4.2.mnjs  |P oK 1
213.151. 43. 223 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
204.13.201.137 Uited Sates 147. 237.77. 216 |dover . i df . i | b stri bt oc gs?;fggggg?ﬁeﬁvi‘fzs:pz” Bl ock 1
37. 46. 39. 133 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66.249. 78. 254 | srael 147.237.72. 166 |aka. i df . i | mngk“; iﬁr.ﬁﬁt; n%cilyljs/iggner . aspx None 1
66.249.64.176 | srael 147. 237. 76. 200 [ei t an. aka. i df . i | | KnowW? Paraneter searchext in None 1
eitan. aka.idf.il/1028 en/ ei tan. aspx
176. 65. 7. 156 glcis;iigijan Territory. 147, 237. 7. 176 |mat pash.idf.il [Uhauthorized URL Access to ww cogat.idf.il/894-ar B ock 1
95, 35. 85. 8 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ B ock 1
80. 179. 141. 237 I srael 147. 237.72. 166 |aka. i df . i | m”;glzfrﬁﬁ;bgﬁ]mfgfmm in None 1
176.13.2.64 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
75. 167. 70. 34 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wwu navy. i df.il/apskbzdo. cgi B ock 1
212.143.120.5 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
37.142.190. 206 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
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