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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3090
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

157. 55. 39. 160 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

141. 212. 122. 150 Lhited Sates 147. 237. 76. 176 test.ncore.idf.il [Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount

37.75.212. 203 Pal estinian Territory, Qecupied 147.237.77.216  |dover.idf.i| [Cl158: HITR(S): Hacked in the Payl oad B ock 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
37.75.212.203  |147.237.77.216 ?Cis;iig;a” Territory, gover.icr.il [Tehila defacenent attenpt (-Hacked By- sent to Véb Server) |4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 2
200. 54. 125. 100 |[147.237.77.216|Chile dover.idf.il [portscan: TCP D stributed Portscan 1
183. 61. 109. 189 [147. 237. 77. 227 |Chi na e hanaz.idf.il|[ET SCAN NVAP -sS wi ndow 3072 1
109. 66. 206. 173 |147.237. 72. 166 |I srael aka.idf.il portscan: TP Distributed Portscan 1
77.125.13.200 |[147.237.77. 216l srael dover.idf.il [portscan: TCP D stributed Portscan 1
45. 35. 64. 142 147.237.77. 216 dover.idf.il [portscan: TCP D stributed Portscan 1
2.52.132. 74 147.237. 72. 166 |I srael aka.idf.il portscan: TP Distributed Portscan 1
188. 162. 228. 220|147. 237. 72. 166 |Russi an Federati on aka idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il [portscan: TCP D stributed Portscan 1
87.68. 78. 130 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
66.249. 64. 159  |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 1
23.94.173.183 |147.237.0.35 |Wnited Sates akaws. i df .i | ET SCAN Behavi oral Lhusuglly fast Terminal Server Traffic, 1
Potential Scan or Infection
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
41.33.231.90  |Egypt 147.237. 77. 216 |dover.i df .i | drop SAMrul e drop 28
207.232.21.105 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Vﬂd;irsa:;n;t wth different moni tor |20
46. 19. 86. 151 I sr ael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
79.176.126.6  |israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 15
Ret r ansni ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
109. 253. 194. 230 I srael 147.237.76.42 |refuah.idf il Bad TCP sequence mdﬁr::;m;t wWth different moni tor |11
46. 19. 86. 153 I st ael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
87. 68. 33. 243 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 9
37.26.149.205 [Israel 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
37.26.148.217 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence alert 8
80. 246. 139. 109 |Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
37.26.148.217 |Israel 147.237.76.86 |[navy.idf.il Bad TCP sequence nonitor |8
46. 19. 85. 209 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
46. 19. 86. 67 I sr ael 147. 237. 72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
87.68.247.95  |israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dr opped.
37.26.149.205 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence ﬂﬁﬁggﬁ?&gth monitor |6
46. 19. 85. 82 I srael 147. 237. 77. 216 |dover . i df .i| Bad TCP sequence I'nval i d ACK nunber noni t or
195. 60. 232.57  |Israel 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
192, 208. 55. 186 |Lhited Sates |147. 237. 77. 243 |robi l e i of i Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 6
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
46. 19. 85. 209 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN - > SYN-ACK -> Ti meout rej ect
217.132.50. 136 |israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence mdﬁr::;m;t with different nonitor |6
46.19.85.223  |Israel 147.237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
109. 253. 211. 153 |1 srael 147. 237.77. 243 |robi l e. i f . | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
89. 138. 14. 32 | srael 147.237.72.166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
37.26.146.152 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 6
212.76.127.219 |israel 147.237.77. 226 [ chanat z. aka. 1df |5y 6ok HITP Non Conpl i ant Failed to handl e connection data [monitor |6
2.52.39.197 | srael 147.237. 72. 167 |i shurimaka. i df . il St ream ng EI’.lgI ne: TP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
80.138.14.32  [Israel 147. 237.72. 166 [aka. i o . | Bad TCP sequence SYNAGC retransm t with monitor |6
46. 19. 85. 82 I srael 147.237. 77. 216 |dover . i df .i | Bad TCP sequence I'nvali d ACK nunber aert
149.88.53.154 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 70 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.121.93.65  |israel 147.237.0.19  |nadimatal .idf.il Streaning Bngine: TCP Invalid invalid segnent retransmssion. | oo 5
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 21 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber nonitor |5
46. 19. 86. 153 I sr ael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber nonitor |5
46. 19. 86. 151 I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |5
86.104.160.99 |Ronani a 147.237.77.74 |(lawidf.il dr op SAMrul e drop 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
37.26.148.217 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |4
85.130. 221. 118 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
197.35.218.76  |Egypt 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 86. 243 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 4
46. 19. 85. 21 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 86. 55 | srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
185. 3. 144. 95 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |4
2.54.186. 49 I sr ael 147. 237. 72. 167 |i shuri maka. i of . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 82 I sr ael 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
185.32.179. 142 |israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
197. 35.218.76 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
46.121. 93. 65 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 245
46.121.93. 65 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 126
46.121. 93. 65 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) Bl ock 84
37.26.146.235 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 11
176. 13. 6. 207 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 11
46.19. 86. 33 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 8
176.13. 8. 136 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
46.120.128.75 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 4
80.246.137.93 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
2.54.4.122 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13. 4. 117 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 3
80. 246. 136. 208 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
80. 246. 140. 195 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 65. 202. 134 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 2
46.19. 85. 223 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 2
109. 66. 192. 17  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
213.151.48.41 | srael 147.237.72. 166 |aka. i df . i | muéltl;rii;fe.?lﬁjgﬁ‘;f:j ;)Zapi - Bl ock 2
86. 99. 103. 194 E:;::&Nab 147.237.77. 216 |dover . i df . i | Distributed PP At enpt B ock 1
213.151.48.41 |Israel 147.237.72. 166 [aka. i df . i | Mal formed HTTP Header Line 3 B ock
41.233.17.133 |Egypt 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waww atal .idf.il/xmirpc. php Bl ock
169.229.3.91 |Wited Sates  [147.237.76.86 |navy.idf.il 1M16|9t.|2pI2; !llglga' Byte (ode Craracter in Method from Bl ock 1
207.232.21. 105 |Israel 147.237.76.42 |refuah.idf.il e e L0 aspx Bl ock 1
31.154.85.115 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
149. 88.30. 123  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 65. 184. 12  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
79.176. 25. 43 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/sip storage/files/9/ |B ock 1
192. 171. 234. 218|lnited Sates 147.237.77.216|dover.i df . i Ostributed PHP Attenpt B ock 1
92.83.151.172 |Romani a 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to waw refua. atal .idf.il/xmrpc.php  |B ock 1
217.132.50.136 |Israel 147.237.76.42 |refuah.idf.il ﬂ?”;ggr ;éég;gyfgf;f; ;g’/ 960, css B ock 1
46.120. 4. 65 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
41.233.17.133  |Egypt 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to www tikshuv.idf.il/xnrpc. php Bl ock 1
157.55.39. 197 |UWited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
82.166.248.44 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
213.151.48.41 |[Israel 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane Bl ock 1
198.20.69.76  [Wited Sates 147.237.0. 16 |n|y kosher-kravi. idf. | thorized LR Access to 147.237.0. 161 B ock 1
2.54.154. 190 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
109. 253. 141. 152|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.178.181. 147 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.121. 202. 135 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
185.32.179.34 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
107.178.194.83 [Uited Sates  [147.237.77. 216|dover. i df . i | D stri bt ec 1?;:}:;&;;?&%\/2??;{)2” Bl ock 1
86. 99. 103. 194 ;:ii]::tdesﬁ’ab 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on www i df.il/xnmirpc. php |Bl ock 1
213.151.48.41 |Israel 147.237.72. 166 [aka. i df . i | Mal for med URL B ock 1
46.19. 85. 194 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
169. 229. 3. 91 Lhited Sates 147.237.76.86 |navy.idf.il Mil tiple Malformed URL from 169. 229. 3. 91 B ock 1
209. 73.154. 189 |Lhited Sates 147.237.77.216|dover.i df . i Unaut hori zed LRL Access to waw i df.il/contact B ock 1
149. 88.53. 154 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
2.54.37.57 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.177.59. 25 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
192. 171. 234. 218|United Sates 147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . i/ about. php Bl ock 1
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