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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3086
212.199. 149. 78 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 99

185. 7. 227. 195 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1

185. 7. 227. 196 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

185. 7. 227. 205 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

184. 26. 161. 65 Lhited Sates 147. 237. 76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country |Ste |Signature

2.54.58. 66 147.237.72.166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 6
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
223.252.32.73 147.237.76.196 |Australia e.svivaidf.il ET SCAN Potential SSH Scan 1
193.105. 134. 220  |147.237.77.19 Sweden lawforumidf.il |ET SCAN NMAP -sS wi ndow 1024 1
146. 200. 221. 93 147.237.77.216 |United Kingdom |dover.idf.il portscan: TGP DO stributed Portscan 1
79. 176. 162. 59 147.237.72.166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
40. 122. 130. 215 147.237.76. 38 Lhited Sates eemitav.idf.il [ET SCAN Potential SSH Scan 1
223.252.32.73 147.237.76. 31 Australia nakchal . i df.il ET SCAN Potential SSH Scan 1
193.105. 134. 220  |147.237.77.74 Sweden lawidf.il ET SCAN NVAP -sS w ndow 1024 1
176.13.0. 95 147.237.77.216 |l srael dover.idf il portscan: TCP DO stri buted Portscan 1
85. 65. 68. 189 147.237.72.166 |l srael aka.idf.il portscan: TGP DO stributed Portscan 1
40.122. 130. 215 147.237.76.196 |[lLnited Sates e.svivaidf.il ET SCAN Potential SSH Scan 1
37.142.68. 25 147.237.72.166  |Israel aka.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature z\t”i(;i

212.199. 149. 78 |l srael 147. 237. 72. 167 |i shuri maka. i df . i | drop First packet isn't SYN drop 72

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

2.54.34.148 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 22
S reaning Engi ne: TCP i i ssi

141.8.132. 112 |Russian Federation |147.237.72. 166 |aka.idf.il mng ngine. Invalid segnent retransmssion. | 21
Inval i d Retransmission Packet dr opped.

46.43.70.222 | SStN AN Territony o 537 77,176 |rat pash. i of . i dr op Frst packet isn't SWN drop 18

Qccupi ed

Sreaning Engi ne: TCP i i ssi

46.19.86.216  [Israel 147.237.77. 243 |nobi | e.i df .| mng tngine. Invalid segnent retransmssion. |, 18
Inval i d Retransnission Packet dropped.

212, 235.98.139 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt with different oo vor |17

w ndow scal e

S reaning Engi ne: TCP i i ssi

2.52.37.192 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 mng tngine. Invalid segnent retransmssion. | 15
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi

46.19. 85. 4 I'sr ael 147.237.77. 243 |robi | e. i of .| mng tngine. Invalid segnent retransmssion. fq ., 15
Inval i d Ret ransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi

80.178.95.33 | srael 147. 237.72. 167 |i shuri maka. i f . i mng tngine. Invalid segnent retransmssion. |, 15
Inval i d Retransnission Packet dropped.

2.54.58. 66 I srael 147.237.72. 166 |aka. i df . i | SYN At tack rej ect 14

185. 89. 217. 230 147. 237.77. 226 ‘“:“I"“Chanmz'aka"df drop First packet ismt SWN drop 14

46. 19. 85. 25 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |12

119.94.252.71  |Philippines 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
S reaning Engi ne: TCP i i ssi

81.218.197.49 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine. Invalid segnent retransmssion. | 12
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi

109. 253. 192. 134|i srael 147.237.72. 166 |aka. i df . i mng tngine. Invalid segnent retransmssion. fq . 12
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi

77.127.148. 109 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine: ! Invalid segnent retransmssion. |, 12
Inval i d Retransnission Packet dropped.

109. 253. 139. 253|l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |12
Sreamng Engi ne: TCP i i ssi

46.19.85.145  |israel 147. 237. 72. 167 |i shuri maka. i df .i mng Engine: 1 Invalid segnent retransmssion. | 12
Inval i d Ret ransmissi on Packet dr opped.
S reaning Engi ne: TCP i i ssi

79.182.60.200 |Israel 147. 237.72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. | 12
Inval i d Retransnission Packet dropped.

2.54.4.179 I srael 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11

80.178. 95. 33 | srael 147.237.72. 167 |i shurimaka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreamng Engi ne: TCP i i ssi

46.19.86.159  |israel 147.237.77. 243 |nobi l e, i df . mng Engine: 1 Invalid segnent retransmssion. | 9
Inval i d Ret ransmissi on Packet dr opped.

2.54.58. 66 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
S reaning Engi ne: TCP i i ssi

84.110.53.207 |Israel 147.237.72. 166 |aka. i df . mng thgi e Invalid segnent retransmssion. | . 9
Inval i d Retransnission Packet dropped.

81.218. 48. 37 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 9
Sreamng Engi ne: TCP i i ssi

80. 178. 184. 243 i srael 147. 237. 72. 167 |i shuri maka. i df .i mng Engine: 1 Invalid segnent retransmssion. | 9
Inval i d Ret ransmissi on Packet dr opped.

81.218. 48. 37 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d AGK nunber noni tor |9
S reaning Engi ne: TCP i i ssi

79.182.17.159 |Israel 147.237.72. 166 |aka. i df . mng thgi e Invalid segnent retransmssion. fu . 9
Inval i d Retransnission Packet dr opped.

110. 168. 240. 105|Thai | and 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber nonitor |8
Sreamng Engi ne: TCP i i ssi

176.13.3.157  [israel 147. 237.77. 243 |nobi l e. i of . mng Engine: 1 Invalid segnent retransmssion. | 8
Inval i d Ret ransmissi on Packet dr opped.

2.54.61. 41 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreaning Engi ne: TCP i i ssi

66.249.64.70  |Uited Sates 147. 237. 76. 200 |6 tan. aka. i of .| mng tngine: ! Invalid segnent retransmssion. |, 8
Inval i d Retransnission Packet dr opped.

87.69. 118. 57 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber nonitor |7

2.54.58. 66 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 7

2.54.43. 107 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |7

80. 246. 130. 218 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7

144.160.98.92 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7

87.69.239.233 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence nonitor |7

212.25.102.57 |Israel 147.237.77.61 |e.cogat.idf.il Bad TCP sequence SN retransmt wth different oo

w ndow scal e

2.54.131.123 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert

46. 19. 85. 248 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

79.177.54.135 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert
S reaning Engi ne: TCP i i ssi

109. 253. 144. 98 | srael 147. 237.77. 243 |nobile. i of . | mng tngine. Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi

109. 65. 197. 118 I srael 147.237.72. 166 |aka. i df . i mng tngine. Invalid segnent retransmssion. fu ., 6
Inval i d Retransmission Packet dropped.

2.54.131.123 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or

79.177.54.135 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
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Attacker Address |Attacker Qountry Target Address |Ste Signature
Sreaning Engi ne: TCP i i ssi

46.19.86.230  |israel 147.237.72. 166 |aka. i f .11 mng tngine: ! Inval i d segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.

185. 120. 125. 30 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber nonitor |6

41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant Eg’tfae‘j tohandie comnection | i |6
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13. 3. 195 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Too Many of the Same Response Code (404) B ock 231
80.74.107.118 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 171
80.74.107.118 [Israel 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 169
37.26.149.200 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 108
176.13. 3. 195 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 104
176.13.3.195  [Israel 147.237.0.19 |nadimatal .idf.i Eg ﬁﬁé_olfgéhe Sane Response Code (403) in Session from Bl ock 96
2.54.4.179 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 80
109. 253. 194. 45 |l srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 42
46. 19. 86. 16 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 14
176.13.15.152 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 8
37.26.149.200 |[lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 8
46. 19. 86. 216 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 6
2.54.186. 79 I srael 147.237.77.243|nobi l e.i df . il Ml tipl e Uaut hori zed URL Access from 2.54. 186. 79 B ock 6
80. 246.136.66 [l srael 147.237.77.243|nobi l e.idf . i | Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login B ock 6
2.54.186. 79 I srael 147.237.77.243|nobi l e.idf . il Paraneter Type Mol ation Days in nobile. idf.il/mlluim Bl ock 6
176.13.16. 52 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
2.52.167.5 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 208. 160| sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.54.163.53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19.85.4 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
109. 253. 141. 74 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.52.37.192 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
176. 13. 3. 157 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
66. 249. 79. 75 I srael 147.237.77.216|dover.i df.il Ml tiple Unaut horized URL Access from 66.249. 79. 75 B ock 2
46. 19. 86. 159 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 64. 235. 132 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249.78.9 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df.il/minain/giyus/ general .aspx [B ock 1
176.13.9.137 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
169. 229. 3. 91 Uhited Sates |147.237.77.235|sviva.idf.il Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
84.108.105.39 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
46.19.85.205  |israel 147.237.72. 166 |aka. i df . i | %&mﬂ%ﬁiﬁ:s& Frotocal violation None 1
37.26.147.201 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 1
169.229.3.91  |Wited Sates  [147.237.76.30 |hi nush.idf.il ,’Z“\;J},Ii-A?;,r&th[T;zil?]“gi/%% ?['S#'\ﬁf]A{?AA?i/[Sgg TAANAAERKE= |5 ook 1
80. 69. 206. 55 Ger many 147.237.77.216|dover.idf .il Lhaut hori zed LRL Access to waw idf.il/en/ B ock 1
213.8.174.5 I srael 147.237.72. 166 |aka. i df . i | géi%a&zipﬁgﬁ:q\i gﬁg_ggi&) None 1
185. 48. 36. 67 gz::;nion 147.237.0.34 |tikshuv.idf.il |Paraneter Type Molation catld in wwtikshuv.idf.il/sitel/general.aspx Bl ock 1
2.54.154. 190 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
92.81. 69. 187 Ronani a 147.237.77.74 |lawidf.il D stributed Unhaut hori zed LR. Access on waw | aw i df .il/xmirpc. php B ock 1
80. 246. 136. 143 [Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
41.34.22.195 Egypt 147.237.77. 216 |dover. i df . il D stributed Waut horized URL Access on www i df .il/xmrpc. php B ock 1
169.229. 3. 91 Lhited Sates |147.237.77.170|maarachot.idf.il [Il1ega Byte Gode Character in Mthod B ock 1
169. 229. 3. 91 Uhited Sates |147.237.76.30 |hinush.idf.il Illegal Byte Gode Character in URL B ock 1
79.179.24.163 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
207.46.13.5 Lhited Sates [147.237.72.166|aka. i df . il Lhknown Paraneter docid in aka. idf.il/kanhar/klali/default.asp None 1
2.54.186.79 I srael 147. 237.77. 243 |nobi | e. i df . i | ﬁﬁﬁt Q?réfz‘f? , g‘eggrcﬁim;es/l tohi | ddocunent &/ 1431 B ock 1
109. 65. 13. 193  |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | O stributed Unaut horized URL Access on 147.237.72. 166/ robot s. t xt B ock 1
46.19. 85. 210 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
169. 229. 3. 91 Lhited Sates |147.237.77.235|sviva.idf.il Mil tiple Malformed URL from 169. 229. 3. 91 B ock 1
87.68. 21. 165 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to mobil e.idf.il/nekudot/index B ock 1
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