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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3095

66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 2881
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
142.54. 169. 165 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df.il|bl ock-sp-trafl drop 1

115. 230. 124. 164 Chi na 147. 237. 76. 201 eatal.idf.il JLM Under Attack Con_Tcp drop 1

52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

119. 77. 224. 237 Tai wan 147.237.76. 38 eeneitav.idf.il B ock_UWp Al _Nets drop 1
141.212.122. 157 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock_Wp Al _Nets drop 1

74.91. 28. 61 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

198. 50. 134. 71 Canada 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

217.132. 154. 20 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 191. 56. 187 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 2048 1
199. 191. 56. 187 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
146. 185. 250. 2 147.237.77.121 Russi an Federation e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 195 147.237.0. 16 Net her | ands ny- kosher - kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 79. 79 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
218. 246. 0. 97 147. 237. 76. 148 Chi na ggcenter. aka. i df.il ET SCAN NVAP -sS wi ndow 1024 1
212.179. 102. 167 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
199. 191. 56. 187 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
105. 156. 43. 242 147. 237.76. 42 Mor occo refuah.idf.il Tehila - Perl LWP wth fake user agent 1
79.177.27. 198 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
31.168.91. 31 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
41. 33.231. 90 Egypt 147.237.77.216 dover.idf.il drop SAMrul e drop 36
194. 114. 62. 123 Ger nany 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 19
54.244.22. 103 Lhited Sates 147.237.77. 233 atal.idf.il dr op First packet isn't drop 8
62. 0. 200. 200 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 6
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
46. 19. 86. 242 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 4
54.244. 22. 103 Lhited Sates 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 4
217.194. 203. 52 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
82.166. 93. 161 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
185. 120. 125. 25 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
95. 27. 60. 165 Russi an Federation 147.237.77.74 lawidf.il dr op First packet isn't drop 2
193. 105. 134. 220 Sweden 147. 237.76. 42 refuah.idf.il drop SAMrul e drop 1
141.212.121. 192 Lhited Sates 147.237.76. 148 gacenter.aka. i df .il drop drop 1
62.219. 184. 130 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
31.154.5. 242 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
213.8.41.69 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
193. 105. 134. 220 Sweden 147.237.76. 177 ncore.idf.il drop SAMrul e drop 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
81. 169. 237. 146 Ger many 147.237. 8. 46 e.chinuch.idf.il drop SAMrul e drop 1
37.142.196. 18 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il drop drop 1
193. 105. 134. 220 Sweden 147.237.76. 34 yohal an.idf.il drop SAMrul e drop 1
82.239.61. 19 France 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
193. 105. 134. 220 Sweden 147.237.77.235 sviva.idf.il drop SAMrul e drop 1
157.55. 39. 73 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 1
81. 169. 237. 146 Ger many 147.237.76. 177 ncore.idf.il drop SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237.76.34 yohal an.idf.il drop drop 1
193. 105. 134. 220 Sweden 147.237.76. 38 eeneitav.idf.il drop SAMrul e drop 1
169. 229.3.91 Lhited Sates 147. 237. 0. 200 mu.idf.il drop drop 1
81. 169. 237. 146 Ger many 147.237.77.179 e.nazi.idf.il dr op SAMrul e drop 1
46.19.85.7 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
193. 105. 134. 220 Sweden 147.237.76. 39 nobi | e.nei tav.idf.il dr op SAMrul e drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
62.219. 13. 180 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
185. 120. 125. 25 147.237.0.34 tikshuv.idf.il dr op SAMrul e drop 1
82. 81. 66. 116 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1




01-21-2016-12:04:06 to 01-21-2016-13:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.0.51 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 187
2.54.0.51 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 110
2.54.0.51 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 78
79.181. 113. 253 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode Bl ock 70
84.108.213.22 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 5
108. 171. 129. 164|Ger many 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 108. 171. 129. 164 B ock 5
212.34.11.93 Jor dan 147.237.77.216|dover.idf .i | Mil tiple Mal formed LRL from212.34.11. 93 B ock 4
212.34.11.93 Jor dan 147.237.77. 216 |dover . i df . i | Ml ti pl e Unknown HTTP Request Method from 212. 34, 11. 93 B ock 4
W, chamat z. aka. i |uhaut hori zed URL Access to
109. 186. 164. 109|1 sr ael 147.237.77. 226 & il W chanat 2. aka i df i 1/si p storagel il es/ 9/ 2479, | pg B ock 4
. . Unaut hori zed Met hod HEAD f or
46. 19. 85. 200 I srael 147.237.72. 166 |aka. i df . i | ww aka. i o i |/ nai v sachar / vi ewpays i p. aspx B ock 3
212.34.20.39  |Jordan 147.237.77. 176 |mat pash. i df . i | Distributed I11egal HITP Version Bl ock 3
46.19.85.4 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
176.13.9. 251 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
212.34.20.39  |Jordan 147.237.77. 176 |mat pash. i df . i | Distributed Ml forned URL Bl ock 3
212.34.20. 39 Jor dan 147.237.77.176 |nat pash. i df . i | Distributed Wnknown HTTP Request Met hod B ock 3
108. 171. 129. 164|Ger nany 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storagel/files/ 4/ B ock 3
46.120. 212. 177 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.154. 131 I srael 147. 237.76.39 |nobi | e. mei tav. i df i || am®ter Type Molation ctl 00SContent A acetbl der 18t xt Passvord in gy 2
nobi | e. nei tav.idf.il/tenpl ates/| ogi n. aspx
. . D stributed Lhauthorized URL Access on
2.52.37. 207 I srael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ mi 1V gi yus/ cont rol s/ at udal A Bl ock 2
41.232.120.5 Egypt 147.237.77.74 [lawidf.il PHP At t enpt B ock 2
84.229. 30. 17 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
109. 253. 136. 253|I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
212.34.20.39 Jordan 147.237.77. 176 |mat pash. i df . i | Abnormal |y Long Request net hod Bl ock 1
117.103. 185. 20 |Japan 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to vww i df . il/894-en/idf gdover. aspx B ock 1
. . Uhaut hori zed URL Access to
2.52.0.197 | srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
79.178.110. 143 [israel 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
192.117.176. 82 |[lsrael 147.237.77. 216 |dover . i df . i | Dstributed PH> A tenpt B ock 1
37.142.165.181 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
109. 67.42.7 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
5.28.139. 168 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
105. 156. 43. 242 |Morocco 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
77.237.138. 202 %ﬁ,ﬂ . 147.237.77.233|atal .idf . il Unaut hori zed URL Access to / B ock 1
. ny- kosher - kravi . i df _
184. 105. 247. 195|lhited Sates |147.237.0.16 O Unhaut hori zed URL Access to 147.237.0. 16/ B ock 1
91.121.83.118 |France 147.237.77.216|dover.idf .il Mil tipl e Unhaut hori zed URL Access from91l.121. 83. 118 B ock 1
Uhaut hori zed URL Access to
. . wawv i df L i |/ 1133-15769- he/ dover . aspx&a=u&ed=0ahukewj di 7aq3rr
212.76.104.195 |[lIsrael 147.237.77.216|dover. i df .i | kahweshqkhr gdc! kqf ggsmaugusg=af gj cnf gbevbd gj n30._bxz4gzeukl Bl ock 1
kdnw
54.173.223.170 |thited Sates |147.237.77.176|nat pash.idf.il D stributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Uhited Sates |[147.237.77.74 |lawidf.il Abnormal |y Long Request net hod B ock 1
. . Paranmeter Type M ol ation ctl 00$Cont ent Pl acetbl der 1$t xt Gontent in
46.19. 85. 2 | srael 147.237.76.42 |refuah.idf.il v r ef U, at al i df .i |/ 1518- hel ref uah. aspx Bl ock 1
109. 253.138.5 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in URL from109.253.138.5 Bl ock 1
212.34.11.93 Jor dan 147.237.77.216|dover. i df .i | Miltiple Illegal HITP Version from212.34.11. 93 B ock 1
192.117.176. 82 |l srael 147.237.77. 170 [maar achot . i df . i | Distributed PHP Attenpt B ock 1
37.9.122. 202 RJSIS:;ni on 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . D stributed Lhauthorized URL Access on
107.178.194.79 |Uited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
79.178.110. 143 |Israel 147.237.76.42 |refuah.idf.il Dstributed PH> A tenpt B ock 1
. . Unknown Paranet er anp; docid in
66.249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i |/ i v i yus/ general . aspx None 1
176.13. 7. 94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DS Attack None
2.54.130. 134 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
. . Uhaut hori zed URL Access to
94.23.27. 166 France 147.237.76.86 navy. | df.il Wan navy. i df . i1/ tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
2.52.36.26 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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