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Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3036
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
142.54. 169. 166 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-trafl drop 1
104. 233. 70. 144 147.237.76. 198 e.yohal an.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry ‘Ste |Signature |Count |
66. 249. 93. 101 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 28
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
93. 157. 85. 152 147.237.77. 216 I 'srael dover . idf.il ET SCAN NVAP -sA (2) 1
88. 204. 187. 90 147.237.77. 226 Kazakst an wawy charat z. aka. i df . i | ET SCAN NVAP -sS w ndow 3072 1
88. 204. 187. 90 147.237.77. 226 Kazakst an win chanat z. aka. i df . i | ET SCAN NVAP -f -sS 1
80. 246. 136. 78 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 134 147.237.77.216  |[Israel dover.idf.il portscan: TCP DO stributed Portscan 1
31.168. 157. 184 147.237.77.216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover . idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147.237. 76. 196 Net her | ands e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
91.218.113. 195 147.237.72. 167 Russi an Federation i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
88. 204. 187. 90 147.237.77. 226 Kazakst an wawy charat z. aka. i df . i | ET SCAN NVAP -sS w ndow 2048 1
82. 80. 157. 228 147. 237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
37.26. 149. 204 147.237. 72. 166 I srael aka.idf.il portscan: TGP DO stributed Portscan 1
193. 105. 134. 220 147. 237.76. 44 Sweden e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
134.191. 232. 72 147.237.77.216  |[Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

93.173.236.15 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 38

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32

46. 19. 86. 49 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 19

46. 19. 86. 53 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16

192. 115. 177. 203! srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 15

199.203.215.1 |Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 10

138.134.192. 10 |lIsrael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

217.132.243.90 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i sSi

109. 253. 139. 152/l srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

199.203.215.1 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6

2.54.183. 168 I srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d sequence nunier noni t or 6

62. 0. 200. 166 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 6

85.65.167. 127 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6

199.203.215.1 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi

185.3.147.132 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

2.54.183. 168 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 6

2.54.183. 168 | srael 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6

2.54.183. 168 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 6

2.54.183. 168 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i sSi

84.228.166.61 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

82.80.179.140 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.

37.46. 39. 149 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5

46. 19. 86. 49 | srael 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

212.199. 251. 235|1 srael 147.237.77. 170 |mearachot. i of .il [Bad TCP sequence Inval i d ACK nunber noni t or 5

212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

62.219.213. 133 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

2.52.165. 17 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4

2.52.5.104 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4

2.52.165.17 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invali d sequence nunier noni t or 4

46. 19. 85. 192 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

2.52.165.17 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4

212.199. 251. 235l srael 147.237.77. 170 |naarachot . i df .i| [Bad TCP sequence I'nval i d ACK nunber aert 4

85. 65. 55. 165 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

2.52.165. 17 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

199.203.215.1 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 4

2.52.165. 17 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 4

37. 46. 39. 205 | srael 147.237.72. 156 [anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi

46.19.85.104  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.

84.228.166.61 |lsrael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect

212. 143. 220. 222|lI srael 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SWN drop
Sreamng Engine: TCP Invalid i i ssi

66.249. 78.254 |United Sates [147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi

79.179. 208. 140 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

37.46.39. 115 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TQP Invalid i i ssi

149.78.37.10 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.

213.57.72.106 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi

62.219.138.2  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

81.218.251.252 |Israel 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi

109. 65. 130.57 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi

31.168. 247. 125 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 243 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 116
46. 19. 85. 243 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 102
95.86.125.88 |l srael 147.237.72.167 |i shuri maka. i df . i 32?8??’250_ fgéhe Sane Response Code (404) in Session from Bl ock 84
80. 246. 133. 252 |Israel 147.237.0.34 |tikshuv.idf.il gg?zﬁr.'ylgé ;2; Sane Response (ode (404) in Session from Bl ock 45
109. 253. 135. 39 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 31
46. 19. 86. 108 | srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code Bl ock 27
176.13. 8. 136 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 21
2.52.4.20 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
81.218.241.26 |lsrael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 81. 218. 241. 26 Bl ock
46.19.85.243  |israel 147.237.0.19 |nadi matal .idf.il Ig?l":%yslozf 4;he Sane Response (bde (403) in Session from Bl ock 7
85. 64. 115. 15 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
46. 19. 86. 227 I srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Gode B ock 3
93.173.128.133 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.21.179 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
109. 253. 158. 105|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
2.54.54. 157 I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 2
109. 64. 182. 145 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.211.34.236 |Wraine 147.237.76.31 |nakchal .idf.il Dstributed PHP At tenpt Bl ock 2
109. 253. 219. 144]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 2
68.180.228.112 [lhited Sates 147.237.77. 216 |dover.idf . il Paraneter Type M ol ati on PageNumin waw i df . il/1153- he/ dover. aspx |[B ock 2
212.143.124.53 | srael 147.237.72. 166 |aka. i df . i | muiiri'dﬁ??lﬁ ﬁf;fcsﬁafﬁegi st ati omi zar d undef i ned Bl ock 2
46.211.34.236 |Wkraine 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 46. 211. 34. 236 B ock 2
62.210. 180. 192 |France 147.237.77.216|dover . i df . i | Dstributed eMi| Hoarding B ock

Paraneter Type Molation lang in

213.152. 161. 40 |Netherl ands 147.237.77. 216 |dover. i df .i | v i df i 1/t enpl at es/ navmenu/ navienu, css. aspx B ock 1
95. 86. 125. 88 I srael 147.237.72. 167 i shuri maka. i df . i{Too Many 404: Response Code per Session Bl ock 1
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 86. 134 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176.13. 23. 12 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
109. 253. 158. 105|I srael 147.237.0.19 |nadimatal .idf.il[SSL Untraceabl e Connection - Cpen Mde None 1
46.19. 85. 115 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
. . D stributed Uhauthori zed URL Access on
66.249. 81.250 |l srael 147.237.76.42 |refuah.idf.il 147 237,76, 42] styl el shar ed/ | ayout . css B ock 1
. . DO stributed Lhaut hori zed URL Access on
212.76.104.239 |[Israel 147.237.76.42 |refuah.idf.il 147 237.76. 42 styl el shar ed/ reset . css B ock 1
87.68.78.108  [Israel 147. 237.72. 166 |aka. i df . i | thknown Paranet er VI EVETATEENCRYPTED i n None 1
wan aka. i df . i | / nmai n/ sachar/ nai | box. aspx
176.13. 7. 94 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs oS Atack None
81.218. 140. 160 |[lIsrael 147.237.77. 170 |n@arachot . i df . i | |Ostributed PHP Attenpt B ock
77.75.77.17 Czech Republic |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . i/ page/ 25/ Bl ock 1
5. 255. 253. 62 RJSf;;”i o 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS At tack None 1
109. 160. 253. 22 |l srael 147.237.76.200|ei tan. aka. i df . i | |Unauthorized LRL Access to ww eitan. aka.idf.il/xnirpc. php B ock 1
62.210.190.10 |France 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt Bl ock 1
. . Unaut hori zed URL Access to
213.152. 161. 40 |Net herl ands 147.237.77. 216 |dover. i df .i | v i df i |/ shar e user cont ol s/ header upper / B ock 1
. . D stributed Uhauthori zed URL Access on
84.19.190. 106 |Ger many 147.237.77. 216 |dover. i df .il v i dff i | / 1133 22461- hel dover . aspx. B ock 1
46.19. 86. 214 I srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw i df.il/anman B ock 1
. . D stributed Uhauthori zed URL Access on
185. 65. 135. 227 |Sweden 147.237.77.216|dover. i df . i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
46. 19. 85. 120 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
80.246.136.78 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
2.54.57.17 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
109. 65. 202. 188 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.211.34.236 |Wkraine 147.237.76.31 |nakchal .idf.il Mil tipl e Admin B ocking from 46.211. 34. 236 B ock 1
93.169. 179.54 |Romani a 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wawwidf.il/arr/ Bl ock 1
81.218. 140. 160 |l srael 147.237.77. 170 |n@ar achot . i df . i | |Unhauthorized URL Access to maarachot.idf.il/xnirpc. php B ock 1
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