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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3067
24.114.75. 4 Canada 147.237.77.216 dover.idf.il HITP Page H ood Attack f orward 91
109. 64. 38. 127 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 9
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
31.168. 240. 21 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
207. 46. 13. 157 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
142.54. 160. 214 Lhited Sates 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 drop 1
142.54.160. 213 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
142. 54. 160. 213 Lhited Sates 147.237. 72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
95. 100. 174. 66 Eur ope 147.237. 76. 202 e halag.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘ Attacker Gountry |Tar get Address |Site |S gnature
89. 248. 110. 167 |pain 147.237.72. 166 |aka. i df . i | |16798: HITP. G\U Bash HITP Header Renote Code Execution Wul nerability |Bl ock 14
185. 63. 188. 120 |Russi an Federation |147. 237. 77. 216 |dover . i df . i|16798: HITP. QU Bash HTTP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |[Ste |Signature

2.54. 36. 64 147.237.72.166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 5
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
66.249. 64. 171 147.237.77.233 |Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
176.13.19. 191 147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
113. 59. 33. 61 147.237.0. 33 Chi na idf.il ET SCAN NVAP -f -sS 1
46. 19. 85. 64 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.54.23.227 147.237.72.166 |Israel akaidf.il portscan: TQP D stributed Portscan 1
220.231.195.122 |147.237.0.15 Chi na kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
209. 88. 198. 1 147.237.72.166 |lIsrael akaidf.il portscan: TCP D stributed Portscan 1
185. 32.179. 171 147.237.72.166 |Israel akaidf.il portscan: TQP D stributed Portscan 1
113. 59. 33. 61 147.237.0. 33 Chi na idf.il ET SCAN NVAP -sS w ndow 2048 1
220.231.195.122 |147.237.0.15 Chi na kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
199. 203. 68. 10 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
193. 169. 70. 108 147.237.72.166 |lIsrael akaidf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature ?«;\tni%?]

95. 26. 35. 79 Russi an Federation 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 35
Sreamng Engine: TCP Invalid i i ssi

141.8.132.112 |Russian Federation  |147. 237. 72. 166 |aka i of il g =g Invalid segnent retransmssion. g 33
Ret r ansmi ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29

46. 19. 86. 37 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval id ACK nunber noni t or 27

46. 19. 85. 51 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |22

176.13.11.171  [Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different — Jooyiior  |1s

w ndow scal e

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
Sreanming Engine: TCP Invalid i i ssi

46.19.86.168 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 12
Ret ransmi ssi on Packet dropped.

82. 80. 64. 158 | srael 147.237. 72. 156 |aman.i df .i| drop First packet isn't SN drop 11

82. 205. 8. 72 glcf;i'géa” Termitory.f147.237. 72. 167 |i shuri maka. i o . i |dr op Frst packet isn't SIN drop 10

r eam n ine: TCP Invali i i ssi

141.8.184.5 Russian Federation  |147.237.72. 166 |aka.idf. il Streaning Engine: TCP Inval id |imvalid segnent retransmission. 9
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.54.150.162  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dr opped.

93.168.153.21 |Ronmnia 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt with moni tor |8

di fferent w ndow scal e

46. 19. 86. 160 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |8

93.168.153.21 |Romani a 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 8

2.52.130.91 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7

62.209.28.112 |Bahrain 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

reaming Engine: TCP Invali i i ssi

109. 253. 136. 120|I srael 147,237, 77, 243 |mbi e i 11 | S NG Bngine: TCP Invalid invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.

2.54.36. 64 | srael 147.237.72. 166 |aka. i df .i| drop Frst packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi

5.22.130.224  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.

46.19. 86. 79 I srael 147.237.72. 156 |anan.i df .i Bad TCP sequence Invalid ACK nunber noni t or

46.19. 86. 194 I srael 147.237.0.19 |nadimatal.idf.il|{SYN At ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TQP Invalid i i ssi

79.183.228.29 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

93.158.152. 31 |Russian Federation  |147. 237. 72. 166 |aka i of il g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.

31.168.89.106 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or

93.168.153.21 |Romani a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi

141.8.184.25  |Russian Federation  |147.237.72. 166 |aka idf. il g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi

40.77.167.20  |wited Sates 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

109. 67. 170. 243 i srael 147.237.0.34 |tikshuv.idf.il g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.

46. 19. 86. 50 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or

2.52.130.91 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d sequence nunber noni t or

S SYN+ACK retransmt wth .

188. 178. 248. 115|Dennar k 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vi ndow scal e monitor |5

46.19. 85. 177 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5

2.52.130.91 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 5

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5

2.52.130.91 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber monitor |5

46. 19. 86. 147 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

2.54.129. 2 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi

176.13.21.135 |israel 147. 237. 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dr opped.

2.52.130.91 I srael 147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 4

64.246.178.34 |United Qates 147.237.76.86 |navy.idf il Header Rejection P;“;g;trej ection pattern found in |, ooivor |4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor

46. 19. 86. 103 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or

5.22.130. 224 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

109. 65.129.23 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.

2.52.3.55 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect

46. 19. 85. 177 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning BEngine: TCP Invalid i i ssi

132.64.73.149 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.

2.54.151.198 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 201. 49 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 109
46.19. 86. 194 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 77
46.19.86.194 |Israel 147.237.0.19 |nadimatal .idf.il 12‘_’1':'2%_0{9}1“ Sane Response Code (404) in Session from Bl ock 40
46. 19. 86. 97 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 35
109. 253. 130. 172]I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 8
109. 253. 158. 105|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 7
46.19. 85.0 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
87.68.146.126 |[Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
176.13.1.1 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3
109. 253. 159. 55 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 135. 39 |l srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
176. 13. 2. 235 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3
193. 43. 245. 250 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 193. 43. 245. 250 B ock 2
82. 80. 33. 138 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
109. 253. 136. 120]I srael 147.237.77.243|nobi | e. i df . i | O stributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index |B ock 2
2.54.164. 141 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
2.54.37.139 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 2
37.26.148.215 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 2
176. 13. 18. 62 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
84.108.184.59 [Israel 147.237.76.30 |hi nush.idf.il Uhaut hori zed URL Access to ww chinush. atal .idf.il/xmrpc. php Bl ock 1
185. 32.179. 128 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
31.168.199. 226 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
176.13. 9. 157 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
81.218.116.129 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
2.54.23.176 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
109. 253. 219. 144]I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249. 64.239 [Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1250-he/ atal . aspx  |B ock 1
107.178.194.83 |Uited Sates |147.237.77. 216 |dover. i df .i | Dstri utec 1?;;};;&;;?&%\/&?;2” Bl ock 1
37.26.148.233 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
176.13.21.135 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
80. 246.136.23 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.54. 154. 155 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
157.55.39.125 |lhited Sates |147.237.0. 16 nlyl_ kosher-kravi .i df Lhaut hori zed URL Access to ww ny-kosher-kravi.idf.il/ B ock 1
2.52.5.81 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.120.6.156  |Israel 147.237.72.166 |aka. i df . i | m”;’k‘f:i Zfrf‘lrﬁ;b g—i;fjﬁﬁ:m EDa;F;( None 1
204.13.201.138 [Uhited Sates [147.237.77. 216 |dover. i df .| D stri utec 1?;;}2;;5?&%&??:{);” Bl ock 1
46.19.85.255  |Israel 147.237.72. 166 |aka. i df . i | ?‘:&'ﬂ; ng' gg‘f;ém' fui dth Lhi code Encoding on URU/ Paraneter (4) g 1
185. 32.179. 244 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Uhknown SSL Sessi on None 1
37.26.146.188 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/vwaw tikshuv.idf.il B ock 1
176.13.11.171  |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ | ayout . css |B ock 1
81.218. 140. 160 |l srael 147.237.77.233|atal .idf.il PHP At t enpt Bl ock 1
2.54.24.192  |israel 147.237. 72. 166 |aka. i df . i | Dstr) buted ilﬂa;‘;jhn(;r;izyi/ﬁtfzf?;ﬁg A B ock 1
110. 5. 76. 82 I ndi a 147.237.77. 216 |dover.i df . i | Dstributed PHP Attenpt B ock

66. 249. 79. 75 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/error.htm Bl ock 1
46.116.243.93 |Israel 147. 237.72. 166 |aka. i df . i | m“;:;riidﬁe.‘:lt/’:‘wﬁf;f;js;é’omml o ot udel A Bl ock 1
193. 43. 245. 250 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/aisurim Bl ock 1
107.178.194.87 |Uhited Sates [147.237.77. 216 |dover. i df . | Dstri buted 1‘1“;;‘;2;;926%\/2?25;’3;” B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
40.77. 167. 20 Uhited Sates [147.237.77.243|nobile.idf.il O stributed Suspicious Response Code Bl ock 1
180. 190. 66. 180 |Philippines  [147.237.77.216|dover.idf .il O stributed PHP A tenpt Bl ock 1
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