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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3091
79.181. 27. 99 | srael 147.237.72. 167 ishurimaka.idf.il Bl ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
196. 200. 16. 201 Kenya 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1

89. 248. 168. 218 Net her | ands 147.237.76. 38 e.eneitav.idf.il Bl ock Udp All _Nets drop 1
142. 54. 169. 166 Lhited Sates 147.237.77. 176 nat pash. i df . i | bl ock-sp-traf 1 drop 1
196. 200. 16. 202 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

89. 248. 168. 218 Net her | ands 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
74.91. 28. 60 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1
196. 200. 16. 203 Kenya 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1

95. 100. 174. 66 Eur ope 147.237.76. 177 ncore.idf.il Block Udp All _Nets drop 1
196. 200. 16. 200 Kenya 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
142. 54. 160. 213 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

5. 79. 86. 129 Net her | ands 147.237.77. 216 dover.idf.il |3886: HITP. Qoss Ste Scripting in POST Request B ock 1




01-21-2016-09:04:09 to 01-21-2016-10:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
195.34.150. 18  [147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
5.79.86.129 147.237.77.216 |Netherl ands dover.idf.il SQ Injection - Select From 3
69. 64. 51. 107 147.237.0. 17 Lhited Sates mny- kosher -kravi . i df il ET SCAN Potential WNC Scan 5900- 5920 1
193.104.41.54  [147.237.77.226 |Mldova, Republic of |www chamatz.aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
182.72.109. 162 [147.237.77.226 |India W chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
146. 185. 250. 2 147.237.76. 148 |Russi an Federation ggcenter. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
131. 109. 15. 15 147. 237.8. 27 Lhited Sates e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147.237.8. 24 Net her | ands elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
71.177.22.76 147.237.77.205 |lnited Sates prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
69. 64. 51. 107 147. 237.8. 27 Lhited Sates e.nadimatal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46. 19. 85. 38 147.237.72.166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
193. 104. 41. 54 147.237.77.226 |Mldova, Republic of |wwy chamatz. aka.idf.il ET SCAN Potential SSH Scan 1
193. 104. 41. 54 147.237.76.201 |Mldova, Republic of |e.atal.idf.il ET SCAN Potential SSH Scan 1
176.13.9. 238 147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
146. 185. 250. 2 147.237.76.30 |Russian Federation hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
109.253.216.6  |147.237.72.166 |lsrael aka.idf.il portscan: TCP O stributed Portscan 1
81.218.70.137  |147.237.72.166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
69. 64. 51. 107 147.237.72.166 |lhited Sates akaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

‘ Attacker Qountry

Target Address

Ste

Signature

S reanm ng Engi ne: TCP

Inval i d segnent retransnission.

Inval i d Retransnissi on

Packet dropped.

2.54.151.105 |[Israel 147.237. 72. 167 |i shuri maka. i df . | ) - drop 192
Inval i d Retransnission Packet dr opped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
46. 19. 85. 55 I srael 147.237.72. 166 |aka.idf . il drop First packet isn't SN drop 26
2.54.22.61 I srael 147.237.72. 166 [aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 21
46.19.85.117 [l srael 147.237.72. 167 |i shurimaka. i of . i | Bad TCP sequence Inval i d ACK nunber monitor |18
176.13.18.171 [Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransmt wih different  Jopniior |17
w ndow scal e
2.54.24. 206 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
113.78.16.128 |China 147.237.77. 176 |nat pash. i df . i dr op First packet isn't SYN drop 16
Sreaning Engi ne: TCP i i ssi
79.182. 151. 244 |l srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. |, 15
Inval i d Retransnission Packet dropped.
2.54,24. 206 | srael 147.237.72. 166 |aka.idf . il SYN Attack rej ect 13
2.54.182. 63 I srael 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 12
2.54. 24. 206 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |10
2.54.24. 206 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid sequence nunber moni t or 10
195. 160. 242. 40 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
195. 160. 242. 40 |1 srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert
2.54.24. 206 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert
reamng Engi ne: T i i ssi
2.54.161.88  |Israel 147.237. 77. 243 |robil e i df . i | Streaning Engine: TCP Invalid segnent retransmssion. |, 6
Inval i d Ret ransmission Packet dropped.
S reaning Engi ne: TCP i i ssi
109. 253. 201. 49 |1 srael 147.237.77. 243 |mubile.i o i1 mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dr opped.
Sreaning Engi ne: TCP i i ssi
2.54.22.148  |israel 147.237. 77. 243 |robil e i df . i | mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Ret ransmission Packet dropped.
46. 19. 85. 43 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |6
S reaning Engi ne: TCP i i ssi
79. 183. 123. 156 |1 sr ael 147.237.72. 167 |i shuri maka. i df .i | mng tngine. Invalid segnent retransmssion. 6
Inval i d Retransnission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
37.26.146. 217 |Israel 147. 237. 76. 200 |ei tan. aka i of . i mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
46. 19. 85. 87 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 43 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert
S reaning Engi ne: TCP i i ssi
46.19.85.96  |Israel 147.237.77. 243 |mubile.i o i1 mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
46. 19. 85. 43 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85.43 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.254 |israel 147. 237. 72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19.86.116 |Israel 147.237. 77. 216 [dover. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.19.86.128 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
46.19.85.199 |Israel 147.237.77. 226 "} chanatz. aka. 1df 1pad TGP sequence Inval i d ACK number moni tor |5
176.13.2.197 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 5
2.54.24. 206 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
46.19.85.133 [l srael 147.237.72. 167 |i shurimaka. i of . | Bad TCP sequence Inval i d ACK nunber monitor |5
46.19. 86. 79 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber monitor |5
176.13.2.197 |[Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACGK nunber nmonitor |5
176. 106. 47. 50 g";'cisgi'géa” Territory, 47 237.77. 216 |dover. i . il dr op First packet isn't SN drop 5
195.34.150.18 |Austria 147. 237. 77. 216 |dover i df . i B ock HTTP Non Conpl i ant sztged to handie connection | pnivor  a
41.33.232.66 |Egypt 147. 237. 77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant CF,:’ILEd to handl e connecti on monitor |4
194. 50. 175. 183 |l srael 147.237.72. 166 |aka.i df .i | drop First packet isn't SW drop 4
46. 19. 86. 235 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
141.0.13.172  |Norway 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4
194. 50. 175. 183 |l srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
80.179. 114. 27 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
195. 160. 242. 40 |1 srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |4
46.19.85.254 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
2.54.22.61 I srael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |3
S reanm ng Engi ne: TCP i i ssi
46.19.85.34  |isradl 147. 237.77. 243 |mobi l e.i of . i | mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
S reaning Engi ne: TCP i i ssi
80. 178. 218. 100 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.22.59 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 113
2.54.22.59 I srael 147.237.0.19 |nadimatal .idf.i 2024'\/2? ch the Same Response Code (404) in Session from Bl ock 105
79. 183. 216. 203 I srael 147.237.0.34 |tikshuv.idf.il ;g‘.)l'\gyzf; ;gg Sane Response (bde (404) in Session from Bl ock 82
46. 19. 85. 183 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 59
2.54.22.59 I stael 147.237.0.19 |nadimatal .idf.i 2024'“;?’ 5(3 the Sane Response Code (403) in Session from Bl ock 42
109. 253. 194. 254|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 39
109. 253. 143. 52 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock

109. 253. 130. 1721 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
31.168.75.47  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt eh ?ro'lfz‘f? , tgegpgrcﬁsemzles” < ehi 1 ddoourment </ 1071 Bl ock 4
5.79. 86. 129 Net her | ands 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 5. 79. 86. 129 Bl ock 3
46. 19. 86. 142 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185.32.179. 159 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.68.146.126 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
37.46.39. 135 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 201. 49 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.117.222.86 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwu aka. i df.il/main/ B ock 3
109. 253. 207. 101 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.22.225 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 3
46.19. 85. 40 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
195. 154. 183. 187 |France 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At enpt B ock 2
113.78.16.128 [china 147.237.77.176 |mat pash. i df .il |Miltiple Wauthorized URL Access from 113.78. 16. 128 B ock 2
2.54.147.29 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
5.102. 254.183 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
212.235.68.81  |Israel 147.237.76.31 [nakchal .idf.i] [TErereer Bpe Moletton search in aspx B ock 2
46.19.85.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
109. 253. 146. 32 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80.246.139.55 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
5.29.47.94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
195. 62. 53. 168 :Z:::t”i on 147.237.76.31 |nakchal .idf.il [uhauthorized URL Access to /admn/l ogin Bl ock 1
77.87.21.70 Saudi Arabia 147.237.77. 216 |dover.idf .i | Ostributed PHP At tenpt Bl ock 1
2.54.22.59 | srael 147.237.0.19 |nadimatal .idf.i|Too Many 403: Response Code per Session B ock 1
176.13.15. 251 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 253. 218. 10 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
46. 19. 86. 64 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.6.247. 242 G eece 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
208.184.112.74 |Uited Sates  [147.237.77. 216 |dover.idf. il |D ST oed 1?;;}:;25?&%&??5&" B ock 1
109. 67.128. 141 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.44.176 I srael 147.237.77.216|dover.idf .i | Unt raceabl e SSL Sessi ons: C(pen Mode None 1
185.32.179.14 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
79.178.110. 143 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to ww nakhal .idf.il/xmrpc. php B ock 1
66.249. 64.229 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
2.52.3.147 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
137.119. 162. 125|Uhited Sates 147.237.77. 176 |mat pash. i df . i|  |[Waut horized LRL Access to wan cogat.idf.il/xmrpc. php B ock 1
109. 253. 158. 150] srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
84.95.128.246 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waww aka. i df . il/main/ gi yus/ B ock 1
176.13.18.171 [ srael 147.237.72. 166 |aka. i df . i | ?‘:Ltniqpllf&'?g'. ‘fSC_jtlh;IB' fuidth thicode Encoding on R/ Paraneter(+) g 1
77.87.21.70 Saudi Arabia 147.237.77. 216 |dover.idf . il Distributed Wnaut hori zed URL Access on v i df . i|/xmrpc. php Bl ock
37.6.247.242 Geece 147.237.77.216|dover.i df .i | Dstributed Unauthorized URL Access on waw i df .il/xnirpc. php B ock 1
209.88.198.1 [Israel 147.237.77. 234 |hal ag. i df .i | vﬁultohgci)rsltizsg.;J:]_.?Cd(f:?isls/stic;)_st oragel {1 651711 26335/ 1577, pg Bl ock 1
109. 67. 191. 157 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1

01-21-2016-09:04:09 to 01-21-2016-10:04:09



