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|Top Attackers | n DDoS- Def ence |

Device Action |Count|

Attacker Address |Attacker Country |Target Address |Site

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3014
66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df . il |TGP handshake viol ation, first packet not syn |[drop 212
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 6
159. 104. 163. 19 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 74 lawidf.il bl ock-sp-trafl drop 1
159. 104. 163. 20 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
159. 104. 163. 17 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
74.91. 28. 61 Lhited Sates 147.237.0.19 nadi matal .idf.il|bl ock-sp-trafl forward 1
159. 104. 163. 18 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
142. 54. 169. 166 Lhited Sates 147.237.77.233 atal.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
185. 32. 179. 208 I srael 147.237.72.167 |ishurimaka.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

2.54.14.201 147.237. 72. 167 |I srael i shuri maka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 5
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
167.61.70. 124 |147.237.0.35  |uruguay akeve. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
118.70.81.24  |147.237.77. 233 |V et nam atal.idf.il ET SCAN Potential SSH Scan 1
118.70.81. 24  |147.237.77.178 |V et nam e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
118.70.81.24 |147.237.77.19 |V etnam | awforumidf.il ET SCAN Potential SSH Scan 1
118.70.81.24  |147.237.76. 147 |\ et nam chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
222.186.21.57 [147.237.76. 196 [Chi na e.sviva idf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.159. 139. 63 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
222.186.21.57 |147.237.0.35 |China akaws. i df il ET SCAN Potential VNC Scan 5900- 5920 1
46.19.85.174  [147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 |147. 237. 77. 216 |Canada dover. i df .il portscan: TCP D stributed Portscan 1
118.70.81.24  |147.237.77. 234 |M et nam hal ag.idf.il ET SCAN Potential SSH Scan 1
118.70.81.24  |147.237.77. 212 |M et nam e.dover.idf.il ET SCAN Potential SSH Scan 1
118.70.81.24  |147.237.77.170 |V et nam maar achot . i df . i | ET SCAN Potential SSH Scan 1
118.70.81.24  [147.237.76. 200 |V et nam eitan. aka. idf.il ET SCAN Potential SSH Scan 1
118.70.81.24 |147.237.0.19 |V etnam madi matal .idf.il ET SCAN Potential SSH Scan 1
222.186.21.57 [147.237.76. 147 |Chi na chi nuch. aka.i df . i1 ET SCAN Potential VNC Scan 5900- 5920 1
79.181. 102. 74 |147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
218.246.0.97 [147.237.72. 167 [Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
172. 98. 200. 237 |147.237.0. 16 ny-kosher-kravi.idf.il |[ET SCAN NMVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Devi ce

S reaning Engi ne: TCP

Inval i d segnent retransnission.

Action

Inval i d Retransnission

Packet dropped.

37. 26. 146. 145 | srael 147.237.76. 200 |ei tan. aka.i df .i | . L. dr o] 48
Inval i d Retransmission Packet dr opped. P

91.198.204. 122 |Dennar k 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 46

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

54.244.22.103 |Uited Sates 147.237.77. 233 |atal .idf. il drop First packet ismt SYN drop 36
Sreamng Engi ne: TCP i i ssi

46.19.85.161  |Israel 147. 237. 72. 166 |aka. i of . i | mng Engine: 1 Invalid segnent retransmssion. | 21
Inval i d Ret ransmissi on Packet dr opped.

192. 118. 48. 248 |l srael 147.237.72. 167 |i shuri maka.i of .i | Bad TCP sequence Inval i d AGK nunber noni tor |14

46. 19.85. 3 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Invalid ACK nunber nonitor |13

192. 118. 48. 248 |l srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 12

46. 19. 85. 169 | srael 147.237.77. 243 |nobi | e.idf . il drop Frst packet isn't SYN drop 9
Sreaning Engi ne: TCP i i ssi

141.8.132.112  |Russian Federation [147.237.72. 166 |aka.idf.il mng thgi e Invalid segnent retransmssion. | . 9
Inval i d Retransnission Packet dropped.
S reanm ng Engi ne: TCP i i ssi

46.19. 85. 49 I'srael 147. 237. 72. 166 |aka. i of . i mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.

109. 66. 100. 5 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6

46. 19. 85. 78 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6

199.203.215.1 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5

212.199. 251. 2271 srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |5

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5

41.33.232.66  |Egypt 147. 237. 77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant SZJILEd tohandie comnection | i s

46.19. 86. 214 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or

2.52.131. 205 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop

188. 161. 247. 65 g";'cis;i'géa” Tertito 47 237.77. 216 |dover. i of . i dr op First packet ismt SWN dr op 4

5.22.131.23 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or

212.150.189.2 |[lIsrael 147. 237. 72. 167 |i shuri maka. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

195.34.150.18 |Austria 147. 237. 77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant z:’t;ed to handie connection oo por s

2.54.149. 87 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect

2.54.21. 45 I srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engi ne: TCP i i ssi

213.57.215.159 |Israel 147.237.77. 243 |nobile. i of . mng Engine: 1 Invalid segnent retransmssion. | 4
Inval i d Ret ransmissi on Packet dr opped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

217. 194. 203. 238|l srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

176. 106. 46. 74 glcissi':('ja” Tertito 47 237.76.86 |navy.idr.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 4

80.179.114.27 |lIsrael 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber alert

80.179.114.27 |lIsrael 147.237.77. 170 |maarachot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engi ne: TCP i i ssi

82.81.241.210 |Israel 147. 237. 72. 166 |aka. i of . i | mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Ret ransmissi on Packet dr opped.
S reaning Engi ne: TCP i i ssi

79.182.194.57 |Israel 147. 237.72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.

31.210.187. 225 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3

62.219.168. 110 |[lIsrael 147. 237. 77. 216 [dover.i df . il SYN At tack SYN -> SYN-ACK -> Tineout [reject 3

84.111.196.22 |[lIsrael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3

213.8.204.4 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
S rean ng Engi ne: TCP i i ssi

2.54.16. 142 I'srael 147. 237. 72. 166 |aka. i o . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi

80.179.40.62  |Israel 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dr opped.
Sreamng Engi ne: TCP i i ssi

46.19. 86. 77 I srael 147. 237. 72. 166 |aka. i of . i | mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Ret ransmissi on Packet dr opped.
S reaning Engi ne: TCP i i ssi

84.228. 215. 174 |Israel 147. 237.72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.

213.8.204. 75 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
S reanm ng Engi ne: TCP i i ssi

109. 253.144.5  |Israel 147. 237. 72. 166 |aka. i of . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.

80.179.114.11 |[lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
S reaning Engi ne: TCP i i ssi

37.26.147.239  |israel 147. 237.72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi

212.143.66.8  |israel 147.237.72. 166 |aka. i df . i mng thgine. Invalid segnent retransmssion. fu . 3
Inval i d Retransmission Packet dropped.

79.177.24.102  |israel 147.237.77. 226 ["'" chanatz. aka. 1df |5y ook HTTP Non Conpl i ant SZJILEd to handie connection o por 3
Sreamng Engi ne: TCP i i ssi

109. 253. 145, 230|1 srael 147. 237. 72. 166 |aka. i of . i | mng ngine: 1 Invalid segnent retransmssion. | 3
Inval i d Ret ransmissi on Packet dr opped.

31.210.187. 171 |Israel 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d AGK nunber noni tor |3
Sreaning Engi ne: TCP i i ssi

141.8.184.5 Russi an Federation |147.237.72. 166 |aka. i df .il 9 =g Invalid segnent retransmssion. |, 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 153 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 62
2.54.50. 148 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 30
46.19. 85. 38 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 15
80. 246. 139. 220 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 7
185.32.179. 196 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock
2.54.32. 210 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
. . Mul tiple Whaut horized Method for Known URL from
109. 66. 18. 230 |l srael 147.237.72. 166 |aka. i df . i | 109. 66. 18. 230 B ock 6
. - . D stributed Lhaut hori zed URL Access on
185.13.193.36 |[lIsrael 147.237.77.243|nobi | e.i df . i | mobi | .1 df i1/ nekudot /i ndex B ock 4
176.13.11. 77 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
185.13.193.36 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
2. 54. 145. 239 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.8.131 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
www. chamat z. aka. i d . .
79.177.24. 102 | srael 147.237.77. 226 £l Ml ti pl e Unaut hori zed URL Access from 79. 177. 24. 102 B ock 2
2.54.4.179 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
Mol dova, . . ]
176. 123. 29. 92 Republ i ¢ of 147.237.77. 216 |dover.i df . i | Ostributed PHP At tenpt B ock 2
149. 88. 106. 117 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
82. 80. 133. 53 | srael 147.237.77. 176 |[nat pash. idf.il Dstributed PHP At enpt B ock
46. 19. 85. 154 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Uhknown SSL Sessi on None 1
] . . D stributed Lhaut hori zed URL Access on
204.13.201.138 [Wited Sates  [147.237.77.216|dover. i df.i| v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
79.180. 114. 186 |l srael 147.237.72. 166 |aka. i df . i | wa aka. i df . i | / i v sachar/ mai | box. aspx None 1
176. 123. 29. 92 ::)li;;\:i of 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to ww i df.il/bl og/ xmrpc. php B ock 1
157.55.39.160 |Uited Sates 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/anan B ock 1
74.91.28. 61 Lhited Sates 147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to wwv 366901. cond B ock
. . Unaut hori zed URL Access to
62.219.13.180 |[Israel 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel fi | es/ 8/ 1668. doc B ock 1
104. 128. 144. 131|Canada 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237. 76. 200/ B ock 1
5.29.47.94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
185. 32. 179. 249 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.178.110. 143 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php B ock 1
2.52.132. 24 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
66.249.78.254 | srael 147.237.72. 166 |aka. i df . i | thknown Paraneter docl.. in None 1
ww aka. i df . i1/ mai n/ gi yus/ general . aspx
109. 66. 18. 230  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df . i |/ main/giyus/ B ock
82. 80. 133. 53 I srael 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to www cogat . i df.il/xnirpc. php B ock
46.19. 85. 154 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None
] . . Unknown Paraneter sorderby in
207.46.13.5 Lhited Sates  [147.237.72.166|aka.idf.il aka.i o i1 /ituri ndasp/ di spl ayal | sol di ers. asp None 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df . i | www. i df . i1/1133-15003- he/ mmmmmm=d507d3e0nmmmmmm_|B ock 1
d507d3e0
. . Unhaut hori zed URL Access to
80. 82. 65. 82 Nether | ands 147.237.77. 216 [dover . i df . i | wwy i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
. . . D stributed Lhaut hori zed URL Access on
176. 10. 104. 243 |Swtzerl and 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
77.42.252.199 |Lebanon 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-ar B ock 1
. . . Unknown Paraneter lang in
66.249.64.70  |Israel 147.237.76.200|ei tan. aka.i df . il voww ei tan. aka. i df . i 1/ 938- e ei t an. aspx None 1
104. 128. 144. 131|Canada 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
37.26.148.154 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
. . Unaut hori zed Met hod PCST for
192, 117.14. 194 |l srael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai n/ sachar / f aq, aspx B ock 1
81.218. 251. 252 |[lIsrael 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
79.178.110. 143 [israel 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 1
2.54.2.12 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
176.13.15.251 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
109. 66. 100. 5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Unaut hori zed URL Access to
66.249.79.218 |l srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ & tan/ prat i i pi rt eychayal / B ock 1
. . D stributed Lhaut horized URL Access on
85.10.210. 199  |Ger many 147.237.77.216|dover.i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
46.19. 86. 64 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
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