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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3087

180. 97. 161. 226 Chi na 147.237.76. 176 test.ncore.idf.il |B ock Udp All Nets drop 239
192.0.99. 11 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
23.95.54. 18 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1

23.95. 54. 18 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgna1 ure Devi ce Action |Oount |
178.162.199. 197  |Ger many 147.237.77.216 |dover.idf.il Q008: HTTP. Xenu User Agent B ock 2
195. 154.183. 187  [France 147.237.77.176 |matpash.idf.il |19791: HITP. VérdPress N-Media PHP File Ul oad Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address |Attacker Gountry |Ste |Signature |Count|
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
213.204.101.24  [147.237.76.86 |Lebanon navy. i df .i ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147.237.76.198 |China e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 236. 216. 45 147.237.77.226 |iran, Islanic Republic of |www chanatz. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
217.194.195.93  [147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
199.191.56. 187  |147.237.77.179 |wnited Sates e mazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
167.114.156.16  [147.237.77.216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 195 147.237.77.216 |Netherl ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.218.113.195  |147.237.8. 46 Russi an Federation e. chinuch.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
91.218.113.195  |147.237.8.45 Russi an Federat i on eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
54.214.251. 35 147.237.77.176 |wnited Sates nat pash. i df .i | ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
220.231.195. 122 |147.237.77.216 |China dover.idf.il ET SCAN NVAP -f -sS 1
5. 236. 216. 45 147.237.77.226 |iran, Islanic Republic of |waw chanatz. aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
218. 246. 0. 97 147.237.8.24 Chi na elifestyle idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 236. 216. 45 147.237.77.226 |iran, Islanic Republic of |ww chamatz. aka.idf.il ET SCAN NVAP -f -sS 1
119. 146.221. 68  |147.237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.77.178 |Netherl ands e. nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
91.218.113.195  |147.237.8.45 Russi an Federation eeitanidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
79.177. 24. 102 147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
220.231.195. 122 |147.237.77.216 |China dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
46. 19. 85. 38 147.237.77.216 [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qountry |Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
107. 167. 107. 76 |Lhited Sates 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
2.52.36.15 I srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 12
2.52.36.15 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
2.52.36.15 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber aert 10
Sreaming Engine: TGP Invalid i i ssi
207.46.13.108 [Wited Sates  |147.237.72. 166 |aka i df.il 9 =g Invalid segment retransmssion. drop 10
Ret ransni ssi on Packet dropped.
2.52.36.15 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
2.52.36.15 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 10
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
. . SYNPAXK retransmit with different .
84.108. 90. 253 [l srael 147.237.72. 156 |aman.idf . il Bad TCP sequence Vi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
40.77.167.105 |Wited Sates  |147.237.76. 200 |eitan aka.idf.il 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
207.46.13.5  |Wited Sates  |147.237.76. 200 |ei tan. aka.iof i 9 =9 Invalid segent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
62. 0. 252. 65 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop
2.54.1.195 | srael 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
46.19.86.210 |israel 147.237.77. 243 |mbi le.i o i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 6
31.168.79.169 |israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
84.108. 90. 253 |l srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
192. 118. 22. 242 |I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212. 143. 142. 56 |I srael 147.237.77. 216 |dover.i df i | drop First packet isn't SW drop 4
192.115.83.5 |[Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.86.191  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
176.12. 131. 118 |I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
Sreaning Engine: TCP Invalid i i ssi
199.30.24.236 |lhited Sates  |147.237.76.200|eitan aka idf.il 9 =g nvalid segnent retransnssion. drop 4
Ret ransni ssi on Packet dropped.
109. 253.157.6 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
46.19.86.101 [israel 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
reanmn ine: TCP Invali i i ssi
79.177.24.102 |israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid  finvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 65. 146. 81 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
46.19.85.197 |israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Invalid  finvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.228.134.50 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
i Sreanming Engine: TCP Invalid i i ssi
141.8.132. 112 |ssian 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Federation Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.183.171. 46 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnssion. drop 3
Ret r ansni ssi on Packet dr opped.
109. 253.144. 3 [Israel 147.237.77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber aert 3
98.80.212.249 |lhited States 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 3
109. 253. 144. 3 |Israel 147.237. 77. 216 |dover. i df .i Bad TCP sequence Inval id ACK nunber noni t or 3
86.104.160. 99 [Ronani a 147.237.77. 170 |naarachot . i df . i1 [dr op SAMrule drop 3
Sreaning Engine: TCP Invalid i i ssi
84.95.85.92  |Israel 147. 237.72. 166 |aka. i of . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
85. 64. 202. 27 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
149.78.27.235 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54. 35,78 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13. 15. 146 |Israel 147.237.0.19 |madimatal .idf.i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
i Sreaming Engine: TGP Invalid i i ssi
130.193. 51, 91 |Ussian 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segment retransmssion. drop 3
Feder ati on Ret r ansn ssi on Packet dropped.
46. 19. 85. 38 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or
192.115.83.5 |[Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert
2.54.47.9 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
83.110. 81. 185 ;;::Idefab 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2
37.26.148.245 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert
91.200.12.136 |kraine 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop
86. 104. 160. 99 [Ronani a 147.237.76.86 |navy.idf.il drop SAMrul e drop




01-21-2016-07:04:02 to 01-21-2016-08:04:02

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
109. 253. 134. 32 |Israel 147.237.0.19 |nadimatal .idf.j|[°C My of the Same Response Cbde (404) in Session from B ock 624
109. 253. 134. 32
109. 253. 134. 32 |l srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 221
109. 253. 134.32 |Israel 147.237.0.19 |nadimatal .idf.j|/00 My of the Same Response Cbde (403) in Session from Bl ock 169
109. 253. 134. 32
46. 19. 85. 38 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 100
109. 253.210.1 |l srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unauthori zed URL Access from 109. 253, 210. 1 B ock 50
176.13.15. 146 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 31
82.102. 169. 113 |[lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 10
195. 154. 183. 187 |France 147.237.77. 176 |nat pash.i df .i| |Dstributed P Attenpt Bl ock
195. 154. 183. 187 |France 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 195. 154. 183. 187 B ock
46. 19. 86. 90 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock
109. 253. 192. 15 | srael 147.237.72. 166 |aka. i df . i | muatj::r, L,fze,d | ,'\:,:j 'l‘jiaZfQ'?J. :/\paysl i p. aspx B ock 3
85.64.190.177 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.52.163. 54 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
178.137.85.67 |Wkraine 147.237.77.74 |lawidf.il Ml tipl e Unauthori zed URL Access from 178. 137. 85. 67 B ock 3
46.19. 86. 118 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185. 3. 147. 144 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to www aka. i df . il/mai n/ sachar/ undefi ned B ock 2
185.32.179.34 |lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.1.70 | srael 147.237.77.243|nobi | e. i df . i | D stributed Waut horized LRL Access on nobi | e.idf.il/nekudot/index |B ock 2
91.228.196. 139 |Fol and 147.237.77.170|n@aarachot . i df . i | |Ostributed PHP Attenpt B ock 1
45.43.97.6 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/xmrpc. php B ock 1
199. 203. 100. 145]l srael 147.237.77.216|dover . i df .i | Paraneter Type Mol ation SearchText in wwyidf.il/1065-he/ dover.aspx |Bl ock 1
79.178.110. 143 [israel 147.237.77. 170 |n@aarachot . i df . i | |Ostributed PHP Attenpt B ock 1
178.137.85.67 |Wkraine 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df.il/xnrpc. php B ock 1
131.253.25. 136 |Uhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249. 78.146 | srael 147.237.72. 166 |aka. i df . i | m”;’k"‘; i'fj"’;r_ ?Tftn;r nffg;;fz“/océn: act s, aspx None 1
109. 64. 169. 58 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
212.199. 141. 138l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1412-he/ at al . aspx B ock
5.79.68.161  |Netherlands  |147.237.77.216|dover.idf .il D stri buted 1?;;};;25?&%&??:&” B ock 1
195. 154. 183. 187 |France 147.237.77. 176 |mat pash. i df . i | Adm n Bl ocki ng B ock 1
82.102. 169. 113 [l srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
77.127.110. 122 |Israel 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
66.249.64.229 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1
109. 253. 150. 112]I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
91.228.196. 139 |Pol and 147.237.77. 170 |maar achot . i df . i | |Unaut horized URL Access to maarachot . i df . il/wp-si gnup. php Bl ock 1
204.13.201.138 [United Sates  [147. 237. 7. 216 [dover . i df . i | D stri ot ec 1?3?;}222;??1(;%\/2??52;” Bl ock 1
79.178.110. 143 [Israel 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to maarachot. idf.il/xmirpc. php B ock 1
184.105.139. 70 |Uhited Sates 147.237.72.167|i shuri maka. i df . ijUnaut hori zed URL Access to 147.237.72. 167/ B ock 1
149. 88.109. 179 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66.249.78.246 |l srael 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
213. 222. 254. 187 :Zg::t”i on 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wawwidf.il/.git/ B ock 1
37.26.146.186 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
84.109. 192. 177 | srael 147.237.72. 166 |aka. i df . i | ;arwa';t;ef df%??/?ali)r/v!a(():lhjri/?negiisr:r at o 22 e st . aspx None 1
77.127.110.122 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal.idf.il/xnrpc. php B ock 1
176.97.116. 171 |Wkraine 147.237.72. 166 |aka. i df . i | m“;kf:: 'd?eldl ,'”,f;?,‘,’(;i mgnfr o aspx Bl ock 1
66.249.78.97  |israel 147. 237.72. 166 |aka. i df . i | Llﬂ?’tzg(;r.if;dlgggxﬁsffotrﬂ ol s/ show or ur asp B ock 1
107.178.194.79 |Uhited Sates  [147.237.77. 216 |dover. i df . | D stri buted 1?;;};;&;;?&%&??:&” B ock 1
46.19. 85. 75 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
207.46.13.5 Wited Sates  |147.237.72. 166 |aka. i df .i| m“;l?gii jﬁ‘: I%ﬂi‘;fe;zo:; doc gt/ nul | Bl ock 1
79.179.211.51  |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157. 55. 39. 46 Lited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
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