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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3080
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack f orward 2
23.95.54. 18 Lhited Sates 147.237. 76. 44 e.refuah.idf.il |Bock Np Al Net drop 1
185. 130. 5. 224 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount ‘
46.119.121. 146 |Wkraine 147.237.76.42 |refuah.idf.il Q025: HITP. access to adninistrator/index. php -> Quaranti ne B ock 1
46.119.121. 146 |Wkrai ne 147.237.77.170 |maarachot.idf.il |25 HITP. access to administrator/index. php -> Quarantine B ock 1

182.50. 130. 134 |9 ngapore 147.237.77.216 |dover.idf.il Cl06: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
183. 60. 48. 25 147. 237. 76. 201 [Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237.77. 216 |Lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 37.187.183 [147.237.0.200 |tLhited Sates mdu.idf il ET SCAN NVAP -sS wi ndow 2048 1
85. 93. 5. 65 147. 237.77. 170 |Ger many maarachot . i df .i | [ET SCAN Potential SSH Scan 1
46.161.40.120 |147.237.76. 44 23::;'}0'1 erefuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.72.156 |Lhited Sates anman. i df.il ET DRCP Bshiel d B ock Listed Source 1
193. 105. 134. 220|147. 237. 77. 233 |Sneden atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237.77. 212 |United Sates e.dover.idf.il |ET SCAN NVAP -sS w ndow 1024 1
104. 37.187. 183 [147.237.0.200 |Lhited Sates ndu. i df il ET SCAN NVAP -f -sS 1
46.161.40.120 |147.237.77.178 g{j;:;‘im e.mtpash.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
31 155203 162 |147. 237 76. 30 |Turk Hivmsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
. . . . . . ur Ke' | nusn. | N .
y Potential Scan or Brute Force
218. 246. 0. 97 147.237.0.19 |China nadi matal .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry [Target Address |Ste Signature z\tlli Zi
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 36
Russi an D Streaming Engine: TCP Inval i dinvalid segnent retransnission.
141. 8.132. 112 ration 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 36
Russi an o Streaming Engine: TCP Inval i dinvalid segnent retransnission.
141.8.184.5 eration 147.237.72. 166 |aka. i dof .i Ret r ansmi ssi on Packet dr opped. drop 33
Russi an D Streaming Engine: TCP Inval i dinvalid segnent retransnission.
93. 158. 152. 31 Federat i on 147.237.72. 166 |aka. i df .i | Ret 1 ansni ssi on Packet dr opped. drop 27
Russi an . Streamng Engi ne: TCP Inval i dinvalid segnent retransnission.
141.8.184. 25 Feder at i on 147.237.72. 166 |aka. i df .i | Ret r ansmi ssi on Packet dr opped. drop 27
Sreamng Engine: TCP Invalid i i ssi
207.46.13.5  |ited Qates  |147.237.76.200 |ei tan. aka i df il 9 =9 Inval i d segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
40.77.167.105 |Uited Sates 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g ., 8
Ret ransmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.197 |Wited Sates  |147. 237.76. 200 [ei tan. aka i df .i | 9 =9 Inval i d segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.66.90  |Uited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, . 8
Ret ransmi ssi on Packet dr opped.
Russi an D Streaming Engi ne: TCP Inval i dinvalid segnent retransnission.
141. 8. 142. 62 Federat i on 147.237.72. 166 |aka. i df .i | Ret 1 ansni ssi on Packet dr opped. drop 6
reanming BEngine: TCP Invali i i sSi
109. 67. 163. 249 I srael 147.237. 72. 166 |aka. i df . i Streaning Engi ne: TCP Inval i dinvalid segrent retransnissi on drop 6
Ret ransmi ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |moni t or
98.80.212.249 |lLhited Sates 147.237.77. 216 |dover.idf .| Bad TCP sequence noni t or
Sreanming Engine: TCP Invalid i i SSi
131.253.25.177 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g . 4
Ret r ansni ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 4
Sreanming Engine: TCP Invalid i i ssi
46.19.86.203  |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dr opped.
98.80.212.249 |lhited States 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber nonitor |3
Russi an e Sreaming Engine: TCP Invalidinvalid segnent retransnissi on.
141.8.132.8 er ot on 147.237.72. 166 |aka.i df .i | Ret 1 ansmi si on Packet dr opped. drop 3
Russi an C Streaming Engi ne: TCP Inval i dinvalid segnent retransnission.
5. 255. 253. 96 Federat i on 147.237.72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i sSi
147. 236.238.97 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
85. 65. 98. 208 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.52.2.154 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
66.249.66.95 |Uited Sates  |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssion. |, . 2
Ret ransmi ssi on Packet dr opped.
46.19.85.210 [israel 147.237.77. 226 | "}|" chanatz. aka.1df 1pad TGP sequence Inval i d ACK nunber moni tor 2
81.169. 237. 146 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 2
Sreamng Engine: TCP Invalid i i ssi
207.46.13.108 |Uited Sates  |147.237.76. 200 |ai tan. aka i of . 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
149.78.219. 219 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
85. 65. 98. 208 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber alert
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
: . . SYNtACK retransmt wth .
98.80.212.249 |Uhited Sates 147.237.77. 216 |dover. i df . i1 Bad TCP sequence di fferent vi ndow scal & monitor |2
46.19. 86. 182 | srael 147.237.77. 170 |nmar achot . i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
109. 253. 158. 22 |Israel 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid AGK nunber nonitor |1
5.29.67.86 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
74.82.47.54 Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 92 [nited Sates 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.39.78. 130 Kuvai t 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber nmoni t or 1
108. 168. 185. 133|ULhited Sates 147.237.0.33  |idf.il drop drop 1
2.52.32.228 I srael 147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.10 Lhited Sates 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 232 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 158. 175|! srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence Invalid AGK nunber noni tor |1
5.115. 60. 112 IFL.ZEBI :i'?’f"'c 147. 237.72. 166 |aka. i df . Bad TCP sequence Invalid ACK nunber aert 1
77.125.135. 240 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 112|Wnited Sates 147.237.8.24 |elifestyleidt.il  |Geo-location enforcenent |0 ocation inbound drop 1

enf or cenent
46.117.242. 141 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1

Geo-1 ocati on i nbound
enf or cenent

5.22.129. 247 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |1
81.169. 237. 146 |CGer many 147.237.76. 177 [ncore. i df .i | drop SAMrul e drop 1

108. 168. 185. 133|thited Sates 147.237.77. 212 |e. dover. i df .i| Geo- 1 ocat i on enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.13.231 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
188. 143. 232. 34 RJSf;;”i o 147.237.77. 216 |dover. i df . i | Ml tipl e Unaut hori zed URL Access from 188.143. 232. 34 B ock 5
5.29.72.10 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 4
] . ] Unaut hori zed URL Access to
212.116. 184. 161 |l srael 147.237.77. 243 |nobi | e. i df . i | nobi | e, i o .| 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1465 B ock 4
212.116. 184. 161l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
. . D stributed Unaut hori zed URL Access on
91.143.80.201 |Ger many 147.237.77. 216 |dover. i df .il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 2
] . . D stributed Unaut hori zed LRL Access on
204.13.201. 137 |thited Sates  |147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates  [147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22635 he/ dover . aspx. B ock 2
80. 246. 136. 2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
’ . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216[dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 2
176.13.8.8 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
74.82.47.2 Lhited Sates  |147.237.72.166|aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
46.229.164.99 |lLhited Sates 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
. . Unknown Parameter _ VI EASTATEENCRYPTED i n
2.54.128. 226 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i dff i |/ nai v/ gi yus/ quest i onnai r e. aspx None 1
79.183.219.74 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . Unaut hori zed URL Access to
66. 249. 79. 79 I srael 147.237.77. 216 |dover. i df . i | v i df i 1/ 1283- 17306- en/ dover . aspx- ti t | e=i df B ock 1
212.179.42.227 [israel 147.237.77. 216 |dover.idf.il Paraneter Type Mol ation SearchText in wwidf.il/1129-he/dover.aspx |B ock 1
46.119. 121. 146 [Wkrai ne 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to waw refua. atal .idf.il/wp-1ogin. php B ock 1
91.228.196. 139 |Pol and 147.237.77.74 [lawidf.il PHP Attenpt Bl ock 1
. . D stributed Unaut hori zed LRL Access on
77.247.181.165 [Netherl ands 147.237.77. 216 [dover. i df . il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
207.46.13.108 |Lited Sates 147.237.72. 166 |aka. i df . i | Abnor nal |y Long Request URL Bl ock 1
] . . D stributed Unaut hori zed LRL Access on
66.230. 230. 230 |Lhited Sates  [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates  [147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
68.100.57.75  |tnited Sates  [147.237.77.176|natpash.idf.il [Ostributed PHP Attenpt Bl ock 1
46.119.121. 146 |lkrai ne 147.237.77. 170 |n@ar achot . i df . i | |Ostributed PHP Attenpt B ock 1
176.13.15.216 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
91.228.196. 139 |Fol and 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df . il/wp-si gnup. php B ock 1
. . D stributed Unaut hori zed URL Access on
77.247.181.165 [Netherl ands 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 40 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p.st or age/ fi | es/ 0/ 2880, pef B ock 1
37.26.147.170 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
109. 253. 212. 16 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
82.118.236.13 |Bugaria 147.237.77. 234 |hal ag. i df . il Unhaut hori zed URL Access to 147.237.77.234/ Bl ock 1
68. 100. 57. 75 Lhited Sates  |147.237.77.176|mat pash.idf.il [Unauthorized URL Access to wan cogat.idf.il/xnirpc. php Bl ock 1
46.119.121. 146 [Wkrai ne 147.237.77. 170 |n@ar achot . i df . i | |Uhaut hori zed URL Access to maarachot . idf.i|/wp-1ogin. php B ock 1
93.172.163.197 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
79. 182. 96. 48 I srael 147.237.76.86 [navy.idf.il Distributed PHP Attenpt Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
46.19.85. 75 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
157.55.39.237 |Uited Sates [147.237.0.34 |tikshuv.idf.il |Paraneter Type Molation catld in wwtikshuv.idf.il/site/general.aspx Bl ock 1
89.247.109. 64  |Ger many 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
68.180.228.175 |lLnited Sates [|147.237.77.74 |lawidf.il Unaut hori zed URL Access to www nag. i df . il/228-he/ f ag. aspx B ock 1
Russi an Uhaut hori zed URL Access to
188.143.232.34 | o o0 147.237.77. 216 |dover.i df .i | v i df . i 1/t enpl at es/ homepage/ honepage. aspx/ t enpl at es/ soci al /twi tter |Bl ock 1
. aspx
46.229.164.99 |lLhited Sates 147.237.72.166 |aka. i df . i | D stributed Unhaut hori zed URL Access on 147. 237. 72. 166/ robot s. t xt Bl ock 1
] . . D stributed Unaut hori zed URL Access on
107.178.194.79 |UWited Sates  [147.237.77.216|dover.idf .il v i df i | / 1133 22461- he/ dover . aspx. B ock 1
2.52.32. 224 I srael 147.237.72. 166 [aka. i df . i | SIS Untraceabl e Gonnection - sigal gs DoS Attack None 1
79.182. 96. 48 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to www navy. i df.il/xmrpc. php B ock 1
66. 249. 79. 75 I srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
46.119.121. 146 |krai ne 147.237.76.42 |refuah.idf.il PHP At enpt B ock 1
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