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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3131
202.116. 234. 16 Chi na 147.237. 0. 200 ndu. i df . i | JIMPurple Con Limt _Htp dr op 1
23.95.54. 18 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Bock Np All Net drop 1
23.95.54. 18 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount

106. 120. 173. 159 Chi na 147.237.77.233 atal .idf.il [Cl03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
59. 45. 79. 117 147.237.76. 31 Chi na nakchal . i df i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 8. 50 Chi na e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
54.214.251. 35 147.237.77. 216 Lhited Sates dover . idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 1
218. 246. 0. 97 147. 237.77. 227 Chi na e hamaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
1.54. 162. 25 147.237.8. 14 M et nam e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
199. 191. 56. 188 147.237.77. 243 Lhited Sates mobi | e.idf.il ET SCAN NMAP -sS wi ndow 3072 1
198. 20. 69. 77 147.237.72. 166 Lhited Sates akaidf.il ET DROP Dshiel d B ock Listed Source 1
108. 168. 185. 133 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.77. 170 Chi na maarachot.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 38 Chi na eemitav.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 166 Chi na aka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8. 24 Chi na elifestyle.idf.il [ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77. 235 Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 161. 40. 120 147. 237.72. 166 Russi an Federation aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
210. 146. 207. 142 147.237.76. 34 Japan yohal an. i df .il ET SCAN Potential SSH Scan 1
199. 191. 56. 188 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 202 Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

Action

Russi an o Streaning Engine: TCP Invalid [invalid segrent retransmission.
141.8.182.112  [C oo 147. 237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 42
Véb Server Enforcenent HITP Ceni
207.241.229. 189|Wited Sates |147.237. 72. 166 |aka.i df . i1 _ Véb Servers S ow Denial of o oot 37
Mol ation Servi ce
41.33.231.90 Egypt 147.237.77. 216 |dover . i df i | drop SAMrule drop 36
Russi an D Streamng Engine: TCP Invalid [invalid segnent retransmission.
141.8.184.5 ration 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 36
Russi an o Streaning Engine: TCP Invalid [invalid segrent retransmission.
141.8.184. 25 eration 147.237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 33
Russi an D Streamng Engine: TCP Invalid [invalid segnent retransmission.
93. 158. 152. 31 ration 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 30
41.33.232. 66 Egypt 147. 237. 77. 216 |dover i df . i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |nonitor
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
reaming BEngine: TCP Invali i i ssi
79.176.72.199 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
68.180. 229. 239 [Lnited Sates  |147. 237, 72. 166 |aka i df i 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
46. 19. 85. 232 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |Uited Sates  |147.237.72. 166 |aka.iof i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
207.237.82.50 |Lhited States |147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TGP Invalid ' i ssi
66.249.79.10  |lnited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
46. 19. 85. 232 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber aert
208.115.111. 68 |Lhited Sates |147.237.77.74 [lawidf.il drop SAMrule drop
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
130. 193. 50. 33 RJSIS::t”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.122. 206|Uhited Sates |147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.108.80.128 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |1
71.6.167.142  |Wited Sates |147.237.77.178|e. nat pash.idf. i Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
208.115.113.89 |Lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrule drop 1
37.204. 149. 159 RJSIS::t”ion 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
184.105. 139. 102|hited Sates |147.237.0.33  |idf.il drop drop 1
Russi an e SYN+tACXK retransnmit wth .
130.193.50.33 |- oo o 147.237.77.74 |lawidf.il Bad TCP sequence different vi ndow scal & noni t or 1
81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
46. 19. 86. 164 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |1
198. 20. 69. 74 Uited Sates |147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 207|Wnited Sates |147.237.76.38 |e.e.neitav.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.6 Whited Sates |147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 |Lhited Sates |147.237.77.74 [lawidf.il drop SAMrule drop 1
184.105. 139. 122|thited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.108.80.128 |lsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 1
108. 168. 185. 133|lhited Sates [147.237.76.39 |nobile.rmeitav.idf.il |[drop Frst packet isn't SN drop 1
74.82. 47. 20 Lhited Sates [147.237.0.33 |idf.il drop drop 1
208. 115.113.89 |lhited Sates [147.237.77.216 |dover.idf.il drop SAMrul e drop 1
184. 105. 247. 203|Wni ted Sates  |147. 237. 76. 198 |e. yohal an.i df . i | Geo- | ocati on enf or cenment Sﬁ?o'r;ﬁ?;no” t nbound drop 1
84.108. 80. 128 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 1
108. 168. 185. 133|lnited Sates [147.237.76.39 |nobile.neitav.idf.il [SYN Attack SYN -> SYN-ACK -> Timeout |reject 1
75.186.33.162 |lLhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
208.115.113. 89 |thited Sates |147.237.77.226 "‘f";‘“ chamatz. aka. df | SMrule drop 1
184.105. 247. 216|lhited Sates  |147.237.76. 148 |gqcenter. aka.idf.il  |drop drop
84.108.80.128 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site dgnature Action ‘Count
52.90.128.17 |Wited Sates 147.237.77. 176 |nat pash. i df . i | |O stributed Suspi cious Response Code B ock 3
157.55.39.57 |lhited Sates 147.237.76.31 [nakchal .idf.il |Uhauthorized URL Access to 147.237.76. 31/ B ock 1
77.126.18.24  |[Israel 147.237.76.31 |nakchal .idf.il [Uhauthorized URL Access to www nakhal .idf.il/xnrpc. php Bl ock 1
66.249.78. 2 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/ndmai n/ gi yus/ general . aspx |B ock 1
197. 32. 177. 158 |Egypt 147.237.77.216|dover.idf.i|l |Unhauthorized URL Access to waw idf.il/xmrpc. php B ock 1
94. 59. 62. 29 thi'”t:tde:‘ab 147.237.77. 216 |dover. i df .i| |Dstributed PP A tenpt B ock 1
66.249.79.195 |lsrael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
. . . Unhaut hori zed URL Access to

157.55.39.131 |lLhited Sates 147.237.76.42 |refuah.idf.il ww refua. atal .idf il /tenpl at es/ i nagevi deogal | eryl obby/ B ock 1
77.126.18.24  |lsrael 147.237.76.42 |refuah.idf.il |Dstributed PHP Attenpt B ock 1
66.249. 78.160 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in v aka.idf.il/main/giyus/ general . aspx None

198.20.69.77 |Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock

94. 59. 62. 29 LI::rhﬂI\rt;tdesN ab 147.237.77.216|dover. i df . il Distributed Whaut hori zed URL Access on www i df . i|/xmrpc. php Bl ock 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www i df.il/dover/ sitel honepage/ asp B ock 1
54.173.223.170 |Lited Sates 147.237.77. 176 [mat pash. i df . i | |Distributed Suspi cious Response Code Bl ock 1
157.55.39. 146 |Whited Sates 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/robot s. t xt B ock 1
77.126.18.24  |[Israel 147.237.76.42 |refuah.idf.il [Wauthorized URL Access to wwrefua. atal.idf.il/xmrpc. php B ock 1
66.249. 78.254 |l srael 147.237.72. 166 |aka. i df . i | thknown Pararet er anp; docid in None 1

wwy aka. i df . i | / mai n/ gi yus/ gener al . aspx

. . - f{Unknown Paraneter | in
203.133.171.99 |Korea, Republic of |147.237.76.200 ei tan. aka. i df. vavei tan.aka.idf.il/tenpl ates/sendtof ri end/ sendt of ri end. aspx None !

) . - D stributed Unaut hori zed URL Access on
107.178.194. 79 |lhited Sates 147.237.77. 216 |dover. i df il [ & ) 1133 22638 he/ dover . aspx. Bl ock 1

. . D stributed Uhauthorized URL Access on
77.40.129. 123 |Nor way 147.237.77.216|dover . i df .i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1

Uhaut hori zed URL Access to

66.249.64.70 |Israel 147.237.76.200]ei t an. aka. i df . I ei tan. aka, i of i1/t enpl at e/ nks/ | i nks. aspx B ock 1
190. 252. 35. 104 [Col onbi a 147.237.77.216|dover.idf.i|l |Uhauthorized URL Access to wwu i df.il/894-en/idf gdover. aspx B ock 1
77.126.18.24  |[Israel 147.237.77.74 |lawidf.il Dstributed PHP Attenpt Bl ock
66.249.79.119 |lsrael 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to 147.237. 77. 216/ 1086- he/ dover . aspx B ock
) . . D stributed Uhauthorized URL Access on
204.13.201. 137 |Wited Sates 147.237.77.216|dover . i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
’ . - D stributed Unaut hori zed URL Access on
107.178.194. 83 |Lhited Sates 147.237.77. 216 |dover. i df . il [ & ) 1153 22461 he/ dover . aspx. Bl ock 1
77.126.18.24 |Israel 147.237.76.31 |nakchal .idf.il |Dstributed PHP Attenpt B ock 1
. . Il1legal Paraneter Encodi ng searchText in
66. 249. 64. 186 |l srael 147.237.77.74 |lawidf.il v | aw i df . |/ 275- he/ pat zar . aspx None 1
197.32. 177. 158 |Egypt 147.237.77.216|dover . i df . i | Dstributed PHP At tenpt B ock 1
77.126.18.24  |[Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
66.249.79.121 |[Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
204. 13. 201. 138 |Wnited Sates 147.237.77. 216 |dover. i df .j|  |PStributed Lhauthorized UR Access on B ock 1

waw i df . i | /1133- 22638- he/ dover . aspx.
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