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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country
Canada

Target Address
147.237.77. 216

dover.idf.il

Signature
DCS- Tool - Swi t chbl adG

Device Action
dest - reset

Count
3003

184. 26. 161. 65

Lhited Sates

147.237.76. 201

e atal.idf.il

Bl ock_Udp All _Nets

drop
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnar ure Devi ce Action |Count

46.137.81. 122 Irel and 147.237.77. 176 nat pash. i df . i | 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
46.137.81. 122 147.237.77. 176 Irel and nat pash. i df . il SQ Injection - Select Fom 3
66. 249. 74. 93 147.237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
172. 98. 200. 237 147.237. 76. 147 chi nuch. aka. i df .1 ET SCAN NVAP -sS wi ndow 1024 1
212.179.227.181 147.237.77.212 I 'srael e.dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
172. 98. 200. 237 147.237. 76. 147 chi nuch. aka. i df . il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |Ste Signature ?;lii ?)?1
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
141.8.132.112  |Russi an Federation |147. 237. 72. 166 |aka i df il Streamng Engine: TCP Inval id - invalid segnent retramsmission. | 27
Ret r ansni ssi on Packet dropped.
141.8.184.5 Russi an Federation |147. 237. 72. 166 |aka.i df .1 Streaning Engi ne: TCP Invalid |invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
141.8.184.25  |Russian Federation |147. 237. 72. 166 |aka i df il Streamng Engine: TCP Inval id invalid segnent retramsmission. | 15
Ret r ansni ssi on Packet dropped.
207. 241. 229. 189|Wnited Sates 147.237.72. 166 |aka i df . i | Veb Server Enf or cenent Veb Servers Sow HITP Denial of | oy 15
M ol ation Service
93.158.152. 31  |Russi an Federation |147. 237. 72. 166 |aka i df .i Streamng Engine: TCP Inval id invalid segnent retramsmission. | 12
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 5
216. 249. 107. 200|lhited S ates 147.237.77.74 |lawidf.il drop SAMrul e drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 4
130. 193. 37. 16  |Russi an Federation [147.237.0.34 |tikshuv.idf.il Stream ng Er.]gl ne: TCP Invalid Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
130.193.51.91  |Russi an Federati on |147. 237. 76, 200 |ei tan. aka i .|~ | c2M "9 ENgi ne: TP Invalid finvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
207.237.82.50 |thited Sates 147.237.77. 216 [dover.idf.il (Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |2
76.254.52.132  |United Sates 147.237.77. 216 |dover.idf.il  |Bad TCP sequence mﬁsg reansm wthdifferent | onitor |2
52.53.221.104 |lhited Sates 147.237.8.50 |e.tikshuv.idf.i|Geo-| ocati on enf or cenent Geo-l ocation i nbound enf or cenent |dr op 2
157.55.39.22  |ited Qates 147.237.76.86 |nawy.icr.i1 | S3MNG Engine: TP Invalid Jinvalid segnent retransmssion. |, o 2
Ret r ansni ssi on Packet dropped.
40.77.167.50  |tnited Sates 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
77.77.76.3 'R;a”’ Islanc 147.237.77. 216 |dover.idf.il  [Bad TOP sequence Invalid ACK nunber aert 2
publ i c of
157.55.39. 147 |lnited Sates 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
76.254.52.132 [thited Sates 147.237.77. 216 |dover.idf.il  [Bad TCP sequence Invalid ACK nunber noni t or
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect
207.46.13.108 |[Uited Sates 147. 237.72. 166 |aka. i f . Streamng Engine: TP Invalid imvalid segnent retransmssion. | o 2
Ret r ansni ssi on Packet dropped.
52.53.218.177 [lLnited Sates 147.237.8.50 [e.tikshuv.idf.i|Geo-| ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |drop 2
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.i{dr op SAMrul e drop 2
67.212.234.181 |lLhited Sates 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
173. 254.216.68 |Uhited Sates 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow moni t or 1
5. 29. 84. 150 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 203|Lhited Sates 147.237.8.50 |e.tikshuv.idf.i|Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf or cenent |dr op 1
108. 168. 185. 133|Uhited Sates 147.237.77. 227 |e.hanaz.i df .i] |Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
184. 105. 139. 103|Uhited Sates 147.237.0.35 |akaws.idf.il [drop drop 1
85.25.103. 12 Cer many 147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow noni t or 1
193.90.12. 88 Nor way 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow moni t or 1
74.82.47.35 Lhited Sates 147.237.77. 205 [prisha.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176. 126. 252. 11 |Ronani a 147.237.77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
141. 212. 122. 206|United Sates 147.237. 76. 198 [e. yonal an.i df .i|{Geo- | ocat i on enf or cenent Geo- ocat i on i nbound enf or cenent |drop 1
184. 105. 139. 104|Uhited Sates 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.176.17.88  |lhited Sates 147.237.77. 216 [dover.idf.il (Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  |nonitor |1
141.212.122. 196|United Sates 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 25.103. 119  |Ger many 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
193. 90. 12. 90 Nor way 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
76.254.52,132 [lWited Sates 147.237.77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber alert 1
179. 210. 108. 39 |Brazil 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 1
141.212.122. 207|lhited Sates 147. 237.76. 198 |e. yohal an.i df .i|Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |dr op 1
208.93.66.155 |lLited Sates 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow moni t or 1
77.247.182.246 [Netherlands 147.237.77. 216 |dover.idf.il  |DOrectory Traversal directory traversal overflow roni t or 1
184. 105. 139. 107 |Wited Sates 147.237.0.34 |tikshuv.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
64.246.165.170 [Uited Sates 147.237.72. 166 |aka.i df .| Header Rej ection rzzsg;trej ection pattern found in oo g
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
141.212.122. 197|Wited Sates 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
93.115.95.216 |Anonynous Proxy |147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 215. 103]I srael 147.237.0.19 |madi matal . i df . i [Suspicious Response Code Bl ock 2
84.108.32.126 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66.249.64.239 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
] . - D stributed Lhaut hori zed URL Access on
204.13.201. 137 |lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
91.228.196. 139 |Pol and 147.237.77.216|dover. i df . i | PHP Attenpt Bl ock 1
66. 249. 65. 48 I srael 147.237.0.34 |tikshuv.idf.il |Uauthorized LRL Access to tikshuv.idf.il/main/sachar/fag. aspx B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.201.138 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
91.228.196. 139 |Pol and 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to v i df . il/wp-si gnup. php B ock 1
. . . URL is Above Root Drectory
176. 126. 252. 11 |Ronani a 147.237.77.216|dover. i df . i | v i df .il/../shared/ clientscripts/jquery/jquery-1.4.2.mn.js B ock 1
. . DO stributed Uhaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
207.232.55.134 |[Israel 147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock 1
] . . O stributed Unaut hori zed URL Access on
104.192.0.18  [Wnited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 64. 229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1249-he/ at al . aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
185.10.71. 107  |Ger many 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Lhaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 (dover.idf .il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
207.232.55.134 |[Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php B ock 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.64.234 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1246- he/ at al . aspx B ock
187.195.19.87  |Mexico 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to www i df . il/dover/site/ nai npage. asp B ock
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