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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |[Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - reset 3143
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il |Block Wp All Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack forward 2
42.112.10. 81 \i et nam 147.237.72. 156 anan.idf.il Invalid TP H ags drop 1
42.112. 10. 66 \i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 74 i et nam 147.237. 72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 87 i et nam 147.237. 72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 68 \i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 75 \i et nam 147.237.72. 156 anan.idf.il Invalid TP H ags dr op 1
23.95. 54. 18 Lhited Sates 147. 237.76. 201 e.atal.idf.il [Block Np Al Net drop 1
42.112.10. 92 \i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10.70 i et nam 147.237. 72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 80 i et nam 147.237. 72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 65 \i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10.73 \i et nam 147.237.72. 156 anan.idf.il Invalid TP H ags dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address
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At acker
Gountry

Signature

Feder at i on

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
174.37.194. 144 |147.237.0.34 |thited Sates  |tikshuv.idf.il ET SCAN NVAP -sA (2) 2
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201.173.72.4 147.237.77. 74 |Mexi co lawidf.il , 1
Potential Scan or Brute Force
. . L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
103.7.12.5 147.237.0.19 |l ndonesi a nadi matal .idf.il . ) 1
Potential Scan or Infection
. |ET SCAN Behavioral lhusual |y fast Terminal Server Traffic,
93.174.93. 17 147.237.0.16  [Net herl ands ny-kosher-kravi .idf.il . . 1
Potential Scan or Infection
78.46.218.161 |147.237.77. 216 |Ger many dover.idf.il Tehila - Perl LWP with fake user agent 1
46.161.40.120 |147.237.77. 212 EZZli}on e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.179.227. 181|147. 237. 77. 205 || srael prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
163.172.13. 173 [147.237.76.86 |Uhited Ki ngdom |navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.85.93.3 147.237.0.15 |Belarus kosher-kravi . i df il ET SCAN Potential SSH Scan 1
46.161.40.120 |147.237.77. 234 |1SSI AN hal ag. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Devi ce

Action

Russi an e S reani ng Engi ne: TCP Inval i d segnent retransnission.
141.8.132. 112 . 147.237.72. 166 |aka. i df .i | ) - dro 81
Federation Inval i d Retransm ssion Packet dropped. P
Russi an s S ream ng Engi ne: TCP Invalid segnent retransnission.
141.8.184.5 : 147.237.72. 166 |aka.i df .i ) o dro 66
Federat i on Inval i d Retransmission Packet dr opped. P
Russi an e S reani ng Engi ne: TCP Inval i d segnent retransnission.
141. 8. 184. 25 . 147.237.72. 166 |aka. i df .i | ) - dro 51
Federation Inval i d Retransm ssion Packet dropped. P
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Russi an S S reanm ng Engi ne: TCP Inval i d segnent retransmssion.
93.158. 152. 31 . 147.237.72. 166 |aka. i df .i | . - dro 9
Federation Inval i d Retransnission Packet dropped. P
54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data|monitor |5
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data|nonitor |4
Sreanming Engi ne: TCP i i ssi
79.178. 109. 155 |Israel 147.237.72. 166 |aka.i df . i mng tngihe. 7 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
197.47.107.52 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 3
Sreamng Engi ne: TCP i i ssi
66.249.66.15  |Uited Sates  |147.237. 77. 243 |nobile.idf i1 mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dr opped.
65. 8. 86. 65 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
77.77.76.3 'F;xa :i'g;"'c 147. 237.77. 216 |dover.i df . Bad TCP sequence Invalid ACK nunber moni tor  [2
172.58.137.234 |lnited Sates 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
8.37.227.81 g”&';ymus 147. 237. 77. 216 |dover. i of .| Bl ock HTTP Non Conpliant  |Response out of state moni tor  [2
37.46.39. 225 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
174.37.194. 144 |lhited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop
91.200.12.136 |Wkraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop
S reanming Engi ne: TCP i i ssi
207.46.13.108 |lnited Sates 147.237.72. 166 |aka.i df . i mng tngi e 7 Invalid segnent retransmssion. |, . 2
Inval i d Ret ransnissi on Packet dropped.
37. 46. 39. 250 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreamng Engi ne: TCP i i ssi
66.249.78.146 |lnited Sates 147.237.72. 166 |aka. i df . i mng Engine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmission Packet dr opped.
207.46.13.108 |lhited Sates 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Tineout [reject 1
65. 8. 86. 65 Lhited Sates 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
174.37.194. 144 |Wited Sates 147.237.0.17 ][“I”Iy kosher-kravi. 1d |oyn At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 203|Wited Sates 147.237.77. 227 |e. hanaz. i of . | Geo-1 ocati on enf or cenent gﬁ?;):ggi'nf”  nbound drop 1
184.168.152.9 |Lnited Sates 147.237.76.42 |refuah.idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data|nonitor |1
54.176.17. 88 Lhited Sates 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data|monitor |1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
5. 62. 155. 52 RJF Sﬁ::ﬂ on 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data|nonitor |1
141. 212. 122. 199|lhited Sates 147.237.8.46 |e.chinuch.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
94.230.95. 115 |Israel 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nonitor 1
207.237.82.50 |Lhited Sates 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data|nonitor |1
65. 8. 86. 65 Lhited Sates 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Tineout [reject 1
174.37.194. 144 |Uited Sates 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 204|Wited Sates 147. 237, 77. 227 |e. haraz. i of . | Geo- | ocati on enf or cenent Sﬁ?olr;ﬁ?;no” t nbound drop 1
141.212.122. 199|Uhited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
104. 128. 144. 131|Canada 147.237.76.42 |refuah.idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data|nonitor |1
208.115.111. 68 |[Lhited Sates 147.237.77. 74 |lawidf.il drop SAMrule drop
} . . SYNtACXK retransmt wth .
65. 8. 86. 65 Lhited Sates 147.237.77. 216 |dover.i df .i | Bad TCP sequence di fferent vindow scal e nonitor |1
174.37.194. 144 |Uited Sates 147.237.0.19 [nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
46. 19. 85. 85 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 1
141.212. 122. 206|Uhited Sates 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
63.143.229.176 |Lhited Sates 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 1
174.37.194. 144 |Uited Sates 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 202|Wited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
107.85.106.12 |Uhited Sates 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 85 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |1
141. 212. 122. 207 |nited Sates 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
81.218.57.230 |lsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode Bl ock 48
37.26.146.163 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode B ock
199.30.16.175 |lhited Sates |147.237.72.166|aka. i df .i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
. . D stributed Uhauthorized URL Access on
91.143.80.201 [Ger many 147.237.77.216|dover . i df . i v i dff i | / 1133 22638- hel dover . aspx. B ock 2
79.178.204.23 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 2
207.232.55.134 |[Israel 147.237.77.74 [lawidf.il Distributed Uhaut hori zed URL Access on ww |l awidf.il/xmrpc.php  [B ock 1
78.46.218.161 |Ger many 147.237.77. 216 |dover.idf.i |l EXPDB- 17602: Wor dPr ess- Ti niThunb- Pl ugi n- RCE B ock 1
184.172.55.140 |Uhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-admn/ B ock 1
68.180.230.29 [lhited Sates  |147.237.77.176 |nat pash. i df . i | Paranet er Type ol ation Pagehumin Bock |1
ww cogat . i df . i |/1927- he/ cogat . aspx
46.135. 232. 255 |Czech Republic [147.237.77.74 |lawidf.il Distributed Unauthorized LRL Access on wwwy | awidf.il/xmrpc.php  |B ock 1
141.8.184. 25 RJF Sﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/mail/kapats Bl ock 1
79.183. 148. 166 |l srael 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
NULL Character in Header Nare at A..A
72.239.21.193 |lhited Sates  [147.237.76.86 [navy.idf.il Aot A-Be Ra[ [ #2]] A?[ [ #4] ] [ AAEACAM] [ #11] 11 [[#20]][[#0]] Ac0=AZ |H ock 1
AE[ [#12] ][ [ #16] ] [ 8AA A\ Ao
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ smal i mif ag. aspx  |B ock 1
Mol dova, . . D stributed Uhauthori zed URL Access on
178.17.174.99  |pibic of 147.237.77. 216 |dover . i df . i | v i dff i | / 1133 22461- hel dover . aspx. B ock 1
] . . DO stributed Lhaut hori zed URL Access on
208.184.112.74 |Wnited Sates |147.237.77.216|dover.idf .il v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
Unaut hori zed URL Access to
78.46.218.161  [Ger many 147.237.77.216|dover.i df . il wan i df . i 1/ wp-cont ent/t henes/ est ore/ ti mhunb. php “deal s of the B ock 1
day"
i nobi | e. nei tav. i df. i
195. 62. 53. 168 RussI an 147.237. 76. 39 Uhaut hori zed URL Access to /admin/login B ock 1
Federation I
Illegal Byte (bde Character in Header Nane A.A
72.239.21.193 |Uhited States  [147.237.76.86 [navy.idf.il Aot A-Be Ra[ [#2]] Ar[ [ #4] 1 [ AAEACAYM] [ #11] 11 [[#20]][[#0]] Ac0=Az |H ock 1
AE[ [#12] ][ [ #16] ] [ 8AA A\ Ao
50. 62. 161. 29 Lhited Sates |147.237.77.74 [lawidf.il Distributed PHP Attenpt Bl ock 1
. . O stributed Lhaut hori zed URL Access on
142. 4. 213. 25 Canada 147.237.77. 216 |dover.idf . i1 v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
79.183.148. 166 |[lIsrael 147.237.77.74 [lawidf.il Distributed Lhaut hori zed URL Access on www |l awidf.il/xmrpc.php  [B ock 1
72.239.21.193 |Uhited States  [147.237.76.86 [navy.idf.il NLLL Character in Method A[[#0]][[#0]]1[[#0]]1[[#22]1A B ock 1
199. 116. 253. 200|Lhited Sates  |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/test/wp-admn/ B ock 1
182.50. 151. 12 |9 ngapore 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
66.249.78.235 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
104. 128. 144. 131|Canada 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ redi rect. php B ock 1
196. 22. 132. 203 |South Arica 147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 1
72.239.21.193 |Wited Sates 147.237.76.86 |navy.idf.il Illegal Byte Gode Character in Header VAl ue Bl ock 1
50. 62. 161. 29 Lhited Sates  [147.237.77.74 |lawidf.il Distributed Unauthorized LRL Access on wwwy | awidf.il/xmrpc.php  |B ock 1
. . O stributed Whaut hori zed URL Access on
150. 70.173.52  [Japan 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
72.239.21.193 |Uhited States  |147.237.76.86 [navy.idf.il Unknown HTTP Request Method A[[#0]1[[#0]1[[#0]1[[#22]1A in ULRL |B ock 1
] . . DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
182.50.151.12 |9 ngapore 147.237.77.74 |lawidf.il D stributed Whaut hori zed UR. Access on ww | awidf.il/xmrpc.php  |B ock 1
66.249. 79. 75 I srael 147.237.77.216|dover.i df . i Lhaut hori zed URL Access to wanidf.il/error.htm B ock
] . . O stributed Whaut hori zed URL Access on
107.178.194.79 |Wnited Sates  [147.237.77.216|dover. i df .i | v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
79.183. 148. 166 |l srael 147.237.76. 147|chi nuch. aka. i df . i | |Dstributed PHP Attenpt B ock 1
72.239.21.193 |lhited Sates  |147.237.76.86 |navy.idf.il Illegal Byte Gode Character in Method A[[#0]][[#0]][[#0]1[[#22]]A B ock 1
196. 22. 132. 203 |South Africa 147.237.77. 216 |dover.i df . i Distributed Whaut hori zed URL Access on ww i df .i|/xmrpc. php Bl ock 1
50.62.177.130 |lnited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/ol d/wp-admn/ B ock 1
. . DO stributed Whaut hori zed URL Access on
150.70.173.53  |Japan 147.237.77. 216 |dover . i df . i | v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
01.72.142. 163 [WV1ed A& 10 537 77. 216 |dover. i df i | PHP At t enpt B ock 1
Enrat es
. . DO stributed Whaut hori zed URL Access on
77.247.181. 165 [Netherl ands 147.237.77.216|dover . i df . i v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
207.232.55.134 |lsrael 147.237.77.74 |lawidf.il Dstributed PHP Attenpt Bl ock 1
184.168.46.19 [lnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal .idf.il/wp/wp-adnin/ B ock 1
68.180.228.112 [nited Sates  [147.237.77.216|dover.idf .il Par anet er Type M ol ati on PageNumin waw i df . il/1379- he/ dover. aspx |B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover. i df .i | v i dff i | / 1133 22638- hel dover . aspx. B ock 1
46.135. 232. 255 |Czech Republic (147.237.77.74 |lawidf.il Distributed PHP Attenpt B ock 1
79.183.148. 166 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | |2 Stf1buted thauthorized LR Access on Bock |1
wan chi nuch. aka. i df . i |/ xnbrpc. php
72.239.21.193 |lhited Sates  |147.237.76.86 |navy.idf.il Mal formed LR B ock 1
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