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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3150
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 4
178.162.198. 135 Ger nany 147.237.76. 177 ncore.idf.il Bl ock Wp Al Nets drop 1
23.95.54. 18 Lhited Sates 147.237.76. 31 nakchal .idf.il Bock Np Al _Net dr op 1
207.104. 161. 245 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock_Up Al _Nets drop 1
178.162. 198. 135 Ger nany 147.237.76. 176 test.ncore.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

198. 50. 134. 71 Canada 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34, 150. 18  |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66. 102. 8. 233 147.237.77.216|Wnited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
112. 168. 26. 199 |147. 237. 76. 196 Okfrea' RepUbIIC o svivaidf il ET SCAN Potential SSH Scan 1
112.168. 26. 199 |147. 237. 76. 30 g?rea, RepUbI i C | i s i i ET SCAN Potential SSH Scan 1
108. 168. 185. 133|147. 237. 76. 201 |Lhited Sates |e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
36.72.228.72 147. 237.77. 176 || ndonesi a mat pash. i df .i ET SCAN NVAP -sS w ndow 2048 1
187 161 175. 224|147 237 77. 176 |Mexi ot oash. i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . Xl CO . . .
pas Potential Scan or Brute Force
163.172.13. 173 |147. 237. 76. 202 E?Ir:;gom e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
112.168.26. 199 |147. 237. 76. 197 ok‘f’rea RepUBL i C | i s, i of i ET SCAN Potential SSH Scan 1
112. 168. 26. 199 |147. 237. 76. 42 Okfrea’ RepUBL i C | of . i i ET SCAN Potential SSH Scan 1
112.168. 26. 199 |147. 237.0. 15 ok‘f’rea RepubliC |\ cher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
89. 163. 145. 107 |147.237.0.16 |Ger many ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
36.72.228.72 147.237. 77. 176 |l ndonesi a nmat pash. i df .i ET SCAN NVAP -sS w ndow 4096 1
210.117.121. 60 |147.237.76.86 Okfrea RepUbl i C | oy, i o i ET SCAN NVAP -sS wi ndow 1024 1
36.72.228.72 147. 237.77. 176 || ndonesi a mat pash. i df .i ET SCAN NVAP -f -sS 1
. S ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
187.161. 175. 224|147. 237. 77. 216 |Mexi co dover.idf.il . 1
Potential Scan or Brute Force
187 161, 175. 224|147 237 77 74 |vexi co L andi df | ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
T T ’ Potential Scan or Brute Force
112. 168. 26. 199 |147. 237. 76. 200 ok‘f’rea REpUBL 1 C |t o sk i of i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf.i | drop SAMrule drop 36
Russi an S Sreamng Engi ne: TCP Inval i dinvalid segnent retransnission.

141. 8.132. 112 Federat i on 147.237.72. 166 |aka. i df . i Ret 1 ansni Ssi on Packet dr opped. drop 24
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
109. 253. 134. 200|i srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dr opped.
54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il dr op First packet isn't SN drop
63.145.183. 194 |lhited States [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or
177.12.174.145 |Brazil 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence SNretransmt with different moni tor |3
w ndow scal e
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e comnection data [monitor |3
Sreanming Engine: TCP Invalid i i ssi
109.67.10.77  |israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
192.35.222.17 |wited Sates |[147.237.77. 216 |dover.idf .il S Enforcenent Miolation  |I->Servers dpher Slites rej ect 2
Wil nerabi lity Scanni ng Tool s
69.12.81.43 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 2
Sreaning Engine: TQP Invalid i i ssi
207.46.13.108 |Wnited Sates |147.237.72. 166 |aka idf. il g =g Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dropped.
109. 253. 201. 50 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber aert 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
208.115.113.89 |Lhited Sates |[147.237.72. 166 |aka.idf.il drop SAMrul e drop 2
109. 253. 201. 50 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |2
208.115.113.89 |lLhited Sates |[147.237.76.31 |nakchal .idf.il drop SAMrul e drop 2
85. 65. 105. 9 I srael 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 2
31.210. 187. 205 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |1
172.56.34.201 |wited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
81. 169. 237. 146 |Cer nany 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
208.115.113.89 |lhited Sates [147.237.77.216 |dover.idf.il drop SAMrule drop 1
108. 168. 185. 133|lhited Sates |147.237.76.200|eitan. aka.idf.il dr op First packet isn't SYN drop 1
37.26.149.188 |[lIsrael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
176. 61. 139. 156 |Sweden 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
81. 169. 237. 146 |Cer many 147.237.77. 179 |e.nazi .idf .il dr op SAMrul e drop 1
63.145.183.194 |lLhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
192.185. 4. 15 Wited Sates |[147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
149. 78. 154. 160 |l srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber alert 1
108. 168. 185. 133|Uhited Sates [147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
69. 12. 81. 108 Wited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
177.12.174.145 |Brazil 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence SNretransmt with di fferent alert 1
w ndow scal e
84.111.78.136 |l srael 147.237.77. 226 "} chamatz.aka. 1df 1pad TCP sequence Inval i d ACK number aert 1
192.227.238. 136|Whited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
149. 78. 154. 160 |l srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d ACK nunber noni tor |1
108. 168. 185. 133|United Sates |147.237.76. 201 |e. atal .idf. il Geo- | ocati on enf or cenent gﬁ?olrggi:]fn I nbound drop 1
71.189.231.143 |lWited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
130. 193. 51. 89 R‘Sf:;”ion 147. 237. 72. 156 |anan. i df . SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
84.111.78.136 | srael 147.237.77. 226 [} chanatz. aka. 1df 1pad TCP sequence Invalid ACK nunber moni tor |1
67.83.170. 80 Lhited Sates [147.237.77. 176 |nat pash. i df.il Bad TCP sequence Inval i d ACK nunber alert 1
79.181. 153. 237 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
208.115.113.89 |Lhited Sates [147.237.77.74 |lawidf.il drop SAMrule drop 1
46.19. 86. 43 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |1
185.3.147. 207 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
130.193.51.89 [Ussian 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence SINAX retransmt with different | o ;oo |1
Federati on wi ndow scal e
67.83.170. 80 Lhited Sates [147.237.77. 176 |natpash.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
198. 20. 69. 74 Lhited Sates [147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.163. 214 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 204
2.54.163. 214 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 58
2.54.163. 214 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 22
. . . D stributed Unaut hori zed URL Access on
109. 67. 10. 77 I srael 147.237.77.243|nobi | e. i df . i | nobi l e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 Bl ock 3
89.138.65.130 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
95.86.122.132 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
46.121.46.202 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
177.12.174. 145 |Brazil 147.237.72. 156 [anan. i df . i | Mil tiple signatures from177.12. 174. 145 B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 250. 105. 229 [l srael 147.237.72. 166 |aka. i df . i | v aka, i df .|/ mai v sachar decl ar at i onexpl anat i on. aspx None 1
66. 249. 79. 119 I srael 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
207.46.13.169 |Uited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
79.181.211.119 [israel 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
54.183.152.26 |thited Sates  [147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
211.23.251.92 |Tai wan 147.237.72. 166 |aka. i df . i | MSQ Data Retrieval with Inplicit  Qonversion Brors None 1
195. 62. 53. 168 RJSf;:I”i on 147.237.76.42 |refuah.idf.il Uhaut hori zed LR Access to /adnin/| ogin B ock 1
. . Uhaut hori zed URL Access to
66.249.79.218 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 1
207.232.55.134 |[Israel 147.237.76.30 |hi nush.idf.il Distributed PHP Attenpt B ock 1
146. 185. 234. 48 RJSIS:;ni on 147.237.72. 166 |aka. i df . i | Abnornal |y Long Request request version B ock 1
79.181.211. 119 |[Israel 147.237.77.74 |lawidf.il Distributed Unauthorized LRL Access on www | aw i df.il/xnmrpc. php B ock 1
: . . Unaut hori zed URL Access to
54.205.205. 250 |Lhited Sates  [147.237.77.216|dover. i df.i | v i df i |/ shar e/ user cont ol s/ header upper / B ock 1
211.23.251.92 |Tai wan 147.237.72. 166 |aka. i df . i | Mil tiple signatures from211.23.251. 92 B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover.idf . il Il1egal HITP Version HITH B ock 1
68. 32. 250. 84 Lhited Sates 147.237.77. 216 |dover. i df . il Uhaut hori zed URL Access to waw i df.il/anan Bl ock 1
207.232.55. 134 |Israel 147.237.76.30 |hi nush.idf.il Unaut hori zed LRL Access to ww chinush. atal .idf.il/xmrpc. php B ock 1
146. 185. 234. 48 RJSf;:I”i on 147.237.72. 166 [aka. i df . i | Il egal HITP Version ARACACA¥A; AtA Ao ARACAE) HTTP/ 1.1 B ock 1
79.183. 148. 166 |l srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock
66.249. 79. 75 I srael 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to wawidf.il/error. htm Bl ock 1
: . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
: . ] D stributed Uhauthorized URL Access on
107.178.194.79 |[lhited Sates  [147.237.77.216 [dover.idf. il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
68. 180.228. 112 |Whited Sates 147.237.77.216|dover. i df . il Paraneter Type Mol ation PageNumin wwy i df.il/1381- he/ dover. aspx B ock 1
50. 62. 161. 11 Lhited Sates 147.237.77.74 |lawidf.il Dstributed PHP Attenpt Bl ock 1
207.232.55.134 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP Attenpt B ock 1
177.12.174. 145 |Brazil 147.237.72. 156 |anan. i df . i | MSQ Data Retrieval with Inplicit  Qonversion Erors None 1
79.183. 148. 166 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to wan refua. atal .idf.il/xnrpc. php Bl ock 1
66.249.79.105 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx |B ock 1
: . . D stributed Lhauthori zed URL Access on
204.13.200.200 [Wited Sates  |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. B ock 1
: . ] D stributed Uhauthorized URL Access on
107.178.194.83 |[lhited Sates  [147.237.77.216 [dover.idf. il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
50. 62. 161. 11 Lhited Sates [147.237.77.74 |lawidf.il Distributed Uhaut hori zed URL Access on www | aw i df .il/xnirpc. php B ock
207.232.55.134 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df.il/xmrpc. php Bl ock
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