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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3013
198. 200. 132. 69 Lhited Sates 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 336
84.110. 109. 158 | srael 147.237.0. 19 nadi matal .idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 304
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 8
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 3

91. 234. 20. 109 Lkrai ne 147.237. 76. 202 e halag.idf.il ock Wp Al _Nets drop 1
185. 130. 5. 224 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1

95. 100. 174. 66 Eur ope 147.237. 76. 147 chinuch.aka.idf.il |B ock Wdp All Nets drop 1
23.95.54. 18 Lhited Sates 147.237. 76. 147 chinuch.aka.idf.il |Bock Np Al Net drop 1

95. 100. 174. 66 Eur ope 147.237.76. 176 test.ncore.idf.il Bl ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
5.164.197.142  |Russian Federation |147.237.77.176 |matpash.idf.il |@25: HITP: access to adninistrator/index.php -> Quarantine B ock 1
5. 165. 20. 21 Russi an Federation |[147.237.77.216 |dover.idf.il Q008: HTTP: Xenu User Agent B ock 1

198.50. 134. 71 Canada 147.237.77.216 |dover.idf.il Q008: HITP:. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
59. 46. 193. 114 147.237.76. 202 Chi na e halag.idf.il GPL SCAN nmap TCP 2
149. 88. 21. 255 147.237.72.166  |lIsrael aka.idf.il ET SCAN NVAP -sA (2) 2
218. 24.171. 223 147. 237. 76. 202 Chi na e halag.idf.il GPL SCAN nmap TCP 2
27.251. 16. 85 147.237.77.216  |India dover.idf.il G°PL SCAN nmap TCP 2
146. 185. 250. 2 147. 237.8. 27 Russi an Feder ati on e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
121. 207. 226. 199 147. 237.8. 45 Chi na e.eitanidf.il ET SCAN Potential SSH Scan 1
121.207.226.199  |147.237.8. 14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -f -sS 1
89. 248. 172. 159 147.237.0. 33 Net her | ands idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.186. 56. 70 147.237.0. 16 Chi na ny- kosher -kravi . i df .i | ET SCAN Potential SSH Scan 1
213.119. 81. 80 147. 237.77. 234 Bel gi um hal ag.i df.il ET SCAN NVAP -sS wi ndow 4096 1
198. 20. 69. 77 147. 237.77. 233 Lhited Sates atal.idf.il ET DRCP Dshield B ock Listed Source 1
121.207.226.199  [147.237.8.50 Chi na e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
121. 207. 226. 199 147. 237.8. 27 Chi na e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
89. 248. 172. 159 147.237.76.147  |Netherl ands chi nuch. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 172. 159 147.237.0. 17 Net her | ands m ny-kosher - kravi . i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
213.119. 81. 80 147. 237.77. 234 Bel gi um hal ag.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df . i drop SMrule drop 30
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
Russi an e Sreaming Engine: TCP Invalid |invalid segnent retransnissi on.
141.8.132. 112 |F o0 147.237.72. 166 |aka.i df . i1 Ret 1 ansni ssi on Packet. d opped. drop 15
Sreaning Engine: TCP Invalid i i ssi
66.249.81.217 |Uited Sates  |147.237. 76. 200 |ei tan. aka i f i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
63.143.239.35 |Whited Sates 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop
195. 60. 232.57 |Israel 147. 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 211 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
81. 137. 247. 232 LK*i"rf:gom 147. 237. 77. 176 |nat pash. i cf . i | Bad TCP sequence Invali d sequence nunber nonitor |6
81.137. 247. 232 Ei“'ntgegom 147. 237.77. 216 |dover. i df .1 Bad TCP sequence Inval i d sequence nunber moni tor |6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 5
206.253.226.23 |United Sates  [147.237.76.30 |himush.idf.il Bad TCP sequence SNretransmt with different | oo g
w ndow scal e
31.210. 186. 120 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
206.253.226.23 |United Sates |147.237. 77. 170 mmarachot i f il Bad TCP sequence S retransmt wth different  Jopnitor |4
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
80.178.17.83  |Israel 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
; . . SYNretransmt wth different .
206. 253. 226. 23 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 3
46.19. 85. 86 I srael 147. 237. 72. 156 |anan. i of . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i SSi
79.179.50.179  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 3
Sreaning Engine: TCP Invalid i i Ssi
79.179. 152. 177 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi
83.130. 108. 132 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
46. 19. 86. 150 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
206. 253.226. 23 |Wited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence SNretransmt wth different | o0 |,
w ndow scal e
206.253.226.23 [United Sates  [147.237. 77. 216 |dover. i df . Bad TCP sequence SNretransmt with different | oo |2
w ndow scal e
206. 253.226.23 [Uhited Qates |147.237.72.167|ishurimakaidf.il  |Bad TCP sequence mdﬁrsa::l”lt wehdfferent — Jopnitor |2
2.52.128.128  |Israel 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TCP Invalid i i ssi
84.108. 244. 204 I srael 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
208.115.113.89 |lited Sates |147.237.72.166|aka idf.il drop SMrule drop
46. 19. 85. 86 | srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
89. 139. 164. 174 |l srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop
206.253.226.23 |United Sates  |147. 237. 77 206 [V ChaMLZ. aka. Tdl oy Top sequence SNretransmt wth different oo |2
il w ndow scal e
206.253.226.23 [lhited Sates [147.237.0.15 |kosher-kravi.idf.il  |Bad TOP sequence SWNretransmt wth different 100 |,
w ndow scal e
206.253.226.23 |United Sates  |147. 237.77. 233 atal i df. i1 Bad TCP sequence Sretransmt wth different oo |2
w ndow scal e
206. 253.226.23 [Lhited Sates [147.237.76.31 [nakchal .idf.il Bad TCP sequence SiNretransmt with different |00 |2
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
85. 65. 105. 9 I srael 147. 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
206.253.226.23 [lhited Sates [147.237.0.34  |tikshuv.idf.il Bad TCP sequence SiNretransmt wth different 1,000 |2
wi ndow scal e
206.253.226.23 [United Sates  [147.237.77. 234 |hal ag. i df . Bad TCP sequence SNretransmt with different | oo |2
wi ndow scal e
206.253.226.23 [Uhited Sates [147.237.76.42 |refuah.idf.il Bad TCP sequence SiNretransmt wth different | o000 o
wi ndow scal e
206.253.226.23 [United Sates  [147.237.77. 176 |nat pash.i f i Bad TCP sequence SNretransmt with different | oo |2
w ndow scal e
206.253.226.23 [lhited Sates |147.237.72. 156 |anan.idf. il Bad TCP sequence SiNretransmt wth different 1,000 |2
w ndow scal e
67.170.194. 156 |lhited Sates |147. 237. 77. 216 |dover.idf. il Bad TCP sequence Inval i d AGK nunber monitor |1
141.212.122. 196|Wnited Sates |147.237.8.27 |eradimatal.idf.il  |Geo-1ocation enf or cement Sg;’;ggi'ﬂfn t nbound drop 1
208.115.111.68 |lited Sates |147.237.77.74 [lawidf.il drop SMrule drop 1
109. 65.172. 47 |Israel 147. 237. 72. 156 |anan. i of . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
88.198. 230. 150 |Ger many 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
141.212.122. 203|Uhited Sates [147.237.0.19 [nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.117.57.210 |israel 147.237.77. 233 atal i of .l Bad TCP sequence Inval i d AGK nunber monitor |1
141.212. 122. 193|Wnited Sates  [147.237.76. 201 |e. atal i df i1 Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.163.214 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 224
84.110. 109. 158 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 184
2.54.163. 214 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 153
84.110. 109. 158 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 107
84.110. 109. 158 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 33
89.138.65.130 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
37.142.190. 206 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
. . . Uhaut hori zed URL Access to
2.54.5.61 | srael 147.237.77. 243 [nobi | e. i df . i nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1071 Bl ock 2
Russi an . . ! .
5.164.197. 142 eration 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 2
167. 114. 156. 198|Canada 147.237.77. 216 |dover . i df . i | Ml tipl e Wnauthorized URL Access from 167. 114. 156. 198 B ock 2
207.46.13.5 Lhited Sates [147.237.72.166|aka.idf.il Unhaut hori zed URL Access to wan aka. i df . i |/ bamachane B ock 2
206. 253.226.23 |lLhited Sates [147.237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ robot s. t xt Bl ock 1
179.124.4.109 |Brazil 147.237.76.86 |navy.idf.il Mal formed URL [[#29] ] hdA¥ B ock 1
2.52.161. 102 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css B ock 1
217. 147. 86. 87 E?';;gom 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df . il/1133-22638- he/ dover . aspx. B ock 1
] . . D stributed Lhauthorized URL Access on
173.254.216.69 |[Lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
212.186.187.54 |Austria 147.237.77.74 [lawidf.il Dstributed PHP At t enpt B ock 1
95.86.122.132 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66. 249. 69. 40 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1196- he/ r ef uah. aspx B ock 1
198.71.228.68 |Uited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt Bl ock 1
Russi an . . . )
5.164.197. 142 r at i on 147.237.77. 176 |mat pash. i df . i | Adnin Bl ocki ng B ock 1
179.124. 4. 109 |Brazil 147.237.76.86 |navy.idf.il Illegal Byte Gode Character in Header Nane Bl ock 1
121.102. 162. 152 |Japan 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for wwwy aka. i df.il/mai n/ gi yus/ Bl ock 1
213. 8. 204. 58 I srael 147.237.77.74 [lawidf.il PHP At tenpt B ock 1
206. 253. 226. 23 |Wited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
179.124.4.109 |Prazil 147.237.76.86 |navy.idf.il NULL Character in Header Nane at B ock 1
46.19. 85. 180 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
176.13.1.94 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
212.186. 187.54 |Austria 147.237.77.74 |lawidf.il Distributed Waut horized URL Access on ww | aw i df.il/xmirpc. php Bl ock 1
104. 128. 144. 131|Canada 147.237.72. 167 |i shuri maka. i df . i|Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
68.180.230.29 [United Sates  [147.237.77.176|natpash. i df |  [2rareter Type Violation Pagehumin Bl ock 1
waw cogat . i df . i | /1930- he/ cogat . aspx
198.71.228.68 |united Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on www i df.il/xmrpc. php B ock 1
) . . Illegal Byte Gode Character in Method A[[#0]][[#0]][[#0]]t 1EARA?8X A
179.124.4.109  |Brazil 147.237.76.86 |navy.idf.il CCAAEA Ay CoKAE ( AsAZASA. . B ock 1
157. 55. 39. 31 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
213. 8. 204. 58 I srael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
206. 253. 226. 23 |[Wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
. . . NULL Character in Method A[[#0]][[#0]][[#0]]t1EA?A?8X AccAAE A
179.124.4.109 |Brazil 147.237.76.86 [navy.idf.il C>KAE( AAZASA.. Bl ock 1
] . . Dstributed Lhauthori zed URL Access on
63.141.251.14 [Wited Sates |147.237.77.216|dover.idf . il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
2.54.128.121  |[Israel 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: si gal gs DS Atack None 1
176.13. 14. 157  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
107.178.194. 83 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1133-22461- he/ dover . aspx. Bl ock 1
213.8.90. 181 I srael 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to wan i df.il/https:/wwidf.il/ B ock 1
84.28.54. 179 Net her | ands 147.237.77. 216 |dover.idf .il Distributed PHP Attenpt B ock 1
Korea, Republic . . . . . . .
203.133. 169. 138 of 147.237.72. 156 [anan. i df . i | Lhaut hori zed UR. Access to list.ips.gov.il/nodiin/default.aspx B ock 1
179.124.4.109 |Brazil 147.237.76.86 |navy.idf.il Illegal Byte Qode Character in URL [[#29]] hdA¥ B ock 1
5.164. 197. 142 R‘F Sf:;”i o 147.237.77. 176 |nat pash. i df . i1 [Miltiple Wauthorized LRL Access from5. 164. 197. 142 B ock 1
213.106. 203. 44 E?Ir:;gom 147.237.77. 216 |dover.idf . il Distributed Uhaut hori zed URL Access on ww i df .il/xmrpc. php Bl ock 1
. . . Unknown HTTP Request Method A[[#0]][[#0]][[#0]]t 1EA?A?8X AccA
179.124.4.109  |Brazil 147.237.76.86 |navy.idf.il AN RoCoKAE( AAZASA... in URL [ [ #29] ] hdA¥ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 64 I srael 147.237.76.31 [nakchal . i df . il ww nakhal . i df .i|/tenpl at es/ shared/ user cont r ol s/ header upper / Bl ock !
179.124. 4. 109 |Brazil 147.237.76.86 |navy.idf.il Abnornal |y Long Header Line request header nane B ock 1
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