01-21-2016-00:04:08 to 01-21-2016-01:04:08

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M nadi matal .idf.il

M aka. idf.il

M natpash. i df i |

Wiawidf.il

M refuah.idf.il

I nobi le.idf.il

M ishurimaka.idf.i
chi nuch. aka. i df . i

MW atal .idf.il

Top Tar get

[Top Attackers |

2, 000+

W 167. 114. 156. 16
46. 19. 85. 186
I 41.33.231. 90

1, 000+ 176. 65. 12. 210
Number H 80. 246. 136. 54
a M 109. 67. 108. 92

At t acks 50041

[ 54. 244. 22. 103
W 79. 182. 135. 155
46. 19. 86. 131
M 84.228. 147. 43

Top Attackers



01-21-2016-00:04:08 to 01-21-2016-01:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3035
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 10
23.95.54. 18 Lhited Sates 147.237.76. 197 e hinush.idf.il Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

‘Target Addr ess count ry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 5
213.204. 101. 24 (147. 237. 77. 216 |Lebanon dover.idf.il ET SCAN NVAP -sA (2) 2
46.228.207.18 |147.237.77. 216 |Ger many dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 2
46.228.207.18 |147.237.76. 198 |Ger nany e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 2
46.228.207.18 |147.237.76. 177 |Ger many ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
66.249. 64. 181 [147.237.77.74 [lLhited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
46.228.207.18 |147.237.76.31 |Ger many nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
199. 191. 56. 188 [147.237. 77. 216 |ULhited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
113, 233.107. 31 |147. 237 76.30 |hi na himsh i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.228.207.18 |147.237. 76. 147 |Ger many chinuch.aka.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |[147.237.76.39 |Ger many nobi | e.nei tav.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
199. 191. 56. 188 |147. 237. 77. 216 |Lhited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
46.228.207.18 |147.237.76. 201 |Ger nany eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237. 76. 196 |Ger many e.svivaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.228.207.18 |147.237. 76. 148 |Ger many ggcenter.aka.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237.76.44 |Ger nany erefuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Z“;\t/:(;i
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 29
176. 65. 12. 210 (F;ajcis;i';'ja” Territory.ly 47 237.77. 176 |natpash.if.il |drop Frst packet isn't SN drop 20
Sreanming Engine: TGP Invalid i i ssi
79.182. 135. 155 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 15
Ret ransm ssi on Packet dropped.
54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 10
109. 67. 108.92  |Israel 147.237.77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 9
109.67.108.92 [israel 147. 237. 77. 216 |dover i df .i Bad TCP sequence SYNRACK retransmt with moni tor |9
di fferent w ndow scal e
46. 19. 86. 187 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |9
r ing BEngine: TCP Invali i i ssi
84.228.147.43 |israel 147, 237.76. 147 |chi nuch aka i ar i | T S NG Engine: TCP Inval id invalid segnent retransmission. | 9
Ret ransm ssi on Packet dropped.
46. 19. 86. 131 | srael 147.237.72. 167 [i shurimaka. i df . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect
208.115.111. 68 |hited Sates 147.237.77.74 |lawidf.il drop SAMrule drop
r N ine: TCP Invali i i ssi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka.idf. il Streaming Engi ne: TCP alid|invalid segnent retransnissi on, drop 6
Ret r ansn ssi on Packet dropped.
86.171. 56. 32 Ui ted Ki ngdom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
54.244.22.103 |thited Sates 147.237.77. 176 |mtpash.idf.il  |drop First packet isn't SN drop 6
80.178. 160. 143 |[Israel 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
37.26.148.134 |Israel 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.47.62 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
41.33.232. 66 Egypt 147.237.77. 216 [dover.idf . i Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |nonitor 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data [nonitor 5
46. 19. 86. 131 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval i d AK nunber noni t or 5
80.246.136.54 [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
80. 246. 136.54 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 5
r ing BEngine: TCP Invali i i ssi
176.13.11. 47  [Israel 147.237.77. 243 |moti e ior. i1 |27 €M NG Engine: TCP Invalid|invalid segnent retransnission. | op 4
Ret ransm ssi on Packet dropped.
37.26.149.134 |Israel 147.237.72. 166 |aka. i df i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
85. 65. 120. 140 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
176.13. 6. 43 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. |, ., 4
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
185.3.144.57  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
. . SYNWAXK retransmit with .
80. 246.136.54 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence different vindow scal e nonitor |3
46. 19. 85. 109 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 3
80. 246. 136. 54 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 3
185. 3. 144. 78 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |3
46. 19. 86. 158 I srael 147.237.76.31 |nakchal.idf.il  [Bad TCP sequence Invalid ACK nunber nonitor |3
46. 19. 85. 205 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
79.183. 114. 218 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.
85. 64. 235.230 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
84.95.86.163  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.183.177. 202 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
37.26.146.175 |Israel 147.237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TGP Invalid i i ssi
46.19.85.186  |Israel 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.138.14  |israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
84.228.147.43 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
37.26.146.175 |lIsrael 147.237.77. 216 |dover. i df .il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 3
Sreaming Engine: TGP Invalid i i sSi
2.54.15. 196 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.79.10  |lnited Qates 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g, 2
Ret r ansnm ssi on Packet dropped.
85. 65. 229. 140  |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 203 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
188. 120. 148. 135|I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber nonitor |2
31.210. 187. 205 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
188. 161. 195, 42 [ A eStiNan Tervitory.y 47 o537 77, 176 |natpash. ict.il  |drop Frst packet isn't SN drop 2

Qccupi ed
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
46. 19. 85. 186 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 516
46.19.85.186  |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (403) in Session from g .\ 270
46. 19. 85. 186
46. 19. 85. 186 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 138
37.26.147.211 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
2.52.129. 129 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
’ . . DO stributed Uhauthorized URL Access on
107.178.194.83 [Uhited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 2
212.179. 42. 242 |Israel 147.237.77. 74 |lawidf.il Dstributed PHP Attenpt B ock
176.13. 6. 43 I srael 147.237.77.243|nobi [ e.i df . i | Mil tiple Unaut horized URL Access from 176. 13. 6. 43 B ock
2.54.20. 159 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS Atack None
93.180, 122 27 |FPsn @ and 147.237.77.74 |lawidf.i| Distributed Lhaut horized LRL Access on B ock 1
Her zegovi ha wan law i df . il / xnhrpe. php
79.179.57.135 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
; ; ; O stributed Whaut horized URL Access on
208.184.112.74 |lhited Sates 147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
66. 249. 79. 77 I srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw i df.il/international -training [B ock 1
176.13. 6. 43 | srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobi | e.idf.il/sachar/index Bl ock 1
’ - - Unaut hori zed URL Access to
50.63.197.17  |lhited Sates 147.237.76.42 |refuah.idf.il refua. atal .idf i /wor dpr ess/ vp- adnin Bl ock 1
212.179. 42. 242 | srael 147. 237.77. 216 |dover . i df . i | Distributed Lhaut hori zed URL Access on B ock 1
wan i df i |/ xnhrpe. php
85. 250. 108. 230 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to ww chi nuch. aka. i df . i | /404. ht m|B ock 1
A . . O stributed Whaut hori zed URL Access on
197.231.221. 211|Liberia 147.237.77. 216 [dover. i df . il v i dff . i |/ 1133- 22638- hel dover . aspx. B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.125.91. 155 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / i v sachar/ i | box. aspx None 1
- . Unaut hori zed URL Access to
66. 249. 66. 3 I st ael 147.237.76.86 [navy.idf.il navy. i df .1 | / 994- 8613- he/ navy. aspx. aspx B ock 1
139.162.10.19 [Netherl ands 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua atal.idf.il/test/w-admn/ [B ock 1
46.19. 86. 94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
95.86.122.132 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
. . O stributed Uhaut horized URL Access on
79.183. 114. 218 |lIsrael 147.237.77.234|hal ag. i df.il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
176.13. 11. 47 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Code B ock 1
] . . . Unknown Paraneter &ortDir in
68.180.229. 121 |lLhited Sates 147.237.76.200|ei tan. aka. i df . i | v el tan. aka | df .1/ 1103- he/ ei t an. aspx None 1
] - . DO stributed Whaut hori zed URL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 |dover . i df . il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. m ny- kosher - kravi . i d _
54.153.33.145 |lhited Sates 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
- . Unaut hori zed URL Access to
46.17.99. 208 Net her | ands 147.237.77.216|dover. i df . i | waw i df i |/ nevsi t ef engl i sh/ i n. asp B ock 1
213.57. 206. 248 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS Atack None 1
. - - DO stributed Whaut hori zed URL Access on
88.214.254.75 |United Ki ngdom 147.237.76.42 |refuah.idf.il refua. atal i df.i| /vl wp-adni v B ock 1
’ . . D stributed Uhauthorized URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 (dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
77.125.129. 134 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
- . Unaut hori zed URL Access to
66. 249. 66. 95 I srael 147.237.76.86 navy. | df.il Wi navy. i df.i | /tenpl at es/t enpl at econtrol s/l i nks/ undef i ned Bl ock !
. . O stributed Uhaut horized URL Access on
157.7.105. 198 |Japan 147.237.76.42 |refuah.idf.il refua.atal i df.i1/bl og vp- adnim Bl ock 1
95.211.187.82  |Netherl ands 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua atal.idf.il/wp/wp-admin/ [B ock 1
46.19. 86. 124 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS Atack None 1
84.228.83.189 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . O stributed Whaut hori zed URL Access on
212.179. 42. 242 |l srael 147.237.77.74 |lawidf.il vown | aw i df i |/ xni pe. php B ock 1
176.13.16. 140 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3L Sessions: sigal gs oS Attack None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |Uhited Sates 147.237.77. 176 |nat pash. i df . i | ww cogat . i df i 1/901- ar / cogat . aspx B ock 1
109. 64. 112. 243 | srael 147. 237. 72. 156 nidfil Mil tiple Lhtraceapl e S Sessions from 109. 64. 112. 243 None 1
(Lhknown SSL Sessi on)
. . Unknown Paraneter anp;win
62.210.254.52 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai v gi yus/ capt cha. ash None 1
. . . D stributed Uhauthorized URL Access on
90. 146. 4. 162 Austria 147.237.76.42 |refuah.idf.il refua.atal i df.il/ol d/vp-adnir/ B ock 1
79.178.125.94 [Israel 147.237.77. 170 [maar achot . i df . i | Distributed PHP Attenpt B ock 1
’ . . DO stributed Uhauthorized URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unhaut hori zed URL Access to
66.249.78.9 I srael 147.237.72. 166 |aka. i df . i | v aka, i of i1/ i 1V gi yus/ ww navy. i df i | B ock 1
167. 114. 64. 166 |Canada 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua.atal .idf.il/bl og/wp-adnin/ |Bl ock 1
98.139.204.16 |lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua atal.idf.il/ol d/wp-admn/ |B ock 1
50. 62. 161. 14 Lhited Sates 147.237.77.216|dover.idf .i | Distributed PHP Attenpt B ock 1
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