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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3081
23.95.54. 18 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Bock Np All _Net dr op 1
62. 8. 76. 245 Kenya 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1
95. 100. 174. 66 Eur ope 147.237.76. 196 e.sviva.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |9 gnature Devi ce Action |Oount |
62.217.146. 241 |Azerbaijan 147.237.72.166 |aka.idf.il |25 HITP. access to adninistrator/index. php -> Quarantine B ock 1
208.52. 161. 99 Lhited Sates 147.237.77.216 |dover.idf.il|0003: HTTP. phpM/Adnin access B ock 1




01-20-2016-23:04:04 to 01-21-2016-00:04:04

|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

95. 86. 123. 137 |147.237.77. 170 |I srael maar achot . i df . i1 ET D05 Large anount of TGP ZeroWndow - Possible N ller2 Chos 68
attack
37.26.146.166 [147.237.0.19 |[Israel madi matal.idf.il |ET SCAN Possible SS. Brute Force attack or Ste Gaw 5
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66.249.93.222 [147.237.77.170|Uhited Sates  |mmarachot.idf.il |ET SCAN NVAP -sA (2) 2
66.249.78. 111 |147.237.77.170|lhited Sates  [maarachot.idf.il |ET SCAN NVAP -sA (2) 2
60.217.72.16 [147.237.0.19 |[China madi matal .idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.227 |China e. hanaz. i df .il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.72.217|Chi na eidf.il ET SCAN Potential SSH Scan 1
112 227 101 65 |147. 237. 76. 30 |chi na Himsh i df | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 |147.237.8.28 |China e.nobil e-ks.idf.il|ET SCAN Potential SSH Scan 1
91. 218. 113. 195 |147. 237. 8. 24 :sttnim elifestyleidf.il|ET SCAN NVAP -sS wi ndow 1024 1
91.93.25. 74 147. 237. 76. 177 [Tur key ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
62.217. 146. 241 |147. 237. 72. 166 |Azerbai j an akaidf.il SERVER- WEBAPP admi n. php access 1
59.45.79.117 |147.237.77.235|Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 179|Chi na e nazi.idf.il ET SCAN Potential SSH Scan 1
198.20.69. 74  [147.237.72.167|Wited Sates ishurimaka.idf.il|ET DROP Dshi el d B ock Listed Source 1
59.45.79.117 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
1711477 1 147 237.76. 38 |oni na o o mmitay. id il ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 |147.237.72. 166 |hi na aka.idf.il ET SCAN Potential SSH Scan 1
91.93.25.74 147. 237. 76. 177 | Turkey ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91.93.25.74 147. 237. 76. 177 | Tur key ncore.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry

Devi ce

Target Address ‘ Ste

‘Signature

Action

‘Count

132.64.154.47 |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence SWretransmt with different monitor  [204
w ndow scal e
212.76.127.219 |lsrael 147.237.77.233|atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 51
212.76.127.10 |lIsrael 147.237.77.233|atal .idf.il (Bl ock HITP Non Conpl i ant Failed to handl e connection data [monitor |42
95. 27. 37. 160 Russi an Federation 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
195.239.16.40 |Russian Federation  |147.237.77.74 (lawidf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data [monitor |26
195.239.16.53 |Russian Federation  |147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 26
46.213.150. 172 |Syrian Arab Republic |147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 20
46.213.150. 172 [Syrian Arab Republic [147.237.77.216|dover.idf.il [Bad TCP sequence Inval id ACK nunber aert 20
. . SWNretransmit wth different .
80.178.2.22 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 19
37.26. 148. 205 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 19
212.76.127.111 |lsrael 147.237.77.233|atal .idf.il  |Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |18
46. 19. 86. 229 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 13
Sreaning Engine: TGP Invalid i i sSi
84.110. 109. 168 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansmi ssi on Packet dropped.
37.26.149.145 |Israel 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 10
37.26.149.145 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
46.117.225. 121 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
37. 46. 39. 36 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
31.210. 186. 244 |l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or
2.54.16.126 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TCP Invalid i i ssi
79.176.175. 212 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 242 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber aert 6
46.19. 85. 121 I srael 147.237.76.42 |refuah.icf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 80 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 85. 242 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
. . SYNtAXK retransmt with .
84.111.122.24 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence di fferent wi ndow scal e noni t or 5
207.46.13.5 Lhited Sates 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 5
37.8.21. 191 glcissi':('ja” Territony, 1147 237. 77. 216 |dover.idf. i1 [SYN Att ack SYN -> SYN-ACK -> Timeout  |reject 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
Sreaning BEngine: TCP Invalid i i ssi
68.180. 229. 121 |Wnited Sates 147.237.76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. g 4
Ret ransm ssi on Packet dr opped.
} . . SYNWAK retransmt with .
209. 234. 136. 162|Lhited Sates 147.237.77. 216 |dover.idf.il [Bad TCP sequence different vi ndow scal e moni tor |4
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 4
46.19. 85.121 | srael 147.237.76.42 |refuah.icdf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 68 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
192.115.83.5 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 4
192. 115.83.5 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber moni tor |4
209. 234. 136. 162|Lhited Sates 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
79. 1. 56. 184 Italy 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
Sreaning Engine: TCP Invalid i i ssi
199.30.24.223 |Wited Sates 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.181.21.14  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =9 Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176.117. 126 | srael 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
212.199. 195. 128]i srael 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.179.36.17  |israel 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 65. 18. 200 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109.67.98.54  |Israel 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
5.22.135.141  |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
46.19. 85. 51 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber nonitor |3
Sreaning Engine: TGP Invalid i i SSi
109. 65. 110. 118 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
37.142.197.138 |Israel 147.237.72. 156 [amn.idf.il  [Bad TCP sequence Invalid ACK nunber moni tor |3
84.108. 60. 105 |l srael 147.237.77.233|atal .idf.il |[Bad TCP sequence Invalid AGK nunber moni tor |3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.181.67.171 |lsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 423
37.26.146.166 | srael 147.237.0.19 |nadimatal .idf.il ;‘;?Zhgnly‘lglége Sane Response (bde (404) in Session from Bl ock 207
37.26.146.166 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 120
37.26.146.166 |Israel 147.237.0.19 |madimatal .idf.il ;‘7)‘.’2'\:”13’422;29 Same Response (ode (403) in Session from B ock 44
46.116.146.82 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 38
2.54.177. 250 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 23
5.29. 116. 66 I srael 147.237.0.34 |tikshuv.idf.il D stributed Too Miny of the Same Response Code (404) B ock 20
176.13.21. 179 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 12
2.52.161. 164 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 9
95.86.123.137 |[Israel 147.237.77. 170 |nmar achot . i df . i | Mil ti pl e Unaut horized URL Access from 95. 86. 123. 137 B ock 8
149. 78. 146. 134 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 5
62.217.146. 241 |Azerbaijan 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 62.217. 146. 241 B ock 5
62.217.146. 241 |Azerbaijan 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 4
109. 253. 157. 203]I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
62.217. 146. 241 |Azerbaijan 147.237.72. 166 [aka. i df . i | Mil tiple Admn B ocking from62.217. 146. 241 Bl ock 3
46. 19. 85. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
186. 202. 127. 240|Brazi | 147.237.77.74 [lawidf.il Dstributed PHP Attenpt Bl ock 2
2.54.173.211 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
2.54. 44. 83 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
79.180.114.191 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
62.217.146. 241 |Azerbaijan 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/wp-1ogin. php B ock 1
Lhknown Paraneter catld in
109. 67. 33. 98 I srael 147.237.72. 166 [aka. i df . i | wwe aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ nast er/ f avi |None 1
con. gi f
207. 46. 13. 55 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waw i df.il/error. htm B ock 1
85. 64. 61. 129 I srael 147.237.77.233|atal .idf .il O stributed PHP Attenpt Bl ock 1
80.178.2.22  [israel 147.237.77.233at al . i df . i | el et ot zed W .Aac;:s)s(s on Hock |1
77.125.100. 153 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
2.52.161. 164 | srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock 1
93.172.244.46 |israel 147.237.72. 156 |aman. i df . i | '\S'us'_ticepslseio';g”aceabl e SS9 Sessions from93. 172, 244.46 (tnknown o 1
62.217.146. 241 |Azerbaijan 147.237.72. 166 [aka. i df . i | Adnin Bl ocki ng Bl ock 1
40.77.167.105 [thited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/yohal an/ nai n/ asp B ock 1
195.62.53. 168 |SSIan 147.237.0.17 | Y- KOSher-kravii i o vori zed URL Access to Jadni n/1 ogi n B ock 1
Feder ati on df.il
85. 64. 61. 129 | srael 147.237.76.31 |nakchal .idf.il Dstributed PHP At enpt B ock 1
185. 35. 62. 11 Sw t zerl and 147.237.0.15 |kosher-kravi.idf.il |Wauthorized LRL Access to 147.237.0. 15/ B ock 1
79. 182. 6. 209 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
Uhaut hori zed URL Access to
66. 249. 66. 90 I srael 147.237.76.86 |navy.idf.il waw navy. i df . i 1/tenpl at es/ depar t ment sl obby/ depar t nent sl obby. asp |B ock 1
X
109. 253. 139. 209! srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 1
85. 64. 61. 129 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to waw atal .idf.il/xnmrpc. php Bl ock 1
46.19. 86. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
207.46.13.108 |wited Sates |147.237.72. 166 |aka. i df .i | ;‘;a;\‘fg\gigi’AE“ Access to v aka.idf.il/main/giyus/ A—a€?h—g 1
Unknown Par anet er
84.108.64.217 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
186. 202. 127. 240|Brazil 147.237.77.74 [lawidf.il Ostributed Unaut hori zed URL Access on waw | aw i df.il/xnrpc. php |B ock 1
2.52.162. 184 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 1
149. 78. 166. 151 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None
79. 170. 40. 163 zint:gom 147.237.77. 170 |nmar achot . i df . i | Lhaut hori zed URL Access to maarachot. i df . il /wp/ wp-adm n/ B ock 1
40.77.167.105 |lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka idf.il/brothers/ skira/default.asp None 1
202.181.99.22 [Japan 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/bl og/wp-adm n/ Bl ock 1
85. 64. 61. 129 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to wwu nakhal .idf.il/xmrpc. php Bl ock 1
185. 35. 62. 11 Sw t zerl and 147.237.76.200|ei tan. aka. i df .i | Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
79.182. 49. 40 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249.79. 77 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to v idf.il/atal 1/izkor/viewtext.asp |B ock 1
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