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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3055
79.182. 39. 164 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3

219. 250. 228. 44 Korea, Republic of 147.237.76. 176 test.ncore.idf.il |B ock Wdp All Nets drop 3

31.168. 184. 16 I srael 147. 237. 76. 202 e halag.idf.il Bl ock Udp All Nets drop 1

66. 249. 81. 209 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - reset 1
71.6.165. 200 Lhited Sates 147.237. 76. 31 nakchal .idf.il Bl ock_UWp Al _Nets drop 1

31.168. 184. 16 | srael 147.237.76. 201 eatal.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘ Attacker Gountry |Tar get Address |Site |S gnature
185. 63. 188. 120 |Russi an Federation |147.237. 77. 216 |dover . i df . i|16798: HTTP. G\U Bash HTTP Header Renote Code Execution Wul nerability |B ock 1
185. 63. 188. 120 |Russi an Federation |147.237.76. 86 |navy. i df.i1{16798: HITP. QWU Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
182.162.73.59 [147.237.0.15 |Korea, Republic of kosher -kravi .idf.il ET SCAN Potential SSH Scan 2
66.249. 78. 9 147.237.72. 166 |Wnited Sates aka idf.il ET SCAN NVAP -sSA (2) 2
66.249.64. 171 |147.237.77.233|Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
95.86.124.198  [147. 237. 77. 233 I srael atal .idf.il ET DCB Large anount of TCP ZerowWndow - Possible |,

Nki |l er2 DDos attack

82.102.199.21 |147.237.77.216 Za:lcis;iie”;a” Territory, | gover. i f il ET SCAN NVAP -sA (2) 2
66.249.65.241 |147.237.0.34 |Wnited Sates tikshuv.idf il ET SCAN NVAP -sA (2) 2
60.217.72.16 147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
60.217.72.16 147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
60.217.72.16 147.237.76. 38 |[China eenetav.idf.il ET SCAN Potential SSH Scan 1
91.218.113.195 |[147.237.0.200 |Russian Federation rdlu, i df i | ET SCAN NVAP -sS w ndow 1024 1
60.217.72.16 147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
85.93.5. 66 147. 237. 76. 202 |Ger many e halag.idf.il ET SCAN Potential SSH Scan 1
60.217.72.16 147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 1
213.57.200. 127 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
79.182.213.89 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
190. 249. 184. 162|147. 237.0. 35  |Col onbi a akavs. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
60. 217. 72. 16 147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.16 |China ny- kosher -kravi .idf . il ET SCAN Potential VNC Scan 5900- 5920 1
41.140. 253. 9 147.237.77.61 |Morocco e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
182.162.73.59 |147.237.0.19 |Korea, Republic of madi matal .idf.il ET SCAN Potential SSH Scan 1
60.217.72.16 147. 237.77. 233 |Chi na atal .idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TP D stributed Portscan 1
60. 217. 72. 16 147. 237. 77. 205 |Chi na prisha idf.il ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237. 76. 198 |Chi na e yohal an.idf.il ET SCAN Potential SSH Scan 1
60.217.72.16 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
60. 217. 72. 16 147. 237. 76. 34 |China yohal an. i df . i ET SCAN Potential SSH Scan 1
91.201. 236. 114 |147.237. 76. 177 |krai ne ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
60.217.72.16 147.237.8.46 |China e.chinuch.idf.il ET SCAN Potential SSH Scan 1
60.217.72.16 147.237.0. 200 |China nau. i df il ET SCAN Potential SSH Scan 1
79. 178. 56. 45 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
190. 249. 184. 162|147. 237.0. 35  |Col onbi a akavs. i df .i | ET SCAN NVAP -f -sS 1
41. 140. 253. 9 147. 237.77.61 |Morocco e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
182.162.73.59 |147.237.0.35 |Korea, Republic of akavs. i df i | ET SCAN Potential SSH Scan 1
5.236. 216. 45 147.237.8.27 |Iran, Islanic Republic of |e. nadimatal .idf.il ET SCAN NVAP -sS w ndow 3072 1
60. 217. 72. 16 147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
212.76.127.219 |lIsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |81
212.76.127.10 |l srael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |57
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.76.127.44  |Israel 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |24
107.167.116. 72 |hited Sates [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 23
54.157.17.204 |lhited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |23
66.249.81.174 |lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SWN drop 17
77.125.125.74 |Israel 147. 237. 77. 243 |nobi | e. i of . i Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dr opped.
50.232.189.90 |lited Sates |[147.237.77. 216 |dover.idf. il Streamng Engi ne: TCP | nvalid invalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
212.76.127.219 |l srael 147.237.77. 234 |hal ag.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |12
46.19. 86. 161 | srael 147.237.77. 234 |hal ag.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 12
212.76.127.111 |lIsrael 147.237.77. 233 atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |12
46.19.85.150 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence md:)itvrsi”;"lt wehdfferent — Jopnitor |10
46. 19. 85. 150 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
46.19.85.150 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdrc)itvrsagjnlt wehdfferent 1 oy 9
46. 19. 86. 161 I srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
46.19. 85. 59 I srael 147.237. 77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber aert
37.26.148.176 |lIsrael 147.237. 77. 170 |n@ar achot . i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
149.78.136.43 | srael 147.237.77. 243 |nobi l e i of .1 Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 8
Ret r ansni ssi on Packet dropped.
46. 19. 85. 59 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or 8
79.176.24.127 |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 8
79.176.24.127 |Israel 147.237.0.34 |[tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 7
79.180.138.93 |Israel 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
37.26.146.146 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
132.64.26.105 | srael 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid limvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
176. 228. 144. 103l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |6
212.76.127.10 |l srael 147.237.77. 234 |hal ag.i df .il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |6
46. 19. 85. 150 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
66.249.81.144 |lited Sates |147. 237.77.226 ‘.’Li”‘l""“:ha"atz'aka'idf drop First packet isn't SN drop 6
176. 228. 144. 103|l srael 147.237. 77. 216 [dover.idf il Bad TCP sequence Invalid ACK nunber alert 6
79.180.104. 171 | srael 147. 237.72. 166 |aka i df .i Streaning Engine: TCP Inval id finvalid segrent retramsmission. |, 6
Ret r ansni ssi on Packet dr opped.
82.145.220.88 |Europe 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
31.210. 187. 203 |l srael 147.237. 77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni tor |4
185.32.179.65 |lIsrael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
2.54.1.17 | srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
91.200.12.106 |lkrai ne 147.237.76.31 |nakchal .idf.il drop SAMrule drop 4
46. 19. 85. 142 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
84.109. 226. 165 |[lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4
91.200.12.106 |Ukraine 147.237. 77. 216 |dover. i df .il drop SAMrule drop 4
79.182. 161. 241 I srael 147.237.72. 166 |aka. i of . Streamng Engi ne: TCP Inval id |imvalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dr opped.
85.130. 138. 109 |Israel 147.237.72. 166 |aka. i df . Streamng Engine: TCP I nval id |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
212.76.127. 111 |l srael 147.237.77. 234 |hal ag.i df .il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
141.8.184.5 :Zj;”ion 147.237.72. 166 |aka.i df .l ;: ?Zr:s?r? siri]gcl):e: TP Invalid :}:“éi!td ;egggg;. retransmssion. g o, 3
109. 253. 218. 38 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d AGK nunber aert 3
77.126.69.101 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
66.249.81.178 |Whited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 3
79.182.161. 241 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
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|Top Attackers In V\AF|

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature
77.126.82. 17 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 54
85. 65. 112, 71 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 36
2.54. 39. 249 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 14
37.26.146.223 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
2.52.6.89 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 253. 192. 247|I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
79. 183. 166. 230 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/giuys Bl ock 3
2.52.37.8 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.52.129. 114 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
66.249.79.75 | srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 66.249. 79. 75 Bl ock 3
2.52.6.87 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
73.22.155. 10 Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df . il/newsitel english/ B ock 2

Uhaut hori zed URL Access to
212.76.111.57 |israel 147.237.77. 216 |dover . i df . i | maih?/zeicl va<:tl]\-/?36 ;;:;%gsg f;‘g?;’;iz }%%zﬁ(ﬁfﬁd;gsggngg? Bock |2

gj cngkxkpt obpol 8pgxzxftd95sstii w
2.54.58. 151 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
95. 86.119. 236 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 95. 86. 119. 236 B ock
166.170.5.127 |Wnited Sates |147.237.77. 216 |dover. i df i | mame: I%%%xgr'vaégsgr _C;'Sggm’”t ent Al acetol der 19t xt Last Nane i n Bock |2
176.13.11.40  [Israel 147.237.0.17 rr;;{y-iliosher- kravi Dstributed I11egal Parameter Encoding None |2
79.177.22. 48 I srael 147.237.0.34 |tikshuv.idf.il Distributed Unhaut hori zed URL Access on www ti kshuv.idf.il/xmrpc. php [B ock 1
132. 64.26.105 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/val tam B ock 1
84.229. 145. 201 |l srael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt B ock 1
2.54.5.59 I srael 147.237.76.31 |nakchal .idf.il 1D4§t ;ggﬁg%?ifi‘;iofzzeﬁI'Z‘;‘;‘stm‘g;_ doc Bock |1

Unknown HTTP AR(Equest NP}P({d "~A3AA1 A§AYA3/A?~} )A(AS;I _A»A

[[#5] 1 [[#17]] ACAII[ [ #4] ] AZAEAI" AA[ [ #14] v, AR A

s A[ [#27] ] [[#27] ] KAT[ [#21] ] { A2 A&@NASpGNA?s @\ RARA,

[[#23]]«[[#2]]- A¥A..AUPAA?[ [ #17] ] .

Ae <sAtA?9An[ [ #26] ] AA...[ [ #20] ] A-06e[ [ #17] | N pAZ
84.108.181.23 [lIsrael 147.237.72. 166 |aka. i df . i | AT[[#5]] qoA AnASAA 3[[#25] ] [[#25]1 ANA, Bl ock 1

[[#7]] BACA- A-AA >[ [ #15] ] ALATAC[ [ #23] ] A Ao A AYAA [ #27] ] ¢

A B £ ASe PoeNYSAEAPATAZO[ [ #21]] A-) AA" A Ag[ [ #20] ] AfA [[#1]] A

A +ALAOAEAL AtA2A7 [ [ #19]] $: ATAcATQ [#11] ] A1 [[#0]] &a; AuAA...

RAsr A [ bAs' Athe) AZA'A- AMAAYACBA: AA™ AnAnAy( AVA,

- A ASRA
109. 160. 146. 89 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
79.183.146. 100 |[lIsrael 147.237.77. 216 |dover.idf . il Distributed Uhaut hori zed URL Access on www i df .il/xmrpc. php Bl ock 1
197. 39. 130. 152 |Egypt 147.237.77.216|dover. i df .i | Distributed Uhaut hori zed UR. Access on ww i df.il/xmrpc. php B ock 1
66. 249. 64. 48 I srael 147.237.77. 170 [maar achot . i df . i | Unhaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 0/ 113010. pdf  |B ock 1
93.172.244.46 |Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Qonnection - Unhknown SSL Sessi on None 1
46. 19. 85. 150 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css Bl ock 1
85. 64. 96. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
79.177. 202. 245 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Unhknown SSL Sessi on None 1
157. 55. 39. 125 Lhited Sates |147.237.0.16 ][Tyl_ lkOSheI‘ -kravi.id Uhaut hori zed URL Access to ww ny-kosher-kravi.idf.il/ B ock 1
79.176. 25. 43 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 1
128. 70. 102. 149 :Zg::t”i o |147.287.0.34 |tikshuv.idf.il marﬁtghlzp? d}ﬁl?'ﬁt;sgur(:s‘ﬁrgfug/ ¢ or um asix Bock |1
24.213.216.70 |lLnited Sates |147.237.77.170 |naarachot . idf .il Lhaut hori zed URL Access to naarachot.idf.il/xmrpc. php B ock 1
84.229.145. 201 |[Israel 147.237.77.74 [lawidf.il Distributed PHP Attenpt Bl ock 1
68.180.228. 175 [Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8942- he/ ref uah. aspx [Bock |1
95.86.124.198 |[Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
84.108.181.23 [Israel 147.237.72. 166 [aka. i df . i | Mal f ormed URL {&,-~C»AvsyAEm B ock 1

Uhaut hori zed URL Access to
212.76.111.33 [Israel 147.237.76. 200 6l tan. aka. o 11 | e L Patigeat 4 oneat b Boorsumeynl yr son. [Bock |1

nu7vl g
79.183. 146. 100 |Israel 147.237.76.42 |refuah.idf.il V':\jw;:rr ;fblj‘;zj mw?g;nﬁr;:;?pﬁhgccess on Bock |1
178. 255. 168. 90 %ﬁ,ﬂ . 147.237.77. 216 |dover . i df . i | \'\,‘iJ'OtIi ;’t' Ie o?{;;fi“’&ﬁﬁi:?ﬁé\:_ﬁ%ﬁS(Sf' 1! |68:'Egc)) (Protocol None |1
46. 28. 50. 180 E?i;;gom 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot. i df . i|/wp-adm n/ B ock 1
87.69.244.125 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
79.177.22. 48 I srael 147.237.77.74 [lawidf.il Distributed PHP Attenpt Bl ock 1
149. 78.136. 43  |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
37.142.68. 33 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
84.229.145. 201 |[Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xmrpc. php Bl ock 1
84.109.73.249 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
66. 249. 78. 58 I srael 147.237.77. 170 [maar achot . i df . i | Unhaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 0/ 109940. pdf  [B ock 1
94. 23. 12. 207 France 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/test/wp-admin/ B ock 1
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