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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3065
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il HITP Page H ood Attack f orward 8
109. 67. 168. 125 | srael 147.237. 76. 42 refuah.idf.il Bl ock Udp All Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
66. 249. 81. 212 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadB| ue- D r - Tr ave- 2 dest - reset 1
119. 126. 201. 215 Chi na 147.237. 76. 147 chinuch. aka.idf.il |B ock Wp Al Nets drop 1
151. 80. 230. 89 Italy 147.237. 76. 201 e atal .idf.il Bl ock_Udp All _Nets drop 1
66. 249. 93. 184 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgnalure Devi ce Action |Oount
106. 120. 173. 154 Chi na 147.237.77. 216 dover.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
5. 165. 20. 21 Russi an Federation 147.237.77. 216 dover.idf.il |Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Feder at i on

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.78.111 |147.237.77.170|lhited Sates maarachot.idf.il [ET SCAN NVAP -sA (2) 2
41.13.136.157 [147.237.77.216|South Arica dover.idf.il ET SCAN NVAP -sA (2) 2
213.8.204. 1 147.237.0.19 |[Israel nedi matal.idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
66. 249. 79. 75 147.237.77.216|Whited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 2
168. 62. 238. 153 |147.237.77. 170 |Lhited Sates naarachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
5.102.210.247 |147.237.72.166 |l srael aka.idf.il portscan: TGP O stributed Portscan 1
146.185.250.2  |147.237.72. 217 ?ég:;;”im eid.il ET SCAN NVAP -sS wi ndow 1024 1
103. 240. 113. 113(147. 237. 76. 30 |Canbodi a hi nush. i df .i ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
98.119. 105. 221 |147.237.0.33 |United Sates idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 [147.237. 77. 233 |Net her| ands atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.77.234|Qte Dlvoire hal ag.idf.il ET SCAN NMAP -sS wi ndow 4096 1
79.181. 104. 177 |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
190. 249. 184. 162|147. 237.8.50 |Col onbi a etikshuv.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
175 204.97 12 |147 237 0.35 |Korea Repudlic [ oo ET SCAN Behavi oral Unusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
31.168.27.132  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
163.172. 13. 173 |147.237. 76. 202 [Uni ted Ki ngdom |e. hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.18.126 147.237. 72. 166 |I srael aka.idf.il portscan: TGP DO stributed Portscan 1
121.201.27.61 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |(147.237.0.33 |lLhited Sates idf.il ET SCAN NMAP -sS wi ndow 2048 1
98.119. 105. 221 (147.237.0.33 [Uiited Sates idf.il ET SCAN NVAP -f -sS 1
94.102.48.195 [147.237. 77. 212 |Net her| ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.77.234|®te Dlvoire hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
190. 249. 184. 162(147. 237.8.50  |Col onbi a e.tikshw.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
66.249. 65.234 |147.237.0.34 |Wited Sates  |tikshuv.idf.il ET SCAN NVAP -sA (2) 1
185. 120. 126. 106(147. 237. 72. 166 aka.idf.il portscan: TCQP D stributed Portscan 1
37.200.78.34  |147.237.8.27 [SSIan e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46.19.86.225  |israel 147, 237.77. 243 |rbit e i1 | 2 NG Bngine: TP Invalid - finvalid segnent retransnissi on drop 21
Ret r ansn ssi on Packet dr opped.
79.176. 206. 144 i srael 147.237.77. 234 |nalag.icf i1 |Bad TCP sequence mdrostvrsa:;”y wth different monitor |20
2.52.159.204  |israel 147.237.77. 176 |matpash.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
46.19.86.188  |Israel 147.237.77. 243 |mmvit i1 | 2N NG Engine: TG Invalid - finvalid segnent retransmssi on drop 15
Ret r ansni ssi on Packet dropped.
213.8.204. 1 I'srael 147.237.0.19 |radimatal icr.i| > SN Engine: TCP Invalid  invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dr opped.
2.52.5.69 I sr ael 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
212.143.142.56 [Israel 147.237.77. 216 |dover.i df .il drop First packet isn't SWN drop 11
175.18. 112. 202 |China 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 10
221. 202. 205. 222|Chi na 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 10
89.138.15.131 [Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsgfnsmt wehdifferent Jopnitor o
218.60.132.40 |China 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 9
139. 214. 193. 246|Chi na 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
221. 202. 205. 190|Chi na 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
222.163.195.19 [China 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 9
113. 5. 80. 68 Chi na 147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data nonitor |9
46. 19. 86. 12 I srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nval i d AGK nunber noni t or 9
46.19.85. 14 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
221.206.191.2  [China 147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data nonitor |9
104. 236. 86. 103 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 8
46. 19. 86. 130 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
218.60.123.59  [China 147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data nonitor |8
222.163.195. 35 |[China 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 8
46.19.85.223  |israel 147.237.77.243|mbile.idf.il  |Bad TOP sequence mﬁsr;;ansmt wehdifferent Joonitor |7
94.230.86.186 [Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
2.52.159. 204 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
222.163.195. 35 |China 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
109. 66. 184.33 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  invalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dr opped.
79.179.104. 185 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
2.52.145. 58 I'srael 147.237.77. 243 |mobi e ior i1 | &M NG Engine: TP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 130 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
109. 66. 187. 118 |I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence mdrostvrsa:;”y wth different monitor |6
46.19.85.121  |Israel 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
149.78. 245. 186 I srael 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid  invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 130 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d AGK nunber alert 6
77.127.152. 252 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
207.46.13.5 Lhited Sates |147.237.72. 166 |aka.idf.il Streaning Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
79.181.173. 250 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 86. 130 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber noni t or 6
2.52.0.110 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
218.60.123.59 |China 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
37.46.39. 70 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
37.46. 39. 152 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
46.19.85.223  |Israel 147.237.77. 243 |mbile.idf.il  |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
2.52.5. 69 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.19. 85. 244 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
46.19. 86. 43 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.5.69 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid sequence nunber noni t or 5
5.102. 254. 204 |l srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
185.32.179.85 |Israel 147. 237. 72. 166 |aka.i dof .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
213.8.204.1 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 169
37.142.64.129 |Israel 147.237.0.34 |tikshuv.idf.i|l |Dstributed Too Many of the Sane Response Code (404) B ock 85
213.8.204.1 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 66
149. 78. 244. 214 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
104. 236. 86. 103 147.237.77.216|dover.i df . il Ml tipl e Unhauthorized URL Access from 104. 236. 86. 103 B ock 5
46.19. 86. 59 I srael 147.237.77.243|nobi [ e.i df . i | Distributed Uhauthori zed LRL Access on nobi | e.idf.il/sachar/index B ock 3
37.26.148.216 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.5.84 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 67. 189. 140 |l srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 3
37.26.148.193 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 64.97. 217 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
5.102.218.190 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
217.132. 133. 161 |l srael 147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock 2
109. 186. 175. 229|1 sr ael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw i df.il/aman B ock 2
213.8.204.7 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
77.125.98.120 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
91.143.80.201 |Ger many 147.237.77. 216 |dover . i df il |D ST 1?;;}2;’;2;?&%&??2;” Bl ock 2
176.13.1. 70 I srael 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/nekudot/index |B ock
79.182.25.6 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

149. 88. 140. 155 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Unhaut hori zed URL Access on nobil e.idf.il/nekudot/index |B ock
68.180.228.175 |Uited Sates  [147.237.76.42 [refuah.idf.il  [ho o 720 R ASess Lo aspx Bl ock 1
198. 20. 69. 77 Lhited Sates 147.237.77. 243 |nobi | e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
2.54.135. 113 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None

85. 65. 82. 77 I srael 147.237.72. 166 |aka. i df . i | mar:;ae ' de.aidl ?:gi'r:fs;?:];?pgpnupsl nar ki veachar . aspx None 1
176.13.19. 142  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79.182.57.227 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
217.132. 101. 148|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
149. 78.53. 156 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
109.163.234.4 |Romani a 147.287.77. 218 dover. i df i1 [ T e o dover. s Bl ock 1
79.176.126. 159 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
208.184.112.74 |Uited Sates  [147.237.77.216|dover. i df . il |0 o0 O 1?:;?;;56%%\/?211;” Bl ock 1
185. 3. 147.216  |Israel 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 1
2.52.159. 204 I srael 147.237.77. 176 |mat pash. i df . i|  |Unauthori zed URL Access to wmn cogat.idf.il/894-ar B ock
66.249.78.51  |Israel 147.237.77. 170 |n@ar achot . i df . i | ;23”22? ;27?‘1737;) d?c/?ﬁsest/i/ 106681, pel Bl ock 1
46. 19. 85. 204 I srael 147.237.77. 170 |m@ar achot . i df . i | |Dstributed Whaut hori zed URL Access on naarachot.idf.il/xnrpc. php [B ock 1
149. 88.217. 131 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
85. 64. 61. 129 I srael 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to maarachot.idf.il/xnirpc. php Bl ock 1
217.132.133. 161l srael 147.237.77. 170 |mm@ar achot . i df . i | |Dstributed Whaut hori zed URL Access on maarachot.idf.il/xnrpc. php [B ock 1
79.179.118.87 [Israel 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
109. 253. 211. 227|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68.180.229. 121 [lhited Sates  |147.237.76.200|ei t an. aka. i df . i | mn;‘”fan?a;kiﬁtd?‘ ifﬁrlgg_ Le;gitan. aspx None 1
198. 58. 102. 155 |[lhited Sates 147.237.77. 216 |dover.idf . il Lhaut hori zed LR Access to waw idf.il/1294-he/ wan idf.il B ock
2.54.161. 108 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
109. 64. 97. 217  |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Unhaut hori zed URL Access on nobil e.idf.il/nekudot/index |B ock

86.97. 30. 82 E:;::&Nab 147.237.77. 216 |dover . i df . i | Distributed PHP Attenpt B ock 1
46.116. 245. 177 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
185. 3. 147. 216 |l srael 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 1
82.80.198. 164 |lIsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
41.102.196.77 |Ageria 147.237.77.216|dover.i df . il Dstributed PHP Attenpt B ock 1
149. 78.53. 156 |l srael 147.237.77. 170 |maarachot . i df . i | |Ostributed PHP Attenpt B ock 1
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