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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS-Tool - Swi t chbl adG dest - r eset 3038

46. 19. 85. 51 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS renegoti ation-d i dest - r eset 69
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il |Bock Wdp All Nets drop 3

109. 67. 201. 245 I srael 147.237.72. 166 aka.idf.il |Block Wp All Nets drop 2

0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

151. 80. 31. 103 Italy 147.237.77. 216 dover.idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
46.228.207.18 |147.237. 77. 216 |Ger many dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
95. 86. 70. 197 147 237 77. 233 |1 st el atal il ET DO5 Large anmount of TCP ZeroWndow - Possible Nkiller2 DDos 3
attack
46.228.207.18 |147.237. 76. 196 |Ger many e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 2
85.130. 238. 170 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
84.109. 83. 86 147.237. 72. 166 I srael aka. idf.il portscan: TCP O stributed Portscan 1
79. 180. 26. 62 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
017 128.3.182  |147 237 0.3 |France Cikshov. i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
209.177.88.126 |[147.237.76.34 |Wited Sates |[yohalan.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
167. 114. 156. 16 |147.237. 77. 216 |Canada dover . idf.il portscan: TCP O stributed Portscan 1
46.228.207.18 |147.237.76.86 |Ger many navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
162. 13. 88. 58 147.237. 8. 14 E;ir:;cci]om eorchot.idf.il [ET SCAN NVAP -sS w ndow 1024 1
45. 63. 1. 105 147.237.0. 35 akavs. i df il ET SCAN Potential SSH Scan 1
91.201. 236. 113 |147.237. 72. 166 |Ikrai ne aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.102. 254. 184  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
85. 250. 71. 20 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
85. 65. 82. 77 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.183. 146. 181 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249.81.212 |147.237.77.216|W0ited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
212.117. 154. 242|147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
46.228.207.18 |147.237. 76. 201 |Ger many e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 [147.237. 76. 147 |Ger many chinuch. aka.idf . i I|ET SCAN Potential VNC Scan 5900- 5920 1
162. 13. 88. 58 147.237. 8. 50 E?i;;gom e.tikshuv.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.151.53.217 [147.237.72. 166 |krai ne aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
45.63.1.105 147.237.0. 19 madi matal .idf.il [ET SCAN Potential SSH Scan 1
91.201. 236. 113 |[147.237. 72. 166 |Lkrai ne aka idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
212.76.127.219 |lIsrael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 57
85.130.173.177 |Israel 147.237.76.42 |refuahidf.il  [Bad TCP sequence S reuranemt wth different monitor (49
85.130. 173. 177 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
205.204.17.210 |thited Sates  |147.237.72. 166 |aka idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 29
212.76.127.10 |lsrael 147.237.77. 233 |atal .idf. il B ock HTTP Non Conpli ant Failed to handl e connection data  |nonitor 27
5.22.134.207  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |24
205.204.17.210 [lhited Sates  |147. 237. 72. 166 |aka i df .i Bad TCP sequence mﬁsg reansmt wthdifferent | oyitor |24
84.108. 235. 116 I srael 147.237.76.42 |refush.icf.il  |Bad TCP sequence mdﬁrsﬁ”lt wth dfferent monitor |21
221.202. 205. 222 |Chi na 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [nonitor 20
175.18.112. 202 |China 147.237.77. 216 |dover.idf.i | B ock HTTP Non Conpli ant Failed to handl e connection data  |nonitor 19
46.19.86.208 |[Israel 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
46. 19. 86. 225 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
2.52.146.231  |Israel 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 14
221.206.191.2 |[China 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 12
94. 252. 207. 155 z:)h‘a”i?ab 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d ACK nunber aert 12
212.76.127.44  |Israel 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 12
94. 252. 207. 155 z;iu?i?ab 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d ACK nunber monitor |12
222.163.195. 35 |[China 147.237.77. 216 |dover.idf.i | B ock HTTP Non Conpli ant Failed to handl e connection data  |nonitor 12
46.19.86.208 |[Israel 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 11
113. 5. 80. 68 Chi na 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [nonitor 11
222.163.195.19 |[China 147.237.77. 216 |dover.idf.i | B ock HTTP Non Conpli ant Failed to handl e connection data  |nonitor 11
46.19.86.100  |[Israel 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 11
221.202. 205. 190|Chi na 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [nonitor 11
61.138.61.143 |[China 147.237.77. 216 |dover.idf.i | B ock HTTP Non Conpli ant Failed to handl e connection data  |nonitor 10
46.19.85.161  |[Israel 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber aert 10
46. 31. 103. 99 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
46.19.85.161  |[Israel 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |10
218.60.132.40 [China 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 10
2.54.156.219  |Israel 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
145. 131. 203. 155|Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
139. 214. 193. 246|Chi na 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 10
218.60.123.19 [China 147.237.77. 216 |dover.idf.i| B ock HTTP Non Conpli ant Failed to handl e connection data  |nonitor 10
46.19. 85. 77 | srael 147.237.77. 216 |dover. i of il SYN At tack SYN -> SYN-ACK -> RST rej ect 10
218.60.123.59 [China 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 10
46. 19. 85. 185 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence I'nval i d AGK nunber noni t or 9
46.19.85.185 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber aert 8
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d AGK nunber noni t or 8
46.19.86.140  |[Israel 147. 237. 72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.19.86.85 |Israel 147.237.77. 216 |dover.idf.i1  [Bad TCP sequence SIACK reransmt wehdifferent | oo |7
46.19.86.208  |israel 147.237.77. 233 |atal i df i Bad TCP sequence mﬁsgfnsmt wthdifferent | ontor |7
46.31.103.99  [Israel 147.237.77. 216 |dover.idf.i1  [Bad TCP sequence SIACK reransmt wehdifferent | oo |7
46. 19. 85. 131 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85. 226 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert
46.19.86.102  |israel 147.237.76.31 |nakchal .idf.il |Bad TCP sequence V?:;ﬁ?fsrczlt ransmt wthdifferent | onitor 6
213.8.204.1  [israel 147.237.0.19 |mdimatal.idt.i(- comng Engine: TP Invalid finvalid segnent retransmission. | ) 6
Ret r ansm ssi on Packet dropped.
2.54.19. 217 I srael 147. 237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retramsnission |, 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 226 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.127  |[Israel 147. 237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 6




01-20-2016-19:04:08 to 01-20-2016-20:04:08

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
. . . Too Many of the Same Response Code (404) in Session from
109. 65. 133. 152 |l srael 147.237.0.34 |tikshuv.idf.il 109. 65. 133. 152 Bl ock 111
85. 64. 155. 30 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 107
85.64.155.30 | srael 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from B ock 79
85. 64. 155. 30
46.121.60.121 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 56
5.29.72.10 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 34
46.19. 86. 81 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 32
213.8.204. 1 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 30
185. 32. 179. 218 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 18
46. 19. 85. 49 I srael 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Repeat Passvord in Bl ock 12
nobi | e. i df .i|/sachar/changepassvord
85.64.155.30 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Code (403) in Session from Bl ock 11
85. 64. 155. 30
213. 8.204.76 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 213.8.204.76 |B ock
149.78.34.194 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock
93.173.37.53 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock
213.8.204.76  |israel 147. 237.72. 166 |aka. i df . i | thauthori zed Method HEAD for Bl ock 2
wwy aka. i df . i1/ mai n/ gi yus/ general . aspx
2.54.182. 201 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 2
m ny- kosher - kravi . i d
79.180.0. 61 | srael 147.237.0. 17 f Inly Ostributed |11 egal Paraneter Encoding None 2
46.120. 235. 154 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock
46.19. 85. 255 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock
213. 8. 204. 65 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 213.8.204.65 |B ock
. - D stributed Lhaut hori zed URL Access on
89. 139. 243. 252 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 1
79.179.105.88 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
184. 168. 200. 244 |thited Sates |147.237.72.166|aka.idf.il Dstributed PHP Attenpt B ock 1
149. 78. 252. 131 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
85.64.61.129  |israel 147.237.77.74 |lawidf.il D stri but ed Uhaut hori zed LR. Access on Bl ock 1
wwn | aw i df . i |/ xnhrpc. php
. . - . Unaut hori zed URL Access to
61.135.190. 198 [Chi na 147.237.0.34 |tikshuv.idf.il 147, 237.0. 34/ shared/ ol i ent scri pt s/ scrol | er/j query. j carousel j s Bl ock 1
46.120.20.170 |[israel 147.237.72. 166 |aka. i df . i | thauit hor | zed LR. Access to Bl ock 1
v aka. i df . i |/ mai n/ gi yus/ mai | box. aspx/
82.81.37.168 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
213. 8. 204. 65 I srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/main/ gi yus/ B ock
79.180. 120. 251 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None
A . - D stributed Lhaut hori zed URL Access on
197. 231. 221. 211|Li beria 147.237.77. 216 |dover. i df .i | v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Unknown Paraneter docld in
109. 64.57. 112 |l srael 147.237.72. 166 |aka. i df . i | wwwy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ nast er/ f av |[None 1
icon.gif
79.107. 221. 243 |G eece 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 1
] . - D stributed Lhaut hori zed URL Access on
162.247.72.213 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . DO stributed Unaut hori zed URL Access on
85. 130. 173. 177 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
84.110.111. 133 |[Israel 147.237.77.233|atal .idf.il Ostributed PHP Attenpt B ock
217.132. 133. 161l srael 147.237.76.31 |nakchal .idf.il Ostributed PHP At tenpt B ock
. . . . Unaut hori zed URL Access to
61.135.190.69 |China 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ styl e/ 1. hel scr ol | er/ ski . css Bl ock 1
149. 78.53. 156 |l srael 147.237.77.74 [lawidf.il Ostributed PHP A tenpt B ock 1
Unknown Paraneter catld in
109. 253. 197. 147|I srael 147.237.72. 166 |aka. i df . i | wwwy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ f av |[None 1
icon.gif
. . Unaut hori zed URL Access to
80. 82. 65. 82 Netherlands  |147.237.77.216|dover.idf.il v i .| / 894- en/ shar ed user cont r ol s/ header upper / Bl ock 1
212.199. 104. 190|1 srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . O stributed Unaut hori zed URL Access on
46. 19. 86. 85 I srael 147.237.77.233atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
5.29.212.78 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.179.118.87  |Israel 147.237.76.86 [navy.idf.il Distributed PHP Attenpt B ock 1
184. 168. 200. 244|lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to waw aka. idf.il/xmrpc. php Bl ock 1
61.135. 190. 200 |Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ 960. css  |B ock 1
149.86.191. 95 |Uhited Sates |147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
m ny- kosher - kravi . i i i
46.120. 142. 235 |Israel 147.237.0. 17 Ny-Kosher-kra dii11 egal Paraneter Encoding rnd in . None 1
f.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
149. 78.53. 156 |l srael 147.237.76.31 |nakchal .idf.il Ostributed PHP At tenpt B ock 1
. . . Unaut hori zed URL Access to
84.94.164. 164 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 1
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