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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3111
86.132.172. 184 Uni ted Ki ngdom 147.237. 76. 199 e.nakchal .idf.il ock_Udp All _Nets dr op 56
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 8

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 6

162. 243. 3. 218 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
222.163. 195. 35 Chi na 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
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|Top Attackers In IPS|

At t acker

’At tacker Qountry

Russi an . . 16798: HITP. G\U Bash HTTP Header Renote Code Execution
185.63.188.120 [ - ~0 147.237.76.86 (navy. i df . i | Wl ner abi ity B ock
188. 165. 15. 176 |France 147.237.0.15 |kosher-kravi .idf.i|28: HITP. AnhrefBot craw er

Target Address

Site Sgnature

B ock
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
192.198. 151. 43 |147.237. 72. 166 |Eur ope aka.idf.il ET SCAN NVAP -sA (2) 2
66.249.93.216 [147.237.77.170|Whited Sates  [maarachot.idf.il ET SCAN NVAP -sA (2) 2
220.231. 195. 122147. 237. 72. 217 |Chi na eidf.il ET SCAN NVAP -sS w ndow 4096 1
93.158.211. 210 |147.237.0.35 |Netherl ands akavs. i df . il ET SCAN Potential SSH Scan 1
91.218.113. 195 |147.237.77. 216 23::;'}0'1 dover. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 29 147. 237. 76. 199 e. nakchal .idf .i ET SCAN Potential SSH Scan 1
72.22.182.162 |147.237.77.216|W0ited Sates  [dover.idf.il portscan: TCP D stributed Portscan 1
168. 62. 238. 153 |147.237.76.201 |Lhited Sates |e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.29.174. 249 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
131.191.84.45 |147.237.76.30 |lhited Sates  |hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 236. 75. 201 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
109. 253. 196. 92 |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
109. 65. 41. 126 |147. 237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
94.102. 48.195 |147.237.76.39 [Netherlands nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.158.211. 210 |147.237.0.19 |Netherlands madi matal .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 29 147.237.77. 227 e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
79.176.200. 177 |147.237.77. 216 |l srael dover. i df.il portscan: TCP O stributed Portscan 1
185. 130. 5. 29 147.237.0.19 madi matal .idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237.72. 166 |Lhited Sates  |aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
2.54.3.113 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
117. 203. 248. 154(147. 237.0.34 |India tikshuv.idf.il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
115. 236. 75. 201 |147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
109. 160. 237. 155(147. 237. 72. 166 |I srael aka. idf.il portscan: TCP O stributed Portscan 1
98.119. 105. 221 |[147.237.0.17 |Wiited Sates  |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address
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Country

w ndow scal e

Russi an L Streamng Bngine: TCP Invalid (invalid segnent retransnission.
141.8.182.112  [C oo 147.237. 72. 166 |aka. i df .i 1 Ret r ansmi ssi on Packet dr opped. drop 90
Sreanming Engine: TCP Invalid i i ssi
79.181.202. 151 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransnission drop 36
Ret r ansni ssi on Packet dr opped.
41. 33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | dr op SAMrule drop 34
Sreamng Engine: TCP Invalid i i ssi
2.52.176. 51 I srael 147. 237. 76. 147 |chi nuch. aka. i df .i | 9 =g Invalid segnent retransnission drop 27
Ret r ansni ssi on Packet dr opped.
66.249.81.212 |lWited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 21
66.249.81.212 |lhited Qates  [147.237.77. 216 |dover.idf.il dr op thexpect ed post SYN packet - RST |4 21
or SYN expect ed
46. 19. 85. 208 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |14
66.249.81.212 |lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 14
188. 120. 148. 173l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 14
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi
79.176. 205. 154 |I srael 147.237.72. 166 |aka. i of .i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
37.46.39. 103 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |12
66. 249. 81. 215 RJSIS::t”ion 147.237. 77. 216 |dover. i df i Bad TCP sequence Inval i d ACK nuniber monitor |11
Russi an s Unexpect ed post SYN packet - RST
66. 249. 81. 215 eration 147.237. 77. 216 |dover.idf .i | dr op or SYN expect ed drop 11
79.181. 1. 14 I srael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber aert 10
2.52.191. 162 I srael 147.237. 72. 166 |aka. i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
221. 202. 205. 222|Chi na 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 10
79.181. 1. 14 I srael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |10
218.60.123.19 |China 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data nonitor |10
175.18.112. 202 |Chi na 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 10
2.52.160. 18 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
Sreanming Engine: TCP Invalid
31.168.239. 154 |[Israel 147.237.77. 216 |dover.idf.il 9 9 Inval i d checksum Packet dropped. drop 9
Checksum
66. 249. 81. 215 F“SS;:I”ion 147.237. 77. 216 |dover. i df i Bad TCP sequence Inval i d ACK nuniber alert 9
46.19. 86. 161 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
s SWNretransmt wth different )
109. 253. 205. 133|l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e monitor |8
46.19. 85. 247 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |8
221.206.191.2 |[China 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |7
222.163.195. 35 |[China 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |7
176.13. 4. 22 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |6
77.127.225.195 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
62.90.210. 236 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
95.86.85.146 | srael 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
113. 5. 80. 68 Chi na 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |6
Sreaning Engine: TCP Invalid i i ssi
37.26.149. 244 | srael 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 147 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 247 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber aert
176.13. 4. 22 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert
R SWNretransmt wth different )
212.199. 156. 81 |l srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence i ndow scal e monitor |6
Sreaning Engine: TCP Invalid i i ssi
37.26.146.221 | srael 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.182.201  |Israel 147. 237, 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
77.127.225.195 |l srael 147, 237. 72. 166 |aka. i df .i 1 Bad TCP sequence Invalid ACK nunber aert 6
221. 202. 205. 190|Chi na 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data monitor |5
61.138.61.143 |[China 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |5
5.29. 246. 98 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 5
41. 33.232. 66 Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
222.163.195.19 |[China 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |5
5.29. 246. 98 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |5
84.108. 250. 78 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |5
37. 46. 39. 244 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |5
46.116.206.10 [ srael 147.237.77. 234 |nal ag.i f i Bad TCP sequence SN retransnit with different moni tor |5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.143. 106 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 104
46. 19. 85. 58 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 99
2.54.143. 106 I srael 147.237.0.19 |madimatal .idf.i|Too Miny of the Sane Response Code (404) in Session from 2. 54. 143. 106 B ock 84
84.108.26.250 |[Israel 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Same Response Code (404) B ock 74
176.228.15.90 |[lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 65
2.54.143. 106 I srael 147.237.0.19 |madimatal .idf.i|Too Miny of the Sane Response Code (403) in Session from 2. 54. 143. 106 B ock 33
46.19. 86. 162 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 29
213.57.137.14 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 12
46. 19. 85. 58 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 11
37.26.146.187 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 9
84.109.73.121 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84.109. 73. 121 B ock 5
46.19. 86. 205 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 46. 19. 86. 205 B ock 5
109. 253. 220. 106|l srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 5
2.54.9.85 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
84.109.73.121 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/8/ B ock 3
176.13.15.75 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
2.54. 33, 209 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
144.76.182. 139 |Ger many 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 144. 76. 182. 139 B ock 3
109. 64. 154. 116 |l srael 147.237.72. 166 |aka. i df . i | \E\]mj\:;:(;“it;d. iﬂa#;hniréiiids/ﬁtﬁf‘;f; e A Bock |2
213. 8. 204. 56 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df. i/ mai n/ gi yus/ updat euser det ai | s. aspx |Bl ock
2.54.172. 161 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock
162. 243. 3. 218 gqiatt:s 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 162.243. 3. 218 B ock 2
108. 49. 74. 166 g‘;:ﬁ 147.237.77.216|dover.i df . il Ml tipl e Unaut hori zed URL Access from 108. 49. 74. 166 B ock 2
66. 249. 79. 75 I srael 147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
46.19. 85. 186 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
89. 139. 237. 141 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
41.34.205.214 |Egypt 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
77.127.225.195 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
109. 65. 186. 57 |l srael 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to waw atal .idf.il/xnirpc. php B ock 1
108. 49. 74. 166 g‘;:ﬁd 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to www navy. i df . il/894-he/ dover. aspx B ock 1
31.168.114. 111 [israel 147.237.77.216|dover.idf .il Dstributed PHP At tenpt B ock 1

11 ggal URL Path Encodi ng ~>f_oe/3GE><?éve_?[A[#_Z_Ll] ] &€} €%t ’\Aé€

i ted - 6>0A20x7[ [ #31] ] -[ [ #0] ] « 4AV[ [ #8] ]! & A &4 [ #25] ] 4€'DAE )

82.17.194. 247 Ki ngdom 147.237.77.216|dover. i df . il [[#14]]fo'[.[.#S]]:AB..X[i'[[#Z‘l] ] ASAceA, V\ﬁ,—-[[#8]][[i¢31] ]! p&r a€8sk- A 7x B ock 1

[[#4]]-a€° 60/l , a6¢C3 a€x/ x—g[ [#3]] [[#1]] @[ #4]] & o

A/s[ [#21] 1 d[ [#19] ] [ [ #24] ] A?x n¥g A2 <xj A/f &E"ASA—x?2x+=A? 3
212.199. 156. 81 |Israel 147.237.77. 234|hal ag. i df . i | 1D4§t ;;t;ugidzléﬂf‘r'tr;;!;zﬂaﬁ coss lc_";i . Bock |1
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | Distributed Wnauthorized URL Access on 147.237. 72. 166/ Bl ock 1
46.116.206.10 |Israel 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
91.185.208.141 |Jovenia  |147.237.77.176 mat pash.idf.il [Ostributed PHP Attenpt B ock 1
2.54.167.81 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
79.183. 239. 3 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
176.13.20. 117 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
2.52.191. 162 | srael 147.237.72. 166 |aka. i df . i | SSL Wnhtraceabl e Connection - Protocol violation (SSL_GONN QLI ENT HALLQ None 1
79.177.217. 141 |israel 147. 237. 72. 166 |aka. i df . i | g's;i (fr'])e Untraceabl e SS9 Sessions from79.177.217. 141 (Unknown SS. None |1
109. 253. 130. 228]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
84.108.250. 78 |lsrael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
66. 249. 79. 79 I srael 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
37.26.146.221 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1

NULL Character in LR xoeiﬁgEX?é€?[ [#11]] &€} &7t "a€

i ted o ¢>9A%0x7[ [ #31] ] - [ [#0]] « 4AV[ [ #8] ] | G Aj O4 [ #25] ] 4€'DAE i

82.17.194.247 | ngdom 147.237.77.216|dover. i df .i |l [[#14]]i<°-[_[l#3]]A_A3_?<nA-[[#24] ] ASAceA V\é,ﬂ[[#s]][[#f31] ]! p& 4€8sk- A 7x B ock 1

[[#4]]-a€° 60/l , a6¢C a€'%/ x—g[ [#3]] [[#1]] @[ #4]] & B

apo[ [ #21] ] d[ [ #19] ] [[ #24]] A2x g Ae <xi Af A€ ASA—x22x=A0As
213, 151. 32. 163 |Israel 147.237. 72. 166 [aka. i df . i | shknoun Parareter gﬂ\SS/E\é‘ngTimaigxi n None |1
5.102. 254.234  |Israel 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
82.17.194. 247 LKTi;gegom 147.237.77.216|dover. i df . il Illegal Byte Qode Character in Header Val ue B ock 1
204.13.200. 200 [J11€ 147. 237.77. 216 |dover . i df . i | D stri utec ff;;_tggzéfﬁe%f:f?;pzn Bock |1
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